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Abstract

Crimes of attacking personal data have become crimes of today's world. Moreover, the
issue of attacking personal data crimes is somewhat one of the new topics as few
countries have noticed the seriousness of this issue and become alerted to it by enacting
laws that protect personal data and criminalizing attacking them. As a result, countries
were divided into three sections: the first section enacted special legislation for crimes
of assault on personal data, such as the French legislation; the second section such as
Palestine set out a legislative text for the crimes of assaulting personal data, but it was a
regulatory text that was insufficient to cover all crimes of assaulting personal data. The
last section, did not make any legislations to protect personal data, but it acted only in
the event of any attack on personal data. So, it covered this issue through the
legislations used by others countries such as the Cybercrime Law, the Communications

Law and other related laws.

The practical importance that the study dealt with is that it touched upon crimes of
assault on personal data such as ears dropping, defamation, recording and transmitting
private conversations, and taking illegal pictures and using them in an abusive manner,
especially, because the use of modern technological means, in particular smart phones,
facilitates the process of accessing private files, including cameras, texts, audio
recordings, etc. This constitutes an assault on personal data, where these data are used

to make big sums of money by companies.

In order for our country, Palestine, to be developed in terms of respecting human rights
and privacy, it is necessary to enact legislation for crimes of assault on personal data
that stipulates the crimes that may occur on personal data. Thus, in order to create a
distinct legislation, it does not mind of applying the idea of academic linkage to
accurately determine the crimes that can occur on personal data and the deterrent

penalties that hurt the offender.



Among the deterrent penalties that can be enacted through legislation to deter offenders
is not to be satisfied with financial fines alone because the financial profits that the
person will attain from attacking personal data are much greater than the fine.
Therefore, the penalty of blocking the site or the total or partial closure of it has
achieved greater deterrence .Also, among the suggestions that can be applied is to
oblige company owners and service providers, in the event of a breach of any personal

data of citizens or employees, to notify the person concerned within 72 hours.
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