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Abstract

Cybercrimes represent a significant threat to the security and stability of societies,
particularly in the context of rapid technological advancements and the extensive use
and variety of social media platforms. This study aims to analyze the legal provisions of
Decree-Law No. (10) of 2018 and its subsequent amendments pertaining to cybercrimes
and information and communications technology, with a specific focus on the
regulation of criminal participation in cybercrimes. Additionally, the study conducts a
comparative analysis with the relevant provisions of the Jordanian Penal Code No. (16)

of 1960, which is currently in effect in the West Bank.

The researcher employed a descriptive-analytical methodology, which involved a
comprehensive review and analysis of legal texts pertaining to criminal participation in
cybercrimes. The study was grounded in the current legislation in force in Palestine,
alongside a review of prior studies, to assess the application and effectiveness of these
legal provisions. Additionally, previous research was utilized to explore the nature,

forms, and fundamental elements of criminal participation in cybercrime.

The study concluded that Decree-Law No. (10) of 2018 and its subsequent amendments
differentiate between perpetrators of cybercrimes based on their respective roles.
However, it imposes uniform penalties on all participants, which undermines the
principle of individualized sentencing and the proportionality between the offense and
the penalty, in contravention of the provisions outlined in the applicable Penal Code in
the West Bank. Additionally, the study underscored the challenges associated with
adapting traditional rules of criminal participation to the distinctive characteristics of
cybercrimes, the lack of legal regulation for certain forms of involvement, and the
reliance on general legal provisions without adequate consideration of the specificities
inherent to the digital environment. Furthermore, the study highlighted the complexity

and diversity of the roles played by contributors in cybercrimes, indicating a need to
b



expand criminal liability to encompass indirect actors, such as software developers and

content hosts.

The study put forth several recommendations, with particular emphasis on the necessity
of drafting a proposed amendment to Decree-Law No. (10) of 2018. This amendment
should incorporate comprehensive provisions that clearly delineate the various forms of
criminal participation in cybercrimes, as well as the essential elements associated with
each form. Furthermore, the study advocates for the inclusion of an independent article
that defines the concept of criminal participation within the cyber context, while also
outlining its foundational principles and relevant digital tools, in accordance with
comparative legislation. Additionally, the study urges the codification of the principle of
individualized sentencing, thereby enabling the judiciary to impose penalties that are
proportionate to each party’s level of participation, in contrast to the current practice of

uniformly treating all perpetrators.

Keywords: cybercrime, criminal participation, Palestinian legislation, Decree-Law No.

(10) of 2018, individualized sentencing, digital legal frameworks.



