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CLOUD COMPUTING AND SERVER MONITORING

Cloud Computing is the utilization of on-demand remote computing resources.

Why Server Monitoring ?

Capacity Planning
Cost Reduction
Troubleshooting
Evaluating providers
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SERVER MONITOR

< Tracking System Metrics
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Why GraphQL ?
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Minimize Network Latency

Eliminate Waterfalls In Request

Strongly Typed

Control the structure of the requested data




Powered By React

Why React?

=> The strongest implementation of virtual dom

=> Building highly reusable and composable components
=> Strong support and tooling for easy development

=> lLarge community



Architecture
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Sampling and Data Recording

NOW DAY WEEK MONTH YEAR CUSTOM
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Alerting

Detect anomalies and stay informed by creating :

—=> Static Alerts : predefined ranges

Range Name ) ) ) . —
Emergency > % .

100%
+ ADD

Warning!

Attention please

) ..

=> Dynamic Alerts: adaptive statistical filtering



COMMAND
CHAINS

Automate administrative tasks

Add New Chain

P Vi 2w (N i i
Chnain Name

Enter your commands here

ADD NEW ARGUMENT

Argument #1: arg

CANCEL

ADD



[ DOCKER

Containers: ® 1 o @ 3
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Analysis

=> Traffic Monitoring
=> Endpoints Requests Analysis
=> Demographic Analysis

{ WEB SERVER LOG ANALYSIS

Country ISO Code

us

JP

CA

ZA

DE

CN

Number Of Requests

244062

30570

11091

4585

20182

53673
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AUTHENTICATION

Generic Message Exchange Authentication for
the Secure Shell Protocol (SSH)

Key-Pair Authentication

Authentication request

username : admin
service name : "two_passwords"
submethods : []

Authentication Information request

name : "Authentication with two passwords
numberOfPrompts : 1
values : []
prompts : ["enter the first password : *]
echo : [false]

Authentication Information response

numberOfResponses : 1
responses : ["a_hashed_password"]

Authentication Information request

name : "Authentication with two passwords
numberOfPrompts : 1
values : ]
prompts : ["enter the second password : ]
echo : [false]

Authentication Information response

numberOfResponses : 1
responses : ["a_hashed_second _password"]

Authentication Success Response
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PWA

Progressive Web App
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INSTALLABILITY
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Welcome to your server
monitor !

2 days, 18 hours, 48 minutes, 46
seconds

C

Tuesday, May 25, 2021 5:55 PM

ExpressVPN  Shabab Ana Paltel
Values

Add Server Monitor to Home scree

A. :.’".._

Calculator

Platform DistributionRelease
linux Ubuntu 20.04.1LTS
Kernel Arch

5.4.0-73-  x64

generic

Server CPU Load

Server Monitor




CONCLUSION

A simple application to monitor
and control cloud-based servers

Future Work

=> Run the app at container-orchestration
systems level

=> Extend web server's log analysis by
extracting more information

=> Automate installation process for the
system

=> Implement CPU-intensive tasks in faster
languages like GO



