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Abstract
This thesis examines the challenges of criminal protection for consumers within the
electronic market amid rapid digital transformation. It investigates emerging patterns of
electronic transactions, revealing a pronounced power imbalance between parties in
contractual relationships. The study emphasizes that electronic consumers constitute the

weaker party, rendering them particularly vulnerable to digital threats.

To accomplish the objectives of this study, the researcher employed a descriptive-
analytical methodology. This approach entailed a comprehensive examination and
analysis of the Palestinian legislative framework regulating electronic consumer
protection, considering both substantive and procedural dimensions. The study
specifically addresses the sufficiency of provisions related to criminalization and
penalties, mechanisms for criminal prosecution, and evidentiary rules in effectively

addressing contemporary electronic crimes.

The study concluded that, although existing Palestinian legislation contains provisions
criminalizing harmful acts against consumers, it is characterized by fragmentation and a
lack of legislative specificity. Moreover, the legislation does not adequately address the
evolving nature of the electronic market and digital evidence. These limitations
undermine the effectiveness of criminal deterrence and weaken the protection afforded to

electronic consumers, especially during the prosecution and evidentiary phases.

The study advocates for the establishment of a unified and comprehensive Palestinian
law on electronic consumer protection. This legislation should encompass integrated
regulations addressing both substantive and procedural matters, offer a precise definition
of the term "electronic consumer," and delineate the various types of digital offenses,
their constituent elements, and corresponding penalties. Furthermore, it should govern
the mechanisms for criminal prosecution and the handling of digital evidence to

strengthen trust in the Palestinian electronic market.
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