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Abstract

In my study, | examined the topic of criminal protection for electronic money transfer
operations within the current legislation in Palestine, employing a descriptive and
analytical approach. The study is structured into two chapters. The first chapter focuses
on the objective criminal rules designed to protect electronic money transfer operations,
addressing the nature of these operations and the various forms of objective criminal
protection available. The second chapter discusses the procedural criminal rules
pertinent to the protection of electronic money transfer operations, including the
tracking and prosecution procedures for crimes committed against these operations, as
well as preventive measures aimed at combating such crimes. The practical significance
of this study lies in its exploration of issues that are relevant to our daily lives,
particularly as individuals often find themselves compelled to engage in electronic
money transfer operations. Traditional methods of transferring money may expose
individuals to risks such as theft and forgery. Consequently, electronic money transfer
operations have emerged as a more secure alternative; however, they are not entirely
devoid of risk. Therefore, legislation has sought to provide the necessary criminal
protection for these operations by establishing legal provisions that regulate them and
criminalize any assaults against them. The central problem addressed in this study
revolves around the question of how the criminal legislator has safeguarded electronic
transfer operations from potential risks. Through this research, | arrived at several
findings and recommendations. Notably, | concluded that electronic money transfer has
become a hallmark of the modern era. Some countries have enacted specific legislation
to regulate and criminalize attacks on electronic money transfer operations, reflecting
the unique nature of these crimes. Conversely, other countries have yet to establish such
specialized legislation. In Palestine, the Jordanian Commercial Law, which is currently

in effect, lacks specific provisions governing electronic money transfer operations. As a
b



result, legal scholars and the judiciary have endeavored to identify alternative legal texts
to regulate this process, utilizing the decision-law on electronic transactions, the
decision-law on electronic crimes, and the Palestinian National Payments Law. Among
the recommendations | propose is the necessity of training personnel in Palestine on the
detection of crimes related to electronic money transfer operations, as well as on the
appropriate methods for addressing these crimes. This includes the collection and
preservation of electronic evidence and the conversion of such evidence into tangible
material evidence, such as storing it on a hard disk, so that it can be presented in court

and utilized for prosecution purposes.

Keywords: Electronic money transfer, criminal protection, electronic crimes,

Palestinian legislation, electronic evidence, cybersecurity in financial transactions.



