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Background

ContainersMicroservices Containers vs 
VMs
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Microservices

➔ Independence

➔ Resilience

➔ Scalability

➔ Lifecycle automation

➔ Relied on VMs



Containers

5

➔ Lightweight

➔ Efficient

➔ Move between environments

➔ Run independently

➔ Everything needed is packaged inside the container



containers vs VMs
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Current posture of Docker 
networking

Current model 
of Docker 
containers
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Current posture of Docker 
networking:

Existing 
vulnerabilities

● lack of isolation
○ compared to VMs

● especially at network 
level [1]
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Current posture of Docker 
networking:

Existing 
vulnerabilities

● Non-restricted access to 
containers

● Network-based attacks
○ Man In The Middle 

attack.
○ ARP spoofing
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Scanning from App container

172.17.0.1

172.17.0.2 172.17.0.3



11

Scanning from Host

172.17.0.1

172.17.0.2 172.17.0.3



Current posture of Docker 
networking

Mitigation 
techniques

● Kernel isolation:
○ namespace, Cgroups, &  

capabilities (host-based)

● Other solutions:
○ BASTION (container-based)
○ Cilium (host-based)
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Proposed solution:

➔ Main objectives

● Achieve network-isolation

● Comply with Microservice model

● Support portability & deployment features

➔ Design components

➔ Practical example (scenario)
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Design Components:

● Firewall 
○ As container 
○ Gateway for 

internal containers
○ Easy managed 

(Webmin)

● Internal containers
○ Connected through 

virtual bridge
○ Hidden
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Tracepath test from 
‘Web Server’ container 
to ‘Host’ container

Internal container uses 
‘Firewall container’ as its 
default gateway

Route pass through 
firewall

[172.20.0.10]

[172.20.0.1]

[10.0.2.15]

[172.20.0.0/24]

enp0s3
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Host routing 
table

Host attached 
interfaces

‘172.20.0.0/24’ network is 
not visible

‘172.20.0.0/24’ 
network is not 
accessible
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Before:  implementing our design ‘Web’ & ‘DB’ containers expose their ports

After:  implementing our design Only firewall container exposes selected port



Implementation:
● Configuration methods

● Practical Example

● Evaluation
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Implementation:
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● Configuration methods:
● CLI 
● Docker-compose
● Bash Script
● Practical Example
● Evaluation
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● Configuration methods:
● CLI 
● Docker-compose
● Bash Script
○  Firewall container 

configuration
○ Services containers 

configuration
○ Add virtual interfaces 

● Practical Example
● Evaluation

Implementation:



● Configuration methods
● Practical Example:
● Topology 
● Procedure 
● Results
● Evaluation

Implementation:
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● Configuration methods
● Practical Example:
● Topology 
● Procedure 
● Results
● Evaluation

Implementation: Provide necessary information: 
firewall container creation. 
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● Configuration methods
● Practical Example:
● Topology 
● Procedure 
● Results
● Evaluation

Implementation: Provide needed information: 
Network parameters. 
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● Configuration methods
● Practical Example:
● Topology 
● Procedure 
● Results
● Evaluation

Implementation: Provide needed information: 
Volume information. 
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● Configuration methods
● Practical Example:
● Topology 
● Procedure 
● Results
● Evaluation

Implementation: Provide necessary parameter: 
Virtual Bridge. 
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● Configuration methods
● Practical Example:
● Topology 
● Procedure 
● Results
● Evaluation

Implementation: Provide necessary parameter: 
Web container creation. 
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Implementation:
NAT Configurations. ● Configuration methods

● Practical Example:
● Topology 
● Procedure 
● Results
● Evaluation
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Implementation:

Filter table Allow http connections

● Configuration methods
● Practical Example:
● Topology 
● Procedure 
● Results
● Evaluation
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● Configuration methods
● Practical Example:
● Topology 
● Procedure 
● Results
● Evaluation

Implementation: Accessibility 

Inaccessibility 
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● Configuration methods
● Practical Example
● Evaluation:

Implementation: Port  scanning
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Conclusion
Build confidence around your product or idea 
by including at least one of the these slides:

➔ Milestones
What has been accomplished and what 
might be left to tackle?

➔ Testimonials
Who supports your idea (or doesn’t)?

➔ What’s next?
How can the audience get involved or 
find out more?
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Thank you 
for listening!

Any questions?
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➣ Configuration methods
➣ Practical Example:
➣ Topology 
➣ Procedure 
➣ Results
➣ Evaluation

Implementation:
DHCP server Configuration. 
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