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Abstract

Developments in reality may necessitate a reevaluation of the cognitive models that
represent that reality. This study seeks to analyze autonomous weapons and assess
whether the existing framework of International Humanitarian Law (IHL) sufficiently

addresses the challenges and risks associated with these weapons.

The first chapter examines autonomous weapons, focusing on the principle of degrees
of autonomy that regulate land, air, and naval autonomous systems capable of
identifying and engaging targets without human intervention. Furthermore, it addresses
cyber warfare, characterized by its dual nature, which can be employed to hack and
manipulate autonomous weapon systems during conventional conflicts or function

independently to disrupt information infrastructure.

Autonomous weapons and cyber warfare pose significant risks to civilians and civilian
infrastructure. Consequently, the second chapter examines the legal framework
governing these technologies, focusing on the humanitarian, ethical, and legal
challenges they present. A primary challenge lies in the application of International
Humanitarian Law principles to these emerging domains. Furthermore, the review
process under Article 36 of the 1977 First Additional Protocol is complicated by the

article’s broad and general nature.

Therefore, there is a necessity for a clear and formal legal framework, established
through procedures codified in an international convention that addresses all issues
related to autonomous weapons and cyber warfare. Such a framework would ensure the
legality of their use in armed conflicts. This objective aligns with the efforts of the
United Nations, which aims to regulate the deployment of autonomous weapons and
cyber warfare by formulating new legal norms that reflect the consensus among states.

This consensus arises from a shared recognition of the risks associated with these



technologies and seeks to guide states in appropriately managing these matters in
international conflicts, thereby safeguarding civilians, civilian objects, and information

infrastructure from harm.

The methodology involves an analysis of existing theoretical and legal frameworks to
evaluate their adequacy in regulating autonomous weapons and cyber warfare, with the
aim of understanding the emerging characteristics of these domains. The study
concludes that autonomous weapons and cyber warfare have introduced a novel reality
that necessitates the development of new legal instruments, as the principles of
International Humanitarian Law are insufficient and challenging to apply due to
inherent incompatibilities. Furthermore, the study offers recommendations, including
the adoption of two comprehensive conventions: one to regulate cyber warfare and

another to control the use of autonomous weapons in international armed conflicts.

Keywords: International Humanitarian Law, Autonomous Weapons, Cyber Warfare,

Military Operations, Article 36 Review, Legal Framework.



