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Documentation 
Overview: 


The systems allows controlling the access of vehicles to a university, company, or any institution. The system allows only the registered objects to access  automatically and stores their access time in a database,  unregistered objects must meet the security officer to access.
How is that done: 


the system contains two parts:

The first part :is the base, connected to the gate and the database.

The second part: placed in each vehicle, saves and transmits the ID number of the vehicle.

When the vehicle approaches to the gate, an IR sensor informs the base which requests the ID, that request is done by sending a random key to the (vehicle) using IR transmitter.
The ID saver (the vehicle) receives the key and generates a cipher containing the ID number encrypted by that key, then sends the cipher by RF transmitter.

The base decrypts the message, gets the ID and then sends it to a software which looks in the database, if the ID is allowed to access, it sends a message to the base asking to open the gate. If the ID is not allowed, it send an SMS to the security officer asking him to check the gate.
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Unregistered vehicles might not have the ID saver, so it will not reply respond to the ID request, so the base will not receive a cipher. The base waits 2 seconds after the ID request is done, if no cipher received, it sends a dummy (unused) ID to the computer, and the computer will send a SMS to the security officer.  

Encryption: the ID is encrypted using a random key, so in the next access the cipher will be changed. saving the cipher and transmitting it will not give you an access.

System components:

the two main components are the Base, the ID saver and the computer. 

The Base contains the following components:

· IR transmitting circuit.

· 2 IR sensors circuits (transmitters and receivers).

· RR3: RF receiver.

· Serial data connection with the computer.

· PIC16F877 4MHz basic circuit.
The ID saver’s components:

· IR receiving circuit.

· RT4: RF transmitter.

· PIC16F877 4MHz basic circuit.

The computer side: 

· A software that has access to a Database containing two tables:

1- Saves the allowed ID numbers to access, and the owner name

2- The software saves info about all the accesses done (in and out)

· A mobile phone connected to the computer using IR connection (or serial).

· Serial connection with the Base

Hardware schematics:
The Base:
   IR transmitting circuit:
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IR sensors: 

Is actually IR led fixed near an IR receiver, when an object passes near the sensor, it reflects the IR beam to the receiver, the receiver gives an indication to tell about the passed object.

The IR led is connected to a 555 IC to generate 36Khz frequency,
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The IR receiver: 
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The IR LED and the TSOP17 receiver are placed close to each others as in the picture bellow: 
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RR3 (RF receiver):


The schematics is simple, because encoding and decoding is done by software:
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We connected the data line to the PIC16F877 pin A0, decoding is done by software.
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Serial connection:

Is a part of the basic circuit:
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The ID saver: 


IR receiver:
[image: image10.png]18 T

liz__ |connected to

by
1
oo oo
st vt
3
2z oser
4
Aas oscz
She 0w
Llas on
e oo
Elar
5

vss

T

HT12D

portA





RT4 (RF transmitter):



The encoding (Manchester encoding) is done by software, so data line is connected directly to the PIC16F877 pin D0.
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The computer side (the software):
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This software handles the serial communication with the Base, checks whether the ID is allowed to access or not, and send result to the Base. 

It also handles the SMS messaging using AT commands.

