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Abstract

In response to the rapid digital transformation and the growth of the e-commerce sector,
electronic payment companies have emerged as providers of electronic payment services
alongside traditional banks. Their objectives include challenging the banking monopoly,
facilitating efficient and secure fund transfers, and promoting financial inclusion for

individuals who are unbanked.

The Monetary Authority, acting as a supervisory entity, is responsible for overseeing
operational performance and issuing regulatory directives concerning licensing
procedures and the services offered. Licensed payment companies provide a variety of
services, including electronic money, electronic wallets, prepaid cards, and other related

offerings.

This thesis seeks to elucidate the concept of electronic payment service providers and the
legal frameworks governing their operations within both the State of Palestine and the
United Arab Emirates. It explores issues related to consumer consent and assesses the
degree of acceptance and trust in the fulfillment of obligations through electronic payment
methods. Furthermore, the study examines potential risks faced by consumers, including
cyber intrusions, financial fraud, money laundering, among others, and evaluates the

mechanisms implemented for their prevention.

The study employs both descriptive and comparative analytical methodologies by
examining the subject matter within the framework of the laws, regulations, and
guidelines governing it in the two jurisdictions under investigation, with the objective of

addressing the research problem and its associated questions.

The study concludes with several key findings. It highlights that the provision of

electronic payment services is not exclusively the domain of banks; rather, financial

b



institutions such as electronic payment companies may offer these services upon
obtaining the requisite license from the competent authority. These companies frequently
operate as public shareholding entities. The Palestinian legislature prohibits transactions
involving virtual currencies, which are commonly associated with blockchain technology
known for its high levels of security and data transparency. In contrast, comparative
legislation permits transactions involving such currencies within limited parameters
concerning payment services, due to the inherent risks and the necessity for careful

monitoring and precision in these transactions.

The study recommends that electronic payment companies enhance their infrastructure to
facilitate the adoption of blockchain technology and the expansion of artificial
intelligence applications, given the benefits these technologies provide in improving
security, transparency, and cost efficiency. Additionally, it advises that payment
companies advance their technical systems to support robust encryption methods such as
3DES and RSA, integrate these with trusted security protocols, implement supplementary
verification mechanisms, and enforce limits on authentication attempts. These measures
are intended to safeguard personal and financial data, mitigate fraudulent activities, and
strengthen privacy and the integrity of electronic transactions. Furthermore, the study
emphasizes the importance of increasing public awareness to bolster consumer trust and

understanding of electronic payment systems.

Keywords: electronic payment companies, financial inclusion, Palestine Monetary

Authority, comparative legislation, blockchain technology, consumer protection.



