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Abstract
Information security is very important and critical for organizations.
Human error is the biggest threat to information security so organizations
have to develop and improve employees’ performance to comply with
information security policies. The aim of this thesis is to study the potential
factors affecting employees' compliance on information security policy.
Therefore, this study is an explanatory research in nature. The target
population for the study was Palestinian employees in Palestine who work
with computers. Therefore, 500 questionnaires were distributed, but only
372 questionnaires were valid for analysis, with response rate 74.4%. A
sample of 372 questionnaires has been distributed to several service
organizations including universities, telecommunications and internet
service providers companies, insurance companies and banks. Using
Structural Equation Modeling-Partial Least Squares Method, the results
indicated that individuals’ factors of employees, organizational factors, and
technological work and environmental factors have influence positively on
information security compliance policies. Also, the results show that the
older employees tend to comply with information security policies than

younger employees throughout an organization. Moreover, gender factor
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has no significant effect on Information security compliance policies. These
findings are useful for organizations policy makers who plan to improve
employees’ compliance with information security polices, and researchers
interested in information security polices compliance as well. Some
recommendations were suggested to the organizations managers:
increasing of organizational support for employees, conducting periodic
training in information security, spreading the creativity and excellence
amongst the employees, and providing a suitable and good environment for

employees.



1

Chapter One
Introduction

1.1 Background

Securing certain kinds of information is necessary for corporates, agencies,
and institutions. Leaking of confidential information may lead to several
damages, mainly to reputation, credibility, and accreditation. Information
Security (1S) intends to keep all electronic data under full and direct
control, so that nobody other than the authorized can access or make
changes to the secured data/information without formally obtaining prior
permission. Human factors that influence (human) behavior have huge
impact over computer security. They can be personality traits, cognitive
abilities, individual differences and the unique level of risk perception of
every associated individual. All the above-mentioned factors are in
addition, influenced by the culture, technologies and security environments
of an organization in which the breaches take place. When these factors
collaboratively interact with each other, they induce adverse human
behavior capable of destructing information security. The world has
witnessed tremendous advancements in information sciences. However,
they fail to ensure a 100% secured environment since the issues aren’t
solely technical and predominantly due to human factors. Computers’
being exclusively operated by human beings is the most obvious reason.
Human factors intrude with the way individuals’ interact/communicate
with IS technologies. It is apparent that technical solutions alone cannot

entirely prevent information breaches. Hence organizations ought to
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introduce a culture that values positive information security behaviors,
amongst its workforce. Challenges that employees’ encounter in using IS
frameworks and technologies have to be identified and resolved. This
implies that it is substantial for security functions to be more visible,
meaningful, easy and convenient to locate and use. Providing intense
behavioral training and educating employees on the significance of IS
awareness, are the often-recommended actions against security breaches.
The way in which, every individual interacts with computers, and makes
decisions relating to information security has always been complex and
dynamic. Hence the IS systems need to acknowledge, consider and
scrutinize the human factors that influence. Also, there are heuristics and
biases (favoritism or partiality) that affect the extent of risk an individual
would be willing to take in certain situations; and examining via such a
dimension could explain what made an individual take certain decisions
while also observing specific behaviors. Individual differences and risk
perception are both, also influenced by the operating environments of
individuals. Climate and culture certainly has major impact on their
behaviors, attitudes and values. This is exactly why it is essential to
understand an organization’s security and culture. They provide deeper
insights into the foundation of certain behaviors. Today, the most serious
concerns pertaining to Information Security are the threats imposed by
‘Social Engineering’ (SE) attacks. These attacks are executed to retrieve
sensitive and confidential information and maliciously used against
organizations and individuals. It is vital for individuals to be educated

regarding such potential attacks and the use of appropriate tools that curtail
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their probability of being affected. On the contrary, it is often the insiders
who pose serious security risks, owing to their possession of
legitimate/authorized access to information and facilities, location of assets
and related organizational knowledge. They are capable of committing
highly deteriorating security breaches while leaving very little evidence.
Organizations however do not seem to employ adequate risk management
systems that can withstand such situations (Colwill, 2009). Companies
have largely been neglecting to realize the severity of human imposed
challenges in effectively managing information security. In order to address
these issues, the management needs to identify the skills essential for
altering the organizational culture, enhance communication amongst senior
managers, IS managers and end users, and allocate resources to jobs based
on their individual identity (core values, beliefs, attitudes, personal and
social elements) (Ashenden, 2008).The complexity and obscure nature of
information security issues caused by human factors further emphasize the
need for promoting positive IS behaviors besides improving the physical

and technical aspects of computer security (Parsons et al., 2010).

Information security support and culture include the organizational and
managerial characteristics that drive employee compliance with a security
policy. A series of characteristics are examined in the literature that are
shown to have a positive relationship with security policy compliance,
including organizational factors (Chan et al., 2005; Goo et al., 2014; Hu et
al., 2012), and security training (Bulgurcu et al., 2010; Lowry et al., 2015;
Puhakainen & Siponen, 2010; Siponen et al., 2010). Security policy can
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generate positive emotional and social outcomes, such as happiness
(Siponen & livari, 2006), and job satisfaction (D’Arcy and Greene, 2014),
these factors impact the degree that employees will comply with the
guidelines. In contrast, security policies that contribute to stress (D’Arcy et
al., 2014) and role conflict (Teh et al., 2015) are found to lead to non-
compliance. A lot of factors examined in the security policy research
include aspects of an individual’s ethical standards, such as personal norms
(Ifinedo, 2014), and morality (Hu et al., 2011; Myyry et al., 2009; Vance &
Siponen, 2012).

The focal objective of this research is to select employees from service
companies in diverse sectors and segregate them into Generation X,
referring to those born within the years 1960-1979 and Generation Y,
commonly referred to as the Millennial generation born within 1980-2000
(Reisenwitz et al., 2009); and determine their varied personality traits that
are highly influential over their information security practices within their
organizations. This will essentially include an acute investigation of human
factors that are capable of affecting employee commitment and compliance

within the sphere of their information security systems.
1.2 Research Problem

The whole world is evolving and progressing towards technology in a
much faster fashion, and so should the organizations, in order to sustain the
fierce competition today. This in turn mandates a constant upgrade in the

performance of one of their high-priority functions, i.e. ‘Information
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Security’, alongside finding a comprehensive and integrated system for

protecting organizational data and information.

In around 80-90% of security related organizational accidents, the human
factors are most certainly implicated (Gonzalez, & Sawicka, 2002). They
can largely influence the levels of information security awareness amongst
the employees of an organization (McCormac et al., 2017). The big five
personality  dimensions  (Neuroticism,  Extraversion,  Openness,
Agreeableness, Conscientiousness) also have considerable impact on
employees’ performance constructs relating to Information Security. Goo et
al. (2014) and Hu et al. (2012) showed that the organizational factors and
security training have a positive relationship with security policy
compliance, while Chan et al. (2005) and Herath and Rao ( 2009b) and Hu
et al., (2012) found the organizational support to be positively associated
with compliance, but D’ Arcy and Greene (2014) and Ng et al (2009) found
that organizational support had either a negative or insignificant
relationship to security behaviors. Some research findings link individual’s
factors to policy compliance are inconclusive (Goo et al., 2014), or show
that it has an indirect influence on policy compliance (Posey et al., 2015),
factors such as low self-control(Conscientiousness) is found to link
negatively to policy compliance (Guo & Yuan, 2012; Hu et al., 2011, 2015;
Ifinedo, 2014). To complicate further, the workforce of any organization
consists of people from different generations with varying traits and
personalities that should be considered within the subject of Information

Security. Organizations that have engaged an ageing workforce might
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experience a contrast pattern of security compliance issues, in comparison
to those that have employed young employees. The older generation prefers
to retain some information in order to distinguish it among the rest of the
employees and this creates a knowledge gap between the older and younger
generations. Some of the traits that employees from different generations
may not have in common include openness, friendliness, co-operation,
conscientiousness to voluntarily abide to security policies, etc. These
varying traits have a negative impact over employees’ compliance with the
information security policies (Cram et al., 2017). Thus, understanding the
relationships among human, organizational, technological and
environmental factors and their influences on information security

compliance policies is considered as a research opportunity.
1.3 Research Questions

1. What Factors of different generations' employees significantly influence

their compliance with Information Security policies?

1.1.What Individual Factors of different generations' employees
significantly influence their compliance with Information Security

policies?

1.2.What Organizational Factors of different generations' employees
significantly influence their compliance with Information Security

policies?
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1.3.What Technological Work Environment of different generations'
employees significantly influences their compliance with Information

Security policies?

1.4.What Employees Satisfaction of different generations' employees
significantly influences their compliance with Information Security

policies?

2. How do these identified Factors of different generations' employees

interact with security compliance’ constructs and influence them?

2.1How do these identified Individual Factors of different generations'

employees interact with security compliance’ constructs and influence

them?

2.2How do these identified Organizational Factors of different generations'

employees interact with security compliance’ constructs and influence

them?

2.3How do these identified Technological Work Environment of different
generations' employees interact with security compliance’ constructs

and influence them?

24How do these identified Employees Satisfaction of different
generations' employees interact with security compliance’ constructs

and influence them?



1.4 Research Objective
The objectives of this research project are:

1- ldentifying the major Individual Factors, Organizational Factors,
Technological Work Environment and Employees Satisfaction that
influence different generations' employees towards complying with the

organization’s information security policies.

2- Developing an empirical model that describes Individual Factors,
Organizational Factors, Technological Work Environment and
Employees Satisfaction that majorly influence security compliance of
employees and exhibit their impact over various securities constructs of

the organization.
1.5 Thesis structure

This study consists of five chapters. The first chapter is the introduction
where the background, problem statement, research questions, research
objectives and the scope of the study are introduced. Chapter two defines
the concept of Individual and organizational factors and their different
types, as well as introducing the literature review and summarizing the

previous studies about Compliance with Information Security Policies.

The third chapter presents the research methodology and identify the
research population, survey sample, data collection tool as well as the data
analysis software packages used in analyzing the gathered data. Chapter
four presents data analysis and discussion. Finally, chapter five is the

conclusions and recommendations of this research.
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Chapter Two
Literature Review

In this chapter, the theoretical background of the research is to be discussed
in addition to literature review of the previous studies. Furthermore,

Conceptual Framework and Hypothesis are presented.
2.1 Overview

Over the years, several researchers, computer engineers and scientists, and
cryptologists have performed numerous empirical studies in specific
sectors such as banks, telecommunication, and education sectors, etc..., to
understand the difficulties of effectively managing the information security
infrastructures of organizations. Their findings illustrate the need for robust
IS systems with high-level standards that provides systematic approaches to
adopt best breach control policies, practices, guidelines and procedures
(Alshekh, 2015; Beautement & Sasse, 2009; Dey, 2007; Dynes et al., 2005;
Siponen and Oinas-Kukkonen, 2007; Siponen & Willison, 2009).

2.2 Information Security

Every business immensely relies on ‘information’ of any related kind,
which has today become its most valuable, vital and intellectual asset. The
Information Security (IS) concept is basically the framework or system
devised by an organization to safeguard this asset and ensure its availability
only to the authorized. It protects the interests and concerns of people who
depend on communication and information technology systems that

manage and secure their data, and prevent from failing in terms of integrity,
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availability or confidentiality of data-resource applications, databases or
organization’ websites (Mohsen, 2014; Oguk et al., 2017). Unsecured and
leaked information could both due to misuse, cause loss of reputation and
business to the organization. Since it makes the continued existence or
survival of an organization questionable, Information Security is clearly a
business related issue and not just technical. Hence IS issues should ideally
be addressed by top-level management and executed with the involvement
and support of downstream executives for assessing threats and effectively

responding to them (Abu-Musa, 2010; Dey, 2007; Siponen, 2001).

2.3 Information Security Management

Information Security Management (ISM) system needs to be all
encompassing and cannot merely be confined to a pack of software and
hardware. Successfully establishing and implementing such a complete
system demands participation, focus, and commitment from employees at
all organizational levels (Dey, 2007). ISM is made of diverse aspects such
as Information Security Policies, Risk Management, Risk Analysis,
Disaster Recovery, and Contingency Planning (Feng et al., 2014; Solms et
al., 1993). Since the above are interrelated, they often overlap and cause
certain uncertainties while making crucial decisions. In addition, managing
and training the employees in this perspective for avoiding spectacular
failures can also be a critical challenge for any organization. There are
several IS certification standards like 1SO27001 and 1SO9001 that are
adopted within business environments for establishing, actualizing,

executing, monitoring, maintaining, improving and reviewing security
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frameworks which in unison, enhances quality of IS management systems.
Organizations seek such certifications for varied purposes, e.g., it may be
customer demanded, or for gaining a competitive advantage. Gillies (2011)
supported the very robust 1SO27001 standard and discovered that there
were several barriers preventing organizations from adopting it. Evidence
suggested that the adoption of 1SO27001 was slower in comparison with
other existing standards since it was complex and expensive for smaller
organizations, faced difficulties in gaining support from senior-level
management, etc. It’s certain that organizations will be open to adoption of
such quality enhancing certifications only when they seem to be easy and
inexpensive transformations (Gillies, 2011). Employees are characterized
with cautious behavior and security awareness, which imparts them with a
major role in IS performance. They are expected to prevent unwanted
incidents and protect the organization’s material/immaterial assets. They
can contribute even while performing routine day-to-day activities by
locking their computers when they aren’t using them, frequently changing
their login credentials, avoiding the usage of unlicensed software and

immediately reporting security breaches, if any (Albrechtsen, 2007).

2.4 Corporate Governance

Corporate Governance creates of the combination of procedures and
internal controls by which organizations, irrespective of type or size, are

managed and guided (Von Solms & Von Solms, 2006).
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Corporate executives face more pressure with the rising awareness on the
urgent need for highly effective corporate governance of IS. This is mainly
because of threats from terrorists, globalization, and newly imposed
government regulations demanding organizations to safeguard their data
and constant growth in the level of dependence on Internet. The staggering
reputational and financial loss incurred in the case of large-scale
information breaches have pushed these executives to consistently rank
privacy and information security as one of the core organizational issues.
Hence many firms continuously strive to elevate their security functions by
expanding budgets, evaluating based on the return on security investments,
or hiring security experts, etc. However, the ultimate question that remains
unanswered is what kind of IS approach or strategy will be the most
effective? Originally it was more technology oriented and abandoned the
people who were really the ones interacting with all those high-end
systems. Today, experts suggest strategic Information Security approaches
that aren’t restricted to IT products/solutions (technically competent
security specialists and sophisticated technologies) alone but also involve
social alignment and organizational integration mechanisms. When the
human element is combined with technology, the IS framework can be
more socio-technically oriented and provides wider opportunities to
explore the threats to data security. Benefits of employing this approach
include greater compliance, improved alignment of security policies and
spending with business, and reduced security breaches (Kayworth and

Whitten, 2010).
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The goal of behavioral aspects of security governance is to guarantee that
employees show stratification with the regulations and policies. Since

employees rarely comply with information security policies.

Procedures, particularly that involving information security, are seen as
mere guidelines or general directions to follow rather than “hard and fast

regulations” that are specified as standards (Herath & Rao, 2009).
2.5 Information Security Compliance

There are numerous researches that discuss the factors affecting
employees’ compliance with IS (Cram et al., 2017). Kim and Kim (2017)
distributed a structured survey questionnaire to all the employees of S-OIL,
a leading Korean energy company. Their study involves empirical
examination of the voluntary efforts made by employees, to maintain
compliance levels in proportion with level of information technology
utilization. For this purpose (encouraging employee compliance), they
suggest the use of knowledge management systems/strategies that offered
compliance self-assessment tools, support for compliance-related tasks,
compliance trends monitoring, educational programs and information
sharing for employees. By promoting an intention to comply with
information security systems amongst employees, the growth of
organizations can be made more sustainable. The aim of behavioral aspects
of security governance is to ensure that employees show conformity with
the rules and policies. Since employees rarely comply with information

security procedures. Policies, especially those involving information
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security, are viewed as mere guidelines or general directions to follow
rather than “hard and fast rules” that are specified as standards (Herath &
Rao, 2009). According to Ifinedo (2012) due to the relatively discretionary
nature of adherence to policies, organizations find enforcement of security
a critical challenge. Thus more recently, research in behavioral information
security has started focusing attention to employee intentions to follow
security policies. In organizational information security, responsibility of
whether to adhere to organizational security policies or ignore them is
delegated to employees. Employees may choose to break security policies
for malicious purposes or choose to avoid security policies for mere
convenience (Herath et al., 2010). In conclusion, when the intentions are
strengthened by positively influencing employees’ attitudes, the actual

level of compliance automatically escalates (Siponen et al., 2006).

2.6 Human Factors

Several studies suggest that human factors have predominantly been
responsible for leaking of secured information. Ashenden (2008) deemed
human factor to be the most serious challenge faced by any organization,
and that the managing of relationships amongst them is even more difficult.
Effective Communication can eliminate most of the issues around the role
of human factors in Information Security was the author’s theory. The
findings of Colwill (2009) affirm that insiders of an organization can often
cause considerable harm. The fact that security experts/officers were more
concerned over outsider threats in comparison with those within the

organization was also exposed when investigations revealed that 82% of
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employees in charge of making security decisions’ were unaware of their
organization’s source of insider risk; and around 5830 spyware/malware
attacks actually originated from within the company. Colwill (2009)
pointed out that the denial of existence of threats from the insiders can only
result in detrimental failures. McCormac et al. (2017) examined the link
between employees’ IS awareness and their distinct variables such as age,
personality, risk-taking propensity and gender, for finding ways to facilitate
tailored security training and imparting more awareness on the
consequences of security breaching. In order to assess the employees’ IS
awareness, a ‘KAB-Knowledge, Attitude and Behavior’ model was used;
and for measuring the same, a ‘Human Aspect of Information Security’
Questionnaire (HAIS-Q) based on KAB model was employed. Also, they
used the ‘Big Five Personality Model’ for understanding and predicting the
human factors that employees might encounter within complex and diverse
environments. The 5-factor personality model is one of the prominent
theoretical models focusing on understanding and measuring varied
personalities. Its 5 factors include openness, conscientiousness,
extraversion, neuroticism and agreeableness. The study revealed that
emotional stability, risk-taking propensity, conscientiousness and
agreeableness of individuals caused significant variance in there awareness
levels; and recommended that adequate training may be provided to
employees in a much tailored way, to identify and focus on each of their
individual strengths and weaknesses. Behavioral outcomes of employees
that have a major say in securing an organization’s information resources,

are a result of employee intentions and attitudes. However intentions
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cannot be totally accepted as an ideal predictor of their actual behavior,
because not always do employees act according to their intentions. This
gap in between intentions and actual behavior is possibly due to certain
variables; and personality constructs seem to majorly contribute. Hence
Shropshire et al. (2015) devised a conceptual model to study the
contribution of personality traits (agreeableness and conscientiousness) and
attitudinal traits (perceived organizational support, ease-of-use &
usefulness), in influencing the decision of individuals to act or not on their
intention to engage themselves in protective/secure behaviors. For this
purpose, 170 undergrad participants from a famous US University were
provided with internet-based security software that can be used to evaluate
the vulnerabilities of their own computers; following which, the conceptual
model was employed to conduct an in-depth assessment of traits that
caused them to adopt/neglect the software. Results revealed that greater
conscientiousness-oriented traits in people made them more self-
disciplined, cautious and use the security software voluntarily; and greater
agreeableness-oriented traits in people made them more easily influenced
by peer encouragement in adopting the security software. It also claimed
that perceived ease-of-use and usefulness positively influenced behavioral
intention, while organizational support failed to do so (Shropshire et al.,

2015).
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2.6.1 The Five- Factors Models of personality: definition and

description

The Five Factors Model (the Big 5) is considered the most suitable and
widespread modern psychology model due to its five factors which offer
precise personality description. According to Digman (1990), these traits
are the most practical among existing measures within personality
psychology (Abadu, 2013). The Five Factor Model aims at piecing together
the many traits under basic categories which stay fixed as main factors,
whether we add to them or extract from them. These traits are
indispensable in any description of the human personality. The Five Factor
model is based on the idea that individual differences, which indicate daily
interaction among people, will be a language registered people use to

communicate.

Almawafi and Radi (2006) stated that psychology aims to establish a model
suitable to describe the human personality, and use it in diagnosing and
treating personality disorders. Digman (1990) noted that models which
describe the human personality are limited, adding that the most widely
acceptable one is the Big 5 model; a highly applicable and practical model

in psychology (Almawafi & Radi, 2006).

The Big 5 is considered the most up to date modal in personality
description. It is a comprehensive model concerned with describing and
classifying personality trait terminology which differentiate people from

one another (Saucier, 2002). Some of the most important models dealing
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with the five factors of personality are documented in Digman (1990),
Costa and McCrae (1995), and Coldberg (1992). The main factors
underlying the hierarchical structure of the five traits include
agreeableness, neuroticism, extraversion, openness on experience, and

conscientiousness (Lindend et al., 2010).

The Big 5 Model is a hierarchical structure of human traits. The five factors
represent the summit of the hierarchy, with personality as the highest level,
each having bipolar dimension as extraversion-introversion. The bipolar lie
beneath the five traits in the hierarchy, with more specific dimension for
each factor (Gosling, et al., 2003). Following is a definition and description

of these factors.

Factor one: Neuroticism

Neuroticism is a factor contrasting between compromise, maturity and
emotional stability, with non-compromise. Neuroticism is not neurosis; it is
the predisposition to develop the condition once pressure and neurotic

situations are present (Abdelkhalig, 1998).

Neuroticism, which is the opposite of emotional stability, reflects
individual trends towards emotional instability, dissatisfaction, and
difficulties in adjusting with others. Neuroticism is also associated with
anxiety, shyness, guilt, pessimism, grief and self-disrespect (Da Raad,

2000; Zhang, 2009).



19
Neuroticism is negatively associated with life satisfaction and positively
with expressing one's self on fatigue. Neurotic people have less ability to
work under stress, and have less control over their impulses. Costa and
McCrae (1995) described the neurotic person as one who has high levels of

anger experiences, disgust, sorrow, confusion and negative reactions.
Factor two: Extraversion

This factor forms a bipolar with introvertedness. An extraverted person
loves being around others, complies with external standards, directs interest
towards others, likes working with others, and respects traditions and
authority. At the level of thinking, this person relies on logic in explaining
worldly events and lives within fixed practical, objective or ideological
rules. An extravert is gentle, optimistic, cheerful, and enjoys life (Costa &
McCrae, 1995). An introvert, on the other hand, directs interests and
emotions inwards towards him/herself, and is sensitive despite hiding in
feelings. At the level of thinking, an introvert explains special ideas based
on his/her special rules, and has a strong need for secrecy "privacy"

(Zhang, 2006: 1179; DeRaad, 2000: 89).
Factor three: Agreeableness

This factor is the most closely linked to personal relations. According to
Hogan (1983), agreeableness makes an individual capable of facing life
problems and pressures; it reflects individual differences in reaching social
harmony. People having this trait are tolerant, trustworthy, good natured,

cooperative, and accept and respect others (DeRaad, 2009; Zhang, 2006).



20
It seems that people with high levels of agreeableness have a tendency to
overexert themselves to help and please others, such as co-workers, friends
and family (Bruk & Allen, 2003). Agreeableness was divided to many
levels. On one extreme is the meek and adapting personality which submits
its own needs for the needs of others, and accepts the standards of the
group instead of insisting on its own personal standards. At the highest
level of this extreme is a subservient self-denying person. The meek
personality is most suitable for social roles as teaching, social work and
psychology. On the other extreme we find the challenging personality,
which focuses on its own standards and needs. Such a personality can

become narcissist, selfish and skeptical (AlSalem, 2006).

Goodness is associated with positive personality variables including
achievement, persistence, responsibility, and organization. People with
such traits always aim for achievement through social compatibility (Ewen,

1998).
Factor four: Openness to experience

Open people are mentally curious, have a taste for art, and a sense of
aesthetic awareness. These people tend to be emotionally conscious
compared to introverts; they tend to think and act via individual, non-
identical modalities. However, people who are closed to experience tend to
have narrow mutual interest. They prefer simplicity, directness and
clearness to complexity, and vagueness. They look upon art and science

skeptically, and view them as difficult or useless efforts. Closed people
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prefer common to new and resist change. Conservative closed thinking is

associated with the work of the police and sales (AlAnzi, 2007).

Howard & Howard (1995) added that openness to experience is
characterized by having many interests, being liberal and capable of
thinking and criticizing. It indicates principles along with the acceptance of
new methods. In contrast, people closed to experience have limited
interests, uphold traditions, and feel relaxed with the familiar, but not
necessarily authoritarian. Such a person is suitable for roles of a financial
manager, project manager, and scientists in the field of applicable sciences.
Between these two characters, we find moderate personalities capable of
detecting new and necessary interests, despite that excessive focus can
exhaust them. They are able to focus on familiar things for a long time, but

creativity and innovation will result eventually (Al-Saleem, 2006).

Openness to experience includes constant search, liking of new
experiences, openness, creativity, belief in a just world, mental
engagement, and the need for aesthetic sensitivity, non-dominating values,
and openness to others' feelings and emotional experiences (Haredi &

Shawaqi, 2002).
Factor five: Conscientiousness

Dedication contributes to how we control and organize our incentives.
Incentives are not inherently bad; sometimes time constraints require
immediate decisions. Working on our first incentive is a form of effective

response. Dedication includes a factor known as the need to achieve and
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accomplish, leading to visible benefits. Dedicated people avoid problems,
reach high levels of success through targeted planning and persistence, and
people trust them and see them as intelligent persons. The negative shade
of such personal trait is becoming a perfectionist, compulsive and work
addict. People see such persons as deranged, boring, and in some cases

untrustworthy and non-ambitious, (AlAanzi, 2007).

According to Howard & Howard (1995) high dedication
"conscientiousness” indicates focus, while low dedication indicates a
spontaneous, superior unfocused person with multi goals. This prevents
such persons from relaxing from time to time and enjoying life (AlSalem,

2006).
2.6.2 Work Ethics

The basis of work ethics is based on mutual relations between colleagues
and employees (Vance & Siponen, 2012). The most prominent factors
examined in the security policy research include aspects of an individual’s
ethical standards, such as personal norms (Ifinedo, 2014), morality (Hu et
al., 2011; Myyry et al., 2009; Vance & Siponen, 2012). Greenberg (2002)
found that employees at the conventional level of moral reasoning were
less likely to steal from their employers — especially when they worked in
an office with an ethics program — than employees at the preconvention

level.
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According to the Myyry et al. (2009), there are some Value types:

1- Achievement: personal success and competence according to social

norms (successful, capable, ambitious, Influential).

2- Benevolence: protecting the welfare of close others in everyday

interactions (helpful, forgiving, honest, loyal, responsible).

3- Tradition: respect, commitment, and acceptance of the customs and
ideas that one’s culture or religion imposes on the individual (accepting

one’s share in life, devotion, respect of tradition, humility, moderation).

4- Conformity: restraint of actions, inclinations, and impulses likely to
upset or harm others, or violate social expectations or norms (obedience,

self-discipline, politeness, honoring parents and elders).
2.7 Organizational Factors

Information security culture, awareness, and support includes the
organizational and managerial characteristics that drive employee
compliance with a security policy. A series of characteristics are examined
in the literature that are shown to have a positive relationship with security
policy compliance, including organizational values, climate, and norms

(Chan et al., 2005;Goo et al., 2014; Hu et al., 2012).
2.7.1 Training

The definition of training varies following the various viewpoints. It is

defined as regulated procedures which enable an individual to gain skills or
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new knowledge that helps him/her achieve goals, it is also known as
"planned and organized efforts by the organization to equip workers with
certain knowledge and enhance and develop their competences and
abilities, and change their attitudes constructively” (Almosawi, 2004).
Sekiou (1999) considered training to be “connected with human resource
management, and it is a series of processes and methods which help
develop workers' knowledge, behavior, viewpoints, and mental abilities
necessary for achieving the goals of both the organization and the
individual". Training is part of continuous learning which aims at enabling
human resources to adapt with changing technology and changing work
conditions. It is a means to promote methods of social advancement
through reaching different levels of culture, thus contributing to cultural,
economic, and social development (Peretti, 2005). Sekiou (1999)
considered training a way to nurture the human resource's self-respect, thus
trust in one's self is gained and positive attitudes are created. It also leads to
having the right person for the right job, so the worker will carry out tasks
assigned to him/her faster, avoiding work accidents (Sekiou, 2004). Cadin

(2002) listed the following goals for training:
1- Enhance individual and group performance of human resources.
2- Develop production capacity.

3- Change human resources' organizational culture to confirm with the

organization's goals.
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4- Enhance and develop adaptation and resist non-adaptation (Cadin,

2002).

Thereby, the main aim of training is to ensure compatibility between
human resources and organization needs. Experts in human resource
management assure the necessity to enhance competences within the

organization, and this can be achieved only through training.
The main principles of training can be summarized as follows:
1- Aim: this needs be precise and clear and follow personnel needs.

2- Continuity: this is achieved when training starts with the start of the
work life, and continues step by step to develop personnel following the

developmental needs.

3- Inclusiveness: training must include all job levels and all hierarchical

levels in the organization.

4- Progressivity: training starts solving simple issues and then progresses

towards more problematic issues.

5- Keeping pace with evolution: so that training is a source of new and up

to date benefit for all workers.

6- Realism: training needs to fulfill actual trainee needs and suit their

levels (Altaani, 2007).
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2.7.2 Support

Eisenberger et al. (1990) defined individual awareness of organizational
support as the level at which workers recognize that the organization cares
for them, values their efforts and looks over them. George (1999) defined
support as the degree to which the organization cares for its workers and
their prosperity through treating them equally, helping them in facing
problems and listening to their complaints. Support is perceived by Singh
and Malhorta (2015) as workers' beliefs that the organization values their
efforts to achieve its success. The philosophy of the idea of perceived
organizational support is psychological; it can be perceived as loyalty of
the organization for its workers. When workers are aware of their
organization's support, they become loyal (Shore & Tetrick, 1991)
However, individual awareness of organizational support varies from one
worker to another, and this awareness is based on a number of factors
including the organization's willingness to provide support or basic tools so
workers can perform at the highest levels; its willingness to provide
training opportunities, encourage workers continually, value their efforts,
and give them the chance to be part of the decision making process

(Eisenberger, 1997).
Types of perceived organizational support:

1- Supervisory support: This refers to exchange between the individual and
the supervisor. It is based on the social exchange theory and the principle

of reciprocity. It states that basic human exchange started through exchange
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of resources. It suggests that the exchange between individuals and
supervisors is based on weighing benefits and costs of the exchange from a
personal perspective. If benefits outweigh risks and cost which the
employee bears, he/she will proceed with this relationship. The principle of
reciprocity indicates that employees feel committed to good treatment in

line with the treatment they receive from their supervisors.

Tekleab and Chiaburu (2011) saw that supervisory support gives the
employee a clear understanding of the organization's support. Studies
indicate that supervisors are capable of achieving organization policy
through cooperation with employees, and at the same time they submit
periodic reports on goal achievements and the role of each employee in
reaching goals creating strong relations between supervisors and

employees.

2- Co-worker support: Employees view the organization as a human being,
thus they perceive its actions as human actions. Likewise, organization
agents' actions represent the organization. The term agent does not only
refer to supervisors and presidents; it includes coworkers, thus agency
relationships link the organization with the employees. From the
employee's perspective, s/he has agency relationships with two parties:
supervisors and coworkers. Consequently, any analysis of organizational
support must not be limited to the organization alone; it needs to include all
agents as supervisors and coworkers. Positive coworker relations lead to
positive stances towards perceived organizational support. Moreover,

dominating relations among workers perform a number of functions. The
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most important function is psychological and social support coworkers for
the employee. This is due to the fact that workers believe that their
coworkers live under the same condition as theirs, making them more
capable of understanding their feelings and concerns at work (Zumrah,

2014).
2.7.3 Organizational Culture

Hareem (2010) have defined organizational culture as "something similar
to the culture of the society as it includes beliefs, assumptions, values,
rules, standards and other shared man-made behavioural patterns.
Organizational culture is the personality and the climate of an organization,
and it determines its behavior, suitable connections and encourages
individuals. Hareem and Alsaaed (2006) defines organizational culture as
"the assumptions, beliefs, values, rules and standards which people of an
organization share; it is the humanitarian environment within which the
employee does his/ her job”. Culture is intangible and invisible, yet it is

present everywhere in the organization and affects it.

Alkhafaki (2009) considered culture as shred values encompassing the
basic beliefs which help the organization in seeking excellence. Al-Qariuti

(2000) summarizes the importance of organizational culture as follows:

1- It is a guide for both administration and employees as it shows must-

follow behaviors and relations.
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2- It is an intellectual framework which directs and organizes the members

of the organization, their relations and their achievements.

3- Workers inside an organization do not perform their roles individually;
they perform under a single regulatory body. Thus, culture and the values
and behavioral rules it includes, indicate the expected organizational
behavior, and the relationship patterns between workers, the organization
agents and other bodies they deal with. This includes dress code,

appearance and language.

4- A strong organization culture is an effective factor supporting and
helping the management in achieving its goals and ambitions. It also makes
easier the tasks of the management and team leaders as they will not need

strict formal procedures to affirm the required behavior.

5- It offers a competitive advantage for the organization since it
emphasizes creative behavior as dedication at work and in client service.
However, it can become detrimental once emphasizing routine behavior as

total obedience and strict commitment to formalities.

6- It is an essential factor in attracting suitable workers, as pioneer
organizations attract ambitious workers, and organizations adopting values
of innovation and excellence appeal to innovative workers. Additionally,
hardworking and self-motivated employees are likely to join organizations

which reward excellence and development.
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7- Culture is considered as a vital element affecting the organization's
acceptance of change and its ability to keep pace with developments. The
more flexible the organization's values are and the more forward looking
they are for the better, the more capable they are in achieving change and
the more keen they are to benefit from that change. On the contrary, fixed,
conservative and consistent values, result in an organization unready and

less capable of development.

The culture of any organization, like any other aspect, requires efforts
which maintain its stability and have a lasting impression on the lives of
their employees, thus they follow instructions related to behavior and

relations.
e Types of organizational culture:

Many researchers have tried to analyze organizational culture which differs
among organization and sectors following the basics of division. The many
types of organizational culture include the following (AlAhmed, 2008;

Alsarayra, 2003; Daft, 2004).

1- The degree at which the dominating organizational culture can reflect its

true needs (Handy's Model), and this includes:

e Power culture: this indicates centralization in decision-making, and
limiting authorities to senior management, while other managements are

executive powers only. This is usually the case of small sized
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organizations, and problems emerge when the organization grows and the

management finds itself unable to keep all authorities in its hands.

e Role culture: this culture focuses on career specialization. It adds focus
to regulations and rules, dislikes risk, and assures job security, continuity
and consistent performance. Role culture's primary problem is being

suitable during times of stability, which are very rare.

e Task culture: this culture focuses on achievement and task
accomplishment via optimal utilization of resources to achieve the best

results with least expenses.

e Process culture: this is limited to the method through which tasks are
achieved regardless of the results. The successful employee is the most

accurate and organized in details of the daily occupation.

e Achievement culture: the organizational culture focuses on levels of
success, growth and excellence of its employees. Organizations possess an
achievement culture if they rely on the achievement consolidation via
motivations, honoring ceremonies, certificates of appreciation...etc. which

increase employee enthusiasm to achieve excellence.

2- Organizational culture following administrative leadership patterns

(Walsh's Model):

e Bureaucratic culture: responsibility and authority are set out
hierarchically and based on monitoring, control, power and obligation

(work is organized and coordination is apparent).
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¢ Innovative culture: this culture provides a work environment supporting
innovation not only through focus on additional improvements which can
be added to the organization, but also through focus on organizations from
which employees can learn that failure is the key to success. These
employees are risk takers in the decision making process and in facing
challenges to create a new way of work which leads the organization to

more growth and development.

e Supportive culture: also known as the culture of human compassion as it
focuses on social relations and a work environment of intimacy and
friendliness. An atmosphere of trust, equality, cooperation, justice, fairness

and safety prevails the organization.

3- Organizational culture based on employees' attitudes within their

organizations (John's Model):

e Capital culture: the focus of this culture is on employees' attitudes
towards the work they do to avoid weakness. The organization needs to
offer sufficient guarantee for employees to carry out the work with no

tiredness nor fragility.

e Professional culture: This is characterized by skills and general
specializations as it is based on reciprocal leadership instead of official

authority, rules and procedures.
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4- Organizational culture based on strength and weakness (Luthans'

Model):

e Strong culture: it builds strong connections between members of an
organization and indicates members' commitment to values and beliefs. It
has been agreed on that individuals are defined by the common values of
their organization, and that incentives and motivations are to be awarded to

committed employees.

e Weak culture: employees walk an ambiguous path, with unclear features.
They receive contradicting instructions, thus fail in taking the right

decision.

5- Organizational culture is based on adaptation with the organization's

environment (Daft's Model):

e Adaptability culture: this focuses on the external environment as the
organization tries to adopt a method of flexibility and change in order to

address customer needs via innovation and development.

e Mission culture: the focus is on the clarity of the mission with regard to
the organization's goal, and goal fulfillment. The focus is on a particular
sector of customers within the external factor with no need for rapid change

as profitable sales growth or market share.

e Clan culture: the basic focus is on the engagement and participation of
individuals within the organization, and speed in implementing expected

change in the external environment.
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e Bureaucratic culture: The main concern is internal environment integrity
and stability, which leads to high levels of obedience and cooperation

among individuals.

To summarize, organizational culture with its definition, importance,
aspects, elements, durability and interaction with other organizational
elements directly affects individual and group behavior within the same
organization and with other organizations. Absurd and non-systematic
methods and behaviors negatively affect the organizations productivity and
efficiency. Moreover, negative individual behavior results in negative
coworker behaviors. Organizations strive to allocate great importance to
organizational culture so as to create individual and administrative
innovations capable of keeping the organization standing on its feet in the

face of ongoing change.
2.8 Work environment (presence of suitable conditions and tools):

Work environment is the environment related to the organization itself
regarding administrative and substantive frameworks, formal and non-
formal systems, organizational structures and implementation procedures,

technologies used, mainstream communications... etc.
2.8.1 Technologies used within organizations:

This refers to cognitive and technical inputs applied to reach final or
intermediate outputs. These can enrich the inputs of other organizations

(Maher, 2010).
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2.8.2 Regulations governing organization-employee relations

The application of regulations depends on administrative powers allocated
to the manager or administrator. Application of regulations faces a number
of constraints and obstacles which prevent the achievement of expected
results or contribute to the emergence of issues and problems that strangle
the organization's work and cause employee disengagement. One case of
disengagement is negative rejection or resistance due to the nature of the
regulations and the procedures adopted in their application. This results in

tension and division among employees (Saeed, 1987).
2.8.3 Communication within the organization

Communication is defined as the transfer of information between two or
more individuals to raise understanding, exchange viewpoints, or
coordinate intellects and behavior. The organization conducts a wide range
of communications through which it can give distinct features to its work
procedures and its administration. The aim is to raise employee loyalty and

belonging (Alkbesi & Amer, 1998).
2.8.4 Work nature

Work nature refers to methods and means adopted in the implementation of
personnel policy within the administration. It also includes procedures and
organizational measures which serve both organization and employee goals

(Alamro, 1996).
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The physical conditions of work and their effects:

Physical conditions are considered one of the most essential elements of a
work environment. They refer to conditions that face an employee during

the work execution process (Mashaali, 2011). These include the following:

1- Lighting: this is considered the production unit at a work place, as eyes
send 85% of what senses perceive to the central nervous system. Vision

enables shape, color, size and movement identification.

Bright lighting can lead to gradual eyesight weakness due to ocular nerve
fatigue and effects on the central nervous system. This results in fatigue,
lack of efficiency, and higher levels of accidents and injuries especially
when there is significant disparity in the lighting within different areas of a
workplace. 2- Noise hazard: it is a clashing combination of sounds across
the work area. These sounds affect the activeness of workers, resulting in a
decrease in productivity along with other long term effects on workers'

health and spirit (Abdallah, 2007).

Following are some a number of effects caused by noise hazard:
e Difficulties in communication among workers.

e Psychological effects as unease, depression, and rage.

e Neurological and physiological effects which mainly affect the

productivity of workers.
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e Lack of concentration and mental abilities which require patience and

accuracy.

2- Heat: this is a form of energy which causes increase in amounts of
temperature reaching bodies. Its unit of measurement is calorie which
equals the amount of temperature needed to raise the heat of one kilogram

of water one degree (Taha, 1985).

Exposure to heat can lead to the following:

Psychological and nervous disorders as unease and rage.
e Painful hand and feet muscle contractions accompanied with vomiting.

e Heat strokes (sun stroke) due to high temperature along with dizziness,

tremor and fainting.
e Skin inflammation.

e Eye inflammation including eye lids, and leading to corneal opacity and

weak vision.

3- Ventilation: This is a process by which clean air is provided to the
workplace and stale air is removed. The aim is to create a suitable
environment and work space to achieve better productivity and provide

safety for workers (Abdalgani, 2001).
Exhaling stale or polluted air at the work place can result in the following:

e Health conditions as headaches, sleepiness, fatigue, and lack of energy.



38

e Polluted air can result in worker suffocation.

4- Dust and dirt: These are fine particles of solid matter resulting from
mechanical processes as grinding, hammering, filtering and others. Such
processes spread particles with properties similar to the original matter in
the air (Abdallah, 2007). A work atmosphere saturated with dust and dirt
affects workers and their productivity, having the following negative

results:

e Workers lose the ability to work efficiently due to limited or blurred

vision.

e Cases of collision and falling from high places increase due to dizziness

in the head.

e The respiratory system is affected mainly if the dust includes toxic

chemical matters.
Mechanisms for improving work conditions

All organizations will have work conditions which affect their workers and
thus their productivity. Therefore, the administration works towards

bettering these conditions through a number of mechanisms which include:

1- Having the right person for the right job to avoid cases of psychological

maladjustment and psychological disorders.
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2- Encouraging relations between members of one group and among
different groups. This will create an atmosphere of cooperation and fair

competition.

3- The workplace need be clean and comfortable regarding lighting and
ventilation, and free from noise hazard and dust which affect workers

negatively (Alasawi, 1997).

4- The organization is to provide workers with proper accommodation and
health care. This will increase their morale, decrease their transport costs,

and reduce sickness resulting from terrible social conditions.

5- Assuring services of luxury for workers and their families as this creates

a positive worker inside and outside the organization (Hanan, 2006).

6- Taking into consideration the organizational structure and reforming it

from time to time.

7- The administration is to adopt a humanist philosophy and care for the

human factor and provide support and guidance whenever needed.

8- Dealing with routine and reducing it as much as possible through the

application of modern technology.

9- Having clear and consistent organizational policies and being concerned

with training and developing worker competencies.
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10- Reducing physical burdens of a post through simplifying moves,
bettering work positions and reducing the number of tasks allocated to a

worker (Alshanti, 2006).
2.9 Job Satisfaction

The term 'job satisfaction' is used to refer to workers' feelings towards their
jobs. The matter of job satisfaction and dissatisfaction is the outcome of the
relation a worker perceives between the goals s/he aims to gain from
his/her job and what is actually expected to be gained from this job, Job
satisfaction is concerned with psychological, physical and environmental
conditions which lead the worker to say truthfully "l am satisfied with my
job™ (Aladili, 1981). Shawish (2004) has mentioned that the level of job
satisfaction in the light of the above definition represents an implicit
individual behavior, which may continue to be implicit, but show in the
individual's visible behavior. However, individuals vary in the extend at
which their visible behavior reflects their implicit psychological attitudes.
Alnamir (1993) perceived job satisfaction as workers' expressions towards

their jobs. These feelings are based on two dimensions:
e What workers believe their work will take them to.
e \What workers expect to achieve via their jobs.

Researchers have introduced many definitions for the term ‘job
satisfaction'. Alaghbari (2002) defined job satisfaction as a reflection of the

level of balance between positive and negative feelings towards a job with
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all its aspects including salary, work conditions, relations with managers

and coworkers, promotions and professional growth.

The many definitions of job satisfaction vary, but can be summarized as
individuals' feelings and attitudes towards their job which results in a

feeling of joy, whilst dissatisfaction leads to unwillingness to work.

According to Abedawi (2006) Job satisfaction is a result of a number of

factors related to the facility. These include:

1- Administrative policies in organizing the work and its suitable

conditions.
2- Supervision and relations with direct superiors.
3- Coworker relationships.
4- Salary or wages.
5- Promotion opportunities and progress in work.
6- Work privileges within the facility.
7- Safety, security and employment stability.
8- Job responsibilities and their accomplishment.
9- Job status, acknowledgment and appreciation.
10- Working hours and working team.

11- Physical work conditions.
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2.10 Conceptual Framework and Hypothesis Development:

Figure 1 shows the conceptual model depicting the five variables. It is
submitted according to the conceptualized research model that: Individual
Factors of Generations of employees influence their compliance with
Information Security policies, Organizational Factors of Generations of
employees influence their compliance with Information Security policies,
Employees Satisfaction and Technological Work Environment of
Generations of employees influence their compliance with Information
Security policies, The development of the hypotheses is discussed in the

following sections.
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Figure 1: Conceptual framework



43
2.10.1 Relationship between Individual Factors and Information

Security Compliance Policy

The specific and inherent individual employee characteristics linked to
security policy compliance are encompassed by dispositional and
personality traits. Aspects of an individual’s standards of ethics are
included in the most salient factors examined in the security policy
research. Examples of these are: morality (Myyry et al., 2009; Hu et al.,
2011; Vance & Siponen, 2012), personal norms (Ifinedo, 2014), and
virtuousness (Siponen & Livari, 2006). There work suggests that either
personality or dispositional traits have a direct link to conformity with
security policy compliance or that constructs such as attitude mediate this
link. Johnston et al. (2016), found that the link between how an employee
perceives a situation (e.g., threat vulnerability and sanction severity) and
their intention to adhere to a security policy is influenced by dispositional
factors such as agreeableness, extraversion, conscientiousness, neuroticism
and openness. Bulgurcu et al. (2010), Moquin & Wakefield (2016) and
Foth (2016), have established a connection between attitude and policy
compliance whereas other work finds a variation in the strength of this
connection that varies according to country (Dinev et al., 2009). Further
work suggests that there is no convincing link at all (Guo et al., 2011).

Thus, we can say that:

H1: Individual Factors influence significantly of employees compliance

with Information Security policies.
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2.10.2 Relationship between Technological Work Environment and

Information Security Compliance Policy

In the operational environment there are many sources of distraction, such
as lighting, vibrations, noise and temperature. These can be the cause for
error even for an experienced employee if they are not correctly adjusted

(Chaula et al., 2006). Therefore it is proposed that:

H2: High Technological Work Environment influence positively of

employees compliance with Information Security policies.

2.10.3 Relationship between Employees Satisfaction and Information

Security Compliance Policy

The socio-emotional impact of security policies can contribute to how
policies are complied with, for example, where positive social and
emotional outcomes are generated by a security policy, such as job
satisfaction (D’Arcy and Greene, 2014) this has an impact on the
employees such that they comply with the guidelines. Contrastingly, stress-
inducing security policies (D’Arcy et al., 2014) and ambiguity and conflict
in roles (Teh et al., 2015) have been found to lead to non-compliance. It is

therefore proposed that:

H3: Satisfaction of employees influences positively of employees

compliance with Information Security policies.



45
2.10.4 Relationship between Organizational Factors and Information

Security Compliance Policy

The level to which employees comply with a security policy is driven by
organizational and managerial characteristics that are included in the
culture of information security and support. Some of the characteristics that
have a positive influence on compliance with security policy are discussed
in the literature. These include climate, organizational values, and norms
(Chan et al., 2005; Goo et al., 2014), and awareness, security training, and
visibility (Bulgurcu et al., 2010; Lowry et al., 2015; Siponen et al., 2010).
Other characteristics, however, produce inconsistent results. For example,
managerial support and commitment and was found by much of the
literature to have a positive association with compliance (Chan et al., 2005;
Herath & Rao, 2009b), but other papers - D’Arcy and Greene (2014) and
Ng et al. (2009) - propose that organizational support has either a negative
or a negligible impact on security behaviors. This study therefore proposes

that:

H4: Organizational Factors influences positively of employees compliance

with Information Security policies.

2.10.5 Moderating Effect of age on Information Security Compliance

Policies

The moderator is defined by Baron and Kenny (1986) as a variable that
affects the strength and/or direction of the association between an

independent and a dependent variable. Some research suggests that
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differences in age and consistent differences in needs may result in varying
reactions in employees to the same HR development practices. The
relevance of age in HRM studies is due to its representation of the
biological, psychological, and social functioning evolutions (Koolij et al.,
2010) that take place in people’s lives over time (De Lange et al., 2006;
Settersen and Mayer, 1997). There is a lot of evidence to suggest that
employees’ motivations change over time and with age. Motivational
structures in younger and older employees differ and this may be due to
changes that occur in individuals over time, varying career situations and
organizational rewards, according to Kanfer and Ackerman (2004). Older
workers, thus, may focus less than their younger colleagues on training and
other forms of development. Ebner et al. (2006) posited that whilst younger
individuals’ goals were more centered around growth, older individuals’
focus was on maintenance. Similarly, in Freund’s (2006) research, it was
discovered that younger adults were more focused on optimizing
performance, whilst older adults focus was rather on minimizing loss.
These theories suggest that as they begin to detach from their workplace,
developing a self-image that does not rely on career success, older
employees are concerned less with development and more with

preservation.

The mediating effect of age on the relationship between employee
outcomes and HR practices is only focused on in a few studies. In his 2004
paper, Conway examines the relationship between approaches to HR

practices and the impact of career stage on commitment, finding a
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curvilinear effect. In the meta-analysis conducted by Kooij et al. (2010), a
similar curvilinear effect was found between employees’ perception of HR
practices and the effect of age on their commitment. Regarding practices of
HR development the results of studies support the authors’ hypothesis that
the correlation between training advancement, growth and commitment
weakens with age. However, these studies do not support the predictions
for job satisfaction, which suggests the need for further research. Although
over the past years many companies have begun to tailor more training and
development for their more elderly workers (Sterns et al., 2002), there is
some evidence to suggest that mature employees are less motivated in
general than their younger counterparts to participate in development
activities (Colquitt et al., 2000). Whilst younger workers are at the
beginning of their careers, more senior employees perceive themselves to
have a more limited capacity for growth (Zacher and Frese, 2009). It is thus
likely that they don’t place much value on the training and development
activities the organization invests in. Furthermore, it is often the case that
policies within organizations do not encourage the participation of mature
employees in training and development (Farr et al., 1998), and line
managers often do not support their mature workers who want to acquire
knowledge and grow in an adequate way because of the influence of
negative stereotypical attitudes towards older people (Leisink and Knies,

2011).
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It is therefore proposed that:

H5a: Age moderates the relation between Individual Factors and
Information Security Compliance Policies in such a way that the

relationship is weaker for older workers compared to younger ones.

H5b: Age moderates the relation between Organizational Factors and
Information Security Compliance Policies in such a way that the

relationship is weaker for older workers compared to younger ones.

H5c: Age moderates the relation between Technological Work
Environment and Information Security Compliance Policies in such a way

that the relationship is weaker for older workers compared to younger ones.

H5d: Age moderates the relation between Employees Satisfaction and
Information Security Compliance Policies in such a way that the

relationship is weaker for older workers compared to younger ones.

2.10.6 Moderating Effect of gender on Information Security

Compliance Policies

Hair et al. (2017) classified the moderating relationships to two types. Ones
as continuous and others as categorical. A continuous moderating effect
exists when the moderating variable is metrically measured whereas a
categorical moderating effect is when the moderating variable is

categorical, such as gender.

H6a: Gender moderates the relation between Individual Factors and

Information Security Compliance Policies.
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H6b: Gender moderates the relation between Organizational Factors and

Information Security Compliance Policies.

H6c: Gender moderates the relation between Technological Work

Environment and Information Security Compliance Policies.

H6d: Gender moderates the relation between Employees Satisfaction and

Information Security Compliance Policies.
2.11 Summary

To protect any information in an organization, it is necessary to keep pace
with the development and technological progress in the organization. The
role of human factors within the sphere of Information Security, occupies
greater space in literature owing to its significance in data breaches and
compliance with IS policies (Soomro et al., 2016). There exists several
empirical studies exhibiting the relationships between the factors of
information security policy, deterrence and incentives, attitudes and
involvement, training and awareness, and management support (Glaspie
and Karwowski, 2017), but there is inadequacy in research findings
particularly regarding personality traits age that influence policy
compliance (Cram et al., 2017). Hence this research will study the effects
of varying personality traits of employees belonging to varying

generations, on their ability to comply with IS policies.
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Chapter Three
Methodology
3.1 Overview

In this chapter, the research approach, sample identification, data collection
and analysis methods are presented. This research aims at studying,
explaining and analyzing the factors influencing on Compliance with
Information Security Policies in Palestine using a quantitative approach to
measure the influence of independent variables (Individual Factors,
Organizational Factors, Technological Work Environment and Employees

Satisfaction) on dependent variable (compliance).

The reason for selecting the quantitative approach is that this study is
deductive in its nature. Saunders et al. (2009) argued that deduction
possesses several important features; first, the possibility of explaining
causal relationships between variables. Second, controls to allow the testing
of hypotheses. Third, concepts have to be operationalized, and the final
feature is the generalization. Because of these features, there is a need for a
quantitative approach to analyze the collected data. Independent variables

in this study are as follows:
1- Individual Factors
2- Organizational Factors

3- Employees Satisfaction
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4- Technological Work Environment

Dependent variables is:

5- Compliance with Information Security Policies.
3.2 Nature of the study

This study is an explanatory research. Explanatory studies look for
explanations of the nature of certain relationships between the independent
variables and the dependent variables. It is a study of a phenomenon in an
organized manner to explain the relations between the different variables
using statistical methods, and through which we can get to explain the
reasons between the variables to reach the cause and effect (Saunders,

2011).

In this study, the researcher tries to explain the relationships between the
four pre mentioned independent variables and the dependent variable
"Compliance with Information Security Policies”, and to assess the effect

of each of these variables on the dependent variable.
3.3 Data collection method

In order to collect the necessary data, A questionnaire survey method was
used. A questionnaire survey was conducted (see appendix 1 and 2 for
English and Arabic version respectively). Questionnaire survey has the
advantages of collecting a large amount of data from a large size

population, simplicity and speed (Saunders et al., 2009). Oates (2006)
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considered the survey that is used to obtain data from a large size

population as a systematic and standardized method.

The designed questionnaire used closed questions including Likert scale,
nominal, and ordinal in which the respondents can choose from a given set
of alternatives. The researcher used a five point Likert scale with anchors
defined as (1) strongly disagree , (2) disagree, (3) neutral, (4) agree and
(5) strongly agree.

The questionnaire consisted of two main divisions: demographic
characteristics and the study factors. Demographic characteristics included
gender, age, educational level, social status, job title, specialization, place
of residence and work, and "Certificates and years of experience in
information security ". On the other hand, the second division consisted of
five sections; four sections for each of the four independent variables and
the fifth for the dependent variable. The number of questions for each item
was 6-10 questions yielding a total of 81 questions which in turn generated
a long questionnaire. Despite of the researcher' attempts to reduce this
number, none of the questions was excluded as it covered a certain
dimension of the procedural definition of the variable. The questionnaire
was designed based on the measurements of different scholars available in

literature, as shown in Table 2.
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Table 1: the references for each item

Variable' measure | Adopted from
Variable 1. Individual Factors
a. Neuroticism
NEUR1 I don’t feel afraid nor stressed while | (Da Raad, 2000; Zhaug,
working through using a computer. | 2006)(
NEUR2 I don’t feel that my value is lower | (DaRaod , 2000),(Zhaug, 2006)
than the wvalue of my work
colleagues
NEUR3 I don’t feel that T will have a | )Bruk& Allen 2003(
nervous breakdown while working
under a huge pressure
NEUR4 I don’t feel angry about the way I | (DaRaod, 2000; Zhaug, 2006)
am treated
NEURS I don’t have a pessimistic view | (DaRaod, 2000; Zhaug, 2006;
towards life Haward, 1995)
NEURG6 I don’t feel sometimes depressed | (Costa &Mccrae, 1995)
and helpless.
b. Extraversion
EXTRAL People perceive me as a cheerful, | (Costa &Mccrae, 1995; Haward
and active person who is full of |, 1995)
energy
EXTRA2 I respond to jokes and smile fast )Costa &Mccrae, 1995(
EXTRA3 | enjoy talking to people (DaRaod, 2000; Zhaug, 2006)
EXTRA4 | love being friendly and nice with | )Costa &Mccrae 1995(
others
EXTRAS | have a broad social relationship | )Costa &Mccrae 1995(
network
EXTRAG | love going to malls. | like the | )Costa &Mccrae 1995(
colors, lights and the crowds at
malls.
c. Openness
OPEN1 I am keen to illustrate my opinion (Howard & Howard , 1995)
OPEN2 Using imagination and meditation | )Alanzi, 2007(
participates in organizing time
OPENS3 I love travelling and visiting new | )Costa &Mccrae, 1995(
places
OPEN4 | see beauty in the things that people | )Alanzi, 2007(
perceive as being ordinary
OPEN5 I enjoy reading books and | )Costa &Mccrae, 1995(
periodicals
OPENSG6 I highly enjoy reading journals, and | (Costa &Mccrae, 1995)
magazines, and surfing social media
websites
d. Agreeableness
AGRE1 I highly believe that my work | (Costa &Mccrae, 1995; DeRaod
colleagues have good intentions , 2000; Zhaug, 2006)
AGRE2 | exert much effort in order to meet | (Ewen, 1998)
my goals
AGRE3 I help my work colleagues much (Bruk&Allen 2003; Haward,
1995)
AGRE4 I don’t like hurting others’ feelings | (DeRaod 2000; Zhaug, 2006)
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AGRES5 | carry out my work tasks accurately | (Ewen, 1998)
and efficiently
AGRE6 | forgive the ones who did a | (Costa &Mccrae, 1995)
disservice to me
e. Conscientiousness
CONSC1 I seek organizing my stuff and | (Costa &Mccrae, 1995)
ensuring that they are clean.
CONSC2 I seek showing compliance with the | (Howard & Howard,1995) (Costa
institution’s bylaw &Mccrae, 1995)
CONSC3 | keep working - without stopping - | (Costa &Mccrae, 1995)
till I finish my work
CONSC4 If things went bad, I don’t feel | (Costa &Mccrae, 1995)
desperate
CONSC5 I seek finishing my works before the | (Costa &Mccrae, 1995)
due time and without receiving help
from anyone.
CONSC6 People depend much on me. They | (Alanzi, 2007)
trust me much
f. Moral
MOR1 I protect the institution’s assets, | (Greenberg, 2002)
including the institution’s devices
and apparatus
MOR2 When there is a problem at work, | | (Myyry et al., 2009)
exert effort to solve it instantly
MOR3 I am ready to handle the | (Myyryetal., 2009)
responsibility for my wrong acts
MOR4 I highly respect my work colleagues | (Vance &Siponen, 2012)
and I don’t like talking about them
MOR5 I refrain from disclosing classified | (Myyry et al.,2009)
information to other institutions
MORG6 | search for methods and means that | (Myyry et al., 2009)
can improve my work performance
2. Organizational Factors
a. Support
SUPP1 If | faced a problem, | receive | (Tekleab & Chiaburu, 2011)
support from the institution’s
management
SUPP2 If | faced a problem, | receive | (Zumrah, 2014)
support from my work colleagues
SUPP3 The institution’s management seeks | (Tekleab& Chiaburu, 2011)
ensuring that the employees
understand the goals.
SUPP4 Periodical reports are delivered | (Tekleab&Chiaburu, 2011)
about the extent of meeting the
goals
SUPP5 | feel that my contribution to the | (Tekleab&Chiaburu, 2011; Singh
institution are  valuable and | & Malhotra, 2015)
significant
SUPP6 | receive adequate attention from the | (Eisenberger, 1990;  George,
institution’s management 1999)
b. Training
TRAIN1 I am provided with the needed | (Altaani, 2007)

training that enables me to meet my
professional needs
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TRAINZ2

| receive the needed training about
the information security policies

(Altaani, 2007)

TRAIN3

The training | receive enables me to
improve my professional skills

(Alshawani, 2003)

TRAIN4

The institution’s  management
provides employees with training
regularly

(Salah, 2004)

TRAINS

| receive theoretical and practical
training

( Alshawani, 2003)

TRAING

| receive training courses that suit
my institutional position

(Altaani,2007)

c. Culture

CULT1

My institution provides much
attention to the aspects related to the
employee’s personality. That is
because the institution’s
management believes that all the
employees are a big family

(Al-Qaruiti, 2000)

CULT?2

The institution’s management seeks
establishing an innovative culture

(Edgar, 1986)

CULTS3

The institutional culture of my
institution participates in building
stable relationships between
employees

(Al-Qaruiti, 2000)

CULT4

The institution’s management of my
institution encourages employees to
excel at work

(Al-Qaruiti, 2000)

CULT5

The institutional culture of my
institution participates in meeting
the goals and raising productivity

(Al-Qaruiti, 2000)

CULTG6

The institution’s management of my
institution seeks developing human
resources

(Al-Qaruiti, 2000)

3. Employees Satisfaction

SATISF1

I am satisfied with my current basic
salary when comparing it with the
amount of tasks and responsibilities
that | must handle

(Alakhbari, 2002; Aladeli, 1981)

SATISF2

My job security level in the
institution | work at is high

(Aladili, 1981)

SATISF3

My direct supervisor deals in a fair
manner with me

(Alakhbari, 2002; Aladili, 1981)

SATISF4

The moral incentives that | receive
from my direct supervisor increase
my productivity

(Alakhbari, 2002; Aladili, 1981)

SATISFS

| go in a bad mood in case |
committed a fault that represents
noncompliance with the institution’s
policies

(Shawish, 2004; Landy&Trumbo,
1980; Aladili, 1981)

SATISF6

I highly believe that the institution |
work at retains the outstanding
employees

(Alakhbari, 2002)

4. Technological Work Environment

TECH1

The institution has programs for | (Feleh& AbdelMajeed, 2009)
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protecting all its devices. These
programs uploaded in a regular
manner

TECH2 The institution’s communication | (Saed, 1987; Alkbasi & Amer,
channels are characterized with | 1998; Feleh& AbdelMajeed,
transferring information smoothly 2009)

TECH3 The workplace is well-lit (Alaswai, 1997; Bilal, 2011;

Owadah, 1996)

TECH4 The workplace includes office | (Alaswai, 1997; Hanan, 2006)
supplies and great decorations

TECH5 There are modern and advanced | (Hanan, 2006; Feleh&
devices at the workplace AbdelMajeed, 2009)

TECHG6 The availability of air condition | (Alaswai, 1997; Taha, 1985;
devices in my office enables me to | Algani, 2001; Ali, 2010; Feleh&
focus in work AbdelMajeed, 2009; Owadah,

1996)

TECHY7 The workplace is characterized with | (Alaswai, 1997; Owadah, 1996)
being far away from the city center
and noise

5. Information Security Compliance Policies

COMP1 | believe that practicing my | (Chang & Ho, 2006; Albrechtsen
profession requires acknowledging | & Hovden, 2010; Kwon et al.,
the institution’s bylaws, regulations, | 2012)
and instructions.

COMP2 The policies and procedures related | (Loster, 2005; Albrechtsen &
to information access are clear Hovden, 2010)

COMP3 All the employees acknowledge the | (Loster, 2005;
information security policy. There | Albrechtsen&Hovden, 2010)
has been an agreement reached on
the latter policy

COMP4 The password that | use consists | (Sui et al., 2012; Line et al.,
from a mixture of words, numbers, | 2011)
and letters

COMP5 When going on a break or to the | (Albrechtsen, 2007; Line et al.,
bathroom, | shut down my computer | 2011)

COMP6 I don’t download files from | (Albrechtsen, 2007; Line et al.,
websites that are not well-known 2011).

COMP7 | instantly report any bug gets | (Albrechtsen, 2007; Line et al.,
detected in the system 2011)

COMP8 | protect my personal information. | | (Harkins, 2012)
consider protecting such
information as something important

COMP9 When using my institution’s | (AL-Mayahi & Sa'ad, 2014)
devices, 1 don’t use a wireless
network of any other institution

COMP10 I make backup copies for the | (AL-Mayahi&Sa'ad.2014;
important files Stewart et al.,2012)

COMP11 I don’t use the social network

websites while working

NEUR :Neuroticism, EXTRA: Extraversion, OPEN : Openness, AGRE: Agreeableness,
CONSC: Conscientiousness, MOR : Moral, SUPP : Support , TRAIN : Training, CULT:
Culture, SATISF : Satisfaction, TECH : Technological , COMP : Compliance
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The questionnaire was distributed in a paper questionnaire forms through
various provinces in different type of companies. Different means were
used to distribute the paper questionnaire including contact with mangers in
different companies then they distributed the questionnaire to their

employees, and personal contact with employees in the different areas.

The researcher distributed about 500 copies of the paper questionnaire.
372 usable questionnaires were retrieved for the final data analysis,
representing a response rate of 74 per cent. This rate would have been
higher if the questionnaire was shorter. Some respondents complained
about the length of the questionnaire, others apologized for not having time
to fill the questionnaire. Out of this number, 46 questionnaires have been

excluded because they were invalid.
3.4 Generations X and Y

It is wiser to segregate the individuals under study based on the generations
they belong to, since an organization always has people from varying age
groups. Generation X refers to those born within the period 1960-1980.
They are often referred to as the Nomad generation, a typical example of
the Lost Generation of 1890s and 1900s. Both these generations share a
general disdain and disaffected attitude towards everything they
encountered. The X’s hated the generation ahead of them (Boomers) and
transformed in every way possible, right from music to politics. As
individuals, Generation X has a reputation for being cynical and nihilistic,

and this certainly is understandable owing to the several times of economic
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crisis, cold war, limited financial aids, AIDS epidemic, etc., that they had
to survive amongst. These nomads could have been outrageous as youths
but have now moved into the more matured middle age with a better sense
of reliability and responsibility. Leaders from Generation X are sensible,
cunning, and pragmatic and cannot be fooled very easily. Generation Y
refers to the ones born within the years 1980-2000. They are commonly
referred to as the millennial generation, a typical example of the honorable
Hero Generation who fought World War-II. The Y’s have had a charmed
life and since their parents did have access to birth-control, they were
usually wanted and nurtured children. Their families were highly stable and
were sheltered better by the society, in comparison with their predecessors.
They are also called the Peter Pan Generation, since they had a great
childhood and thus would prefer to delay adult life. However, they are
comparatively more orthodox than the Nomads in their approaches, and as
policy makers they are downright conventional. Also the Millennial
wouldn’t blame past events for something like global recession or climate
change but seeks for better solutions for the future. On a concise note,
Generation X are the ones who will tear down like they did with the
establishments of the Boomers while Generation Y will have no issues in
rebuilding and sustaining them. While Generation X are the best educated,
technologically savvy trying to leverage technology for humanizing and
personalizing everything, Generation Y are more optimistic, less cynical,
better at multitasking, more tech savvy and comfortable in adopting latest
tools and technology, etc., in comparison (Halsall, 2017; Reisenwitz et al.,

2009; Lissitsa & Kol, 2016).
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3.5 Study Population

The target population for the study was Palestinian employees in Palestine
who work with computer. The sampling unit was the employee who uses a
computer in his work. The study sample will be selected randomly from

employees in various provinces at different type of companies.

The largest companies and organizations in Palestine have been selected.

Universities, telecommunications and Internet companies, insurance
companies and banks were selected. Table 1 shows the organizations was

sampled.

Table 2: Organizations was sampled

NO. Organizations NO. Of NO. Of NO. Of
Employees Sample Responses
1 Arab American University 700 50 30
2 An-Najah National University 2000 170 138
3 Birzeit University 700 80 68
5 Paltel Company 1000 20 13
6 Jawwal Company 800 20 16
8 Super link company 30 15 13
9 Mada Company 35 20 13
11 Bank Of Palestine 1000 20 14
12 Alsafa Bank 30 20 13
13 Islamic Bank of Palestine 400 20 15
14 Arab Bank 1000 10 5
15 AL-Takaful Insurance 150 20 12
16 National Insurance Company 150 15 9
17 Global Insurance 150 20 13
Total 8145 500 372
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In order to determine the required sample size three elements should be

identified first:
1- Population size: the size of the whole population.

2- Confidence level: the level of certainty that the gathered sample

characteristics represent the population characteristics.

3- Confidence interval (precision level): the margin of error that can be

tolerated.

In the current study, a confidence level of 95% is chosen, and a confidence

interval of 5 (error margin is 0.05) is selected.
3.6 Study Sample Calculations

The required sample size needed to be drawn from this population so that
the results could be generalized on the population at a level of confidence
of 95%, and error margin of 5% can be calculated using equation adopted
from Daniel and Cross (2013):

Nz“pq
dZ2(N—1)+z2pg

Tmn =

Where:
n: is the sample size
N: is the population size

Z=1.96 corresponding to a 95% confidence level
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p is the percentage picking a choice from the population, when p=0.5 the

largest possible sample size is produced.

g=1-p=0.5

d is the acceptable error margin (5%).

8145 * 1.96%2 x 0.5 0.5

_ ~ 367
0.052 * (8145 — 1) + 1.962 0.5 = 0.5

n

Substituting all of these values in the equation yields n = 367. Therefore,
based on these values, the researcher has to collect at least 367 survey

items so that the results can be generalized on the population.
3.7 Data Analysis Method

This study used Smart PLS v3.2.7 software for the Structural Equation
Modeling (SEM) technique in order to carry out a statistical analysis of the
measurement and structural models (Ringle et al., 2005). The measurement
model in SEM relates to the connections between the latent variables and
their manifest variables. The structural model refers to the hypothesized
causal relationships between the research constructs (Chin & Newsted,
1999). The simultaneous investigation in one model of both the path
(structural) and factor (measurement) models is enabled by SEM. In
addition to this, the Smart PLS software makes only minimal assumptions
and combines a factor analysis with near regressions with the goal of

variance in explanation (high R- square) (Chin, 1998). Furthermore, Smart
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PLS enables both confirmatory and exploratory research, is robust enough
to cope with deviations in multivariate normal distributions, and is ideal for
large sample sizes. Smart PLS was found to be more appropriate for the
purposes of the current study as the current sample size of the study is

relatively large (372).
3.8 Reliability and validity

Reliability and validity were among the goals of the research while

collecting the required data.
3.8.1 Reliability

A model for measuring the conceptual model was deduced using five latent
variables. Reflective indicators were used to model all constructs because
in the earlier study, this same method was used. Composite Reliabilities
(CR) values and Cronbach’s Alpha (CA) values were used to assess the
reliability of the construct reliability and, as indicated in Table 3, the values
of CR and the CA meet Hulland’s (1999) recommendations of all being
above 0.6. According to Hulland,(1999) , any value that is above 0.4 won’t
be rejected in case of the exploratory research . As a result of the values for
composite reliability ranging from 0.847 to 0.950 and from 0.772 to 0.939
for all of Cronbach’s alphas, the conclusion is here drawn that the scales

are reliable.
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Table 3: Statistics Regarding Accuracy Analysis

Constructs Items Loading AVE CR CA
Individual Factors
Neuroticism NEUR1 0.614 0.513 0.862 0.810
NEUR2 0.617
NEURS3 0.770
NEUR4 0.755
NEURS5 0.764
NEURG6 0.758
Extraversion EXTRA1L 0.786 0.556 0.862 0.801

EXTRA2 0.771

EXTRA3 0.773

EXTRA4 0.748

EXTRAS 0.702

Openness OPEN1 0.598 0.566 0.885 0.854
OPEN2 0.796
OPEN3 0.830
OPEN4 0.868
OPENb5 0.678
OPENG6 0.710
Agreeableness AGRE2 0.883 0.566 0.885 0.854
AGRE3 0.558
AGRE4 0.584
AGRE5 0.728
AGRE6 0.874
Conscientiousness CONS1 0.706 0.527 0.847 0.772
CONS?2 0.776
CONS3 0.781
CONS5 0.745
CONS6 0.608
Moral MOR1 0.804 0.509 0.860 0.804
MOR2 0.743
MOR3 0.756
MOR4 0.610
MOR5 0.730
MOR6 0.613
Organizational
Factors
Support SUPP1 0.797 0.528 0.867 0.815
SUPP2 0.586
SUPP3 0.854
SUPP4 0.682
SUPP5 0.560
SUPP6 0.825
Training TRAIN1 0.872 0.702 0.933 0.912
TRAIN2 0.833
TRAIN3 0.608
TRAIN4 0.865
TRAIN5S 0.900
TRAING 0.913

Culture CULT1 0.850 0.767 0.950 0.939
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CULT2 0.893
CULT3 0.875
CULT4 0.888
CULTS 0.914
CULT6 0.832
Employees SATISF1 0.615 0.521 0.866 0.820

Satisfaction

SATISF2 0.735
SATISF3 0.751
SATISF4 0.680
SATISF5 0.809
SATISF6 0.726
Technological TECH1 0.701 0.504 0.876 0.834
Work Environment

TECH2 0.635
TECH3 0.780
TECH4 0.768
TECH5 0.800
TECH®6 0.692
TECH?7 0.565

Information COMP1 0.719 0.508 0.911 0.891

Security

Compliance Policies
COMP2 0.674
COMP3 0.616
COMP4 0.694
COMP5 0.731
COMP6 0.617
COMP7 0.811
COMP8 0.765
COMP9 0.804

COMP10 0.661

Four questions were deleted from several different factors because they did
not match reliability. By deleting a question for each of these four factors, a
question was removed from each of the Extraversion, Agreeableness,

Conscientiousness and "Information Security Compliance Policies".

Convergent validity, also known as internal consistency, has been assessed
using the measure of average variance extracted (AVE) and the factor item
loading values. Fornell and Lacker’s (1981) suggested that the criteria
should be 0.5, and, as is observed in Table 3, all the AVE values and the

item loadings conform to the suggested criteria. This confirms the existence
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of convergent validity due to its implication that all the items converged on

the construct they were meant to be measuring.
3.8.2 Validity

Joppe (2000) defined validity in quantitative research as whether the
research instrument measures what it is intended to be measuring. In this
research, the validity was tested by showing the questionnaire to four
different arbitrators (see appendix who evaluated the survey items, the
judges' comments were taken into consideration through the process of
designing the survey). In addition, most of the measures used in the
questionnaire were adopted from previous studies available in literature
which in turn used them and proved their validity, therefore the current

measures are considered valid.

The AVE of a variable that is latent must be greater than the correlations
between the latent variable and all the other variables squared in order to
assess its discriminant validity (Fornell & Larcker, 1981; Chin, 2010). In
Table 4 the correlation matrix is listed with correlation between the

constructs and the square root AVE on the diagonal (Chin, 1998).

Note: AG = Agreeableness; CO = Conscientiousness; CU = Culture; ES =
Employees Satisfaction; EX = Extraversion; ISP = Information Security
Compliance Policies; MO = Moral; NE = Neuroticism; OP = Openness;

TWE = Technological Work Environment; TR = Training; SU = Support.
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AG 6{0) Cu ES EX ISP MO NE OP SuU TWE TR
AG 0.737
Co 0.316 | 0.726
Cu -0.003 | 0.146 | 0.876
ES 0.094 |0.183 | 0.601 | 0.722
EX 0.221 | 0.342 | 0.154 | 0.122 | 0.746
ISP | 0.041 | 0.407 |0.346 | 0.223 | 0.244 | 0.712
MO | 0.195 |0.605 |0.102 | 0.175 |0.296 |0.509 | 0.713
NE 0.104 | 0.267 | 0.242 |0.217 |0.306 |0.340 |0.348 |0.716
OoP 0.053 | 0.031 |0.086 |0.091 |0.079 |0.064 |0.036 |0.112 | 0.752
SuU 0.068 | 0.269 |0.722 |0.718 |0.239 |0.385 |0.209 |0.331 |0.133 | 0.727
TWE | -0.098 | 0.203 | 0.562 | 0.434 | 0.206 | 0.567 | 0.229 | 0.367 | 0.127 | 0.603 0.710
TR -0.042 | 0.089 |0.746 | 0.562 | 0.106 |0.298 |0.051 | 0.186 | 0.113 | 0.692 | 0.525 0.838
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Table 5 demonstrates that the off diagonal elements are smaller than the
diagonal elements in the corresponding rows and columns confirming thus
that discriminant validity does indeed exist. An indicator should have a
higher loading on its assigned latent variable on all other latent variables

(Fornell & Larcker, 1981).

As stated by Chin (1998), cross-loading is obtained by correlating each
latent variable’s component scores with all of the other items. If each
indicator’s loading is higher for its designated construct compared to any
other constructs, then it can be inferred that the different constructs’

indicators are not interchangeable.

Therefore, the item’s loading of each indicator is highest for its designated

construct.

Note: Ag = Agreeableness; Co = Conscientiousness; Cu = Culture; ES =
Employees Satisfaction; Ex = Extraversion; ISP = Information Security
Compliance Policies; Mo = Moral; Ne = Neuroticism; Op = Openness;

TWE = Technological Work Environment; Tr = Training; Su = Support.
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Table 5: list the Cross Loading

Ag Co Cu ES Ex ISP Mo Ne Op Su TWE Tr
Ag2 0.883 0.317 0.045 0.065 0.222 0.065 0.179 0.102 0.097 0.079 -0.077 -0.009
Ag2 0.883 0.317 0.045 0.065 0.222 0.065 0.179 0.102 0.097 0.079 -0.077 | -0.009
Ag3 0.558 0.146 -0.081 0.066 0.023 0.021 0.116 0.021 -0.017 0.009 -0.034 -0.040
Ag3 0.558 0.146 -0.081 0.066 0.023 0.021 0.116 0.021 -0.017 | 0.009 -0.034 | -0.040
Ag4 0.584 0.110 -0.097 0.075 0.095 -0.004 0.143 0.106 0.083 0.011 -0.106 | -0.085
Ag4 0.584 0.110 -0.097 0.075 0.095 -0.004 0.143 0.106 0.083 0.011 -0.106 | -0.085
Ag5 0.723 0.255 -0.006 0.083 0.169 0.028 0.139 0.049 -0.094 | 0.043 -0.066 | -0.070
Ag5 0.723 0.255 -0.006 0.083 0.169 0.028 0.139 0.049 -0.094 | 0.043 -0.066 | -0.070
Ag6 0.874 0.276 0.050 0.068 0.231 0.024 0.144 0.094 0.093 0.078 -0.080 | 0.013
Ag6 0.874 0.276 0.050 0.068 0.231 0.024 0.144 0.094 0.093 0.078 -0.080 | 0.013
Coml 0.092 0.266 0.222 0.200 0.090 0.719 0.343 0.219 0.049 0.312 0.399 0.198
Coml0 | 0.053 0.308 0.145 0.029 0.154 0.661 0.340 0.120 -0.013 | 0.090 0.287 0.165
Com2 0.044 0.293 0.384 0.315 0.155 0.674 0.378 0.301 0.028 0.445 0.522 0.320
Com3 -0.015 0.232 0.508 0.308 0.145 0.616 0.241 0.265 0.063 0.534 0.534 0.423
Com4 0.069 0.358 0.205 0.107 0.200 0.694 0.390 0.269 0.030 0.241 0.351 0.159
Com5 0.001 0.280 0.215 0.117 0.178 0.731 0.355 0.239 0.072 0.229 0.350 0.203
Com6 -0.020 0.216 0.058 -0.009 | 0.128 0.617 0.253 0.091 0.061 0.078 0.227 0.101
Com7 -0.023 0.270 0.221 0.129 0.185 0.811 0.401 0.308 0.054 0.239 0.438 0.181
Com8 0.090 0.386 0.165 0.145 0.281 0.765 0.496 0.238 0.020 0.195 0.381 0.093
Com9 -0.007 0.268 0.217 0.131 0.191 0.804 0.385 0.281 0.091 0.238 0.430 0.204
Conl 0.147 0.706 0.087 0.102 0.212 0.338 0.410 0.125 0.010 0.202 0.225 0.109
Conl 0.147 0.706 0.087 0.102 0.212 0.338 0.410 0.125 0.010 0.202 0.225 0.109
Con2 0.217 0.776 0.082 0.144 0.272 0.337 0.402 0.178 0.043 0.177 0.169 0.032
Con2 0.217 0.776 0.082 0.144 0.272 0.337 0.402 0.178 0.043 0.177 0.169 0.032
Con3 0.242 0.781 0.158 0.159 0.271 0.320 0.484 0.212 0.060 0.231 0.150 0.105
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Con3 0.242 0.781 0.158 0.159 0.271 0.320 0.484 0.212 0.060 0.231 0.150 0.105
Con5 0.309 0.745 0.189 0.198 0.207 0.286 0.495 0.229 0.001 0.256 0.123 0.102
Con5 0.309 0.745 0.189 0.198 0.207 0.286 0.495 0.229 0.001 0.256 0.123 0.102
Con6 0.221 0.608 -0.007 0.045 0.281 0.192 0.397 0.218 -0.009 0.096 0.069 -0.037
Con6 0.221 0.608 -0.007 0.045 0.281 0.192 0.397 0.218 -0.009 0.096 0.069 -0.037
Cul 0.009 0.116 0.850 0.526 0.128 0.295 0.040 0.152 0.032 0.685 0.517 0.677
Cul 0.009 0.116 0.850 0.526 0.128 0.295 0.040 0.152 0.032 0.685 0.517 0.677
Cu2 0.068 0.146 0.893 0.528 0.125 0.253 0.073 0.170 0.089 0.701 0.418 0.657
Cu2 0.068 0.146 0.893 0.528 0.125 0.253 0.073 0.170 0.089 0.701 0.418 0.657
Cu3 0.012 0.114 0.875 0.540 0.152 0.338 0.100 0.259 0.073 0.710 0.514 0.638
Cu3 0.012 0.114 0.875 0.540 0.152 0.338 0.100 0.259 0.073 0.710 0.514 0.638
Cu4 -0.087 0.074 0.888 0.536 0.071 0.295 0.077 0.171 0.052 0.686 0.451 0.631
Cu4 -0.087 0.074 0.888 0.536 0.071 0.295 0.077 0.171 0.052 0.686 0.451 0.631
Cu5 -0.048 0.143 0.914 0.551 0.159 0.340 0.148 0.249 0.068 0.703 0.557 0.667
Cu5 -0.048 0.143 0.914 0.551 0.159 0.340 0.148 0.249 0.068 0.703 0.557 0.667
Cu6 0.030 0.172 0.832 0.477 0.177 0.297 0.096 0.273 0.140 0.676 0.497 0.647
Cu6 0.030 0.172 0.832 0.477 0.177 0.297 0.096 0.273 0.140 0.676 0.497 0.647
Ex1 0.194 0.219 0.148 0.107 0.736 0.158 0.233 0.341 0.007 0.214 0.125 0.075
Ex1 0.194 0.219 0.148 0.107 0.736 0.158 0.233 0.341 0.007 0.214 0.125 0.075
Ex2 0.105 0.158 0.119 0.095 0.771 0.159 0.139 0.231 0.071 0.176 0.191 0.121
Ex2 0.105 0.158 0.119 0.095 0.771 0.159 0.139 0.231 0.071 0.176 0.191 0.121
Ex3 0.094 0.236 0.114 0.067 0.773 0.206 0.206 0.222 0.111 0.171 0.198 0.098
Ex3 0.094 0.236 0.114 0.067 0.773 0.206 0.206 0.222 0.111 0.171 0.198 0.098
Ex4 0.201 0.312 0.100 0.128 0.746 0.210 0.270 0.168 0.048 0.174 0.134 0.090
Ex4 0.201 0.312 0.100 0.128 0.746 0.210 0.270 0.168 0.048 0.174 0.134 0.090
Ex5 0.210 0.319 0.097 0.054 0.702 0.168 0.235 0.189 0.063 0.155 0.128 0.019
Ex5 0.210 0.319 0.097 0.054 0.702 0.168 0.235 0.189 0.063 0.155 0.128 0.019
Mol 0.196 0.510 -0.003 0.126 0.263 0.402 0.804 0.270 -0.023 0.117 0.150 -0.044
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Mol 0.196 0.510 -0.003 0.126 0.263 0.402 0.804 0.270 -0.023 0.117 0.150 -0.044
Mo2 0.093 0.456 0.038 0.080 0.228 0.362 0.743 0.252 0.035 0.108 0.120 -0.016
Mo2 0.093 0.456 0.038 0.080 0.228 0.362 0.743 0.252 0.035 0.108 0.120 -0.016
Mo3 0.115 0.484 0.039 0.113 0.241 0.358 0.756 0.242 0.119 0.124 0.159 0.026
Mo3 0.115 0.484 0.039 0.113 0.241 0.358 0.756 0.242 0.119 0.124 0.159 0.026
Mo4 0.156 0.311 0.184 0.169 0.158 0.285 0.610 0.282 0.062 0.210 0.175 0.140
Mo4 0.156 0.311 0.184 0.169 0.158 0.285 0.610 0.282 0.062 0.210 0.175 0.140
Mo5 0.145 0.405 0.081 0.147 0.167 0.395 0.730 0.227 -0.023 0.146 0.171 0.016
Mo5 0.145 0.405 0.081 0.147 0.167 0.395 0.730 0.227 -0.023 0.146 0.171 0.016
Mo6 0.132 0.396 0.144 0.130 0.195 0.374 0.613 0.225 -0.012 0.222 0.222 0.143
Mo6 0.132 0.396 0.144 0.130 0.195 0.374 0.613 0.225 -0.012 0.222 0.222 0.143
Nel -0.071 0.119 0.204 0.072 0.171 0.268 0.253 0.614 0.016 0.185 0.266 0.129
Ne2 -0.035 0.141 0.147 0.062 0.178 0.324 0.266 0.617 0.066 0.213 0.370 0.108
Ne3 0.025 0.213 0.093 0.115 0.259 0.267 0.265 0.770 0.046 0.213 0.268 0.078
Ne4 0.131 0.242 0.294 0.294 0.174 0.297 0.253 0.755 0.078 0.370 0.357 0.216
Ne5 0.214 0.211 0.167 0.141 0.282 0.174 0.238 0.764 0.123 0.191 0.158 0.131
Ne6 0.096 0.193 0.149 0.209 0.232 0.179 0.242 0.758 0.129 0.248 0.211 0.135
Opl -0.031 -0.054 0.215 0.102 -0.001 0.109 -0.037 0.095 0.598 0.220 0.230 0.169
Op1l -0.031 -0.054 0.215 0.102 -0.001 0.109 -0.037 0.095 0.598 0.220 0.230 0.169
Op2 0.027 0.036 0.156 0.109 0.022 0.104 0.066 0.099 0.796 0.155 0.219 0.129
Op2 0.027 0.036 0.156 0.109 0.022 0.104 0.066 0.099 0.796 0.155 0.219 0.129
Op3 0.071 0.025 -0.019 0.028 0.106 0.004 0.016 0.058 0.830 0.026 0.004 0.002
Op3 0.071 0.025 -0.019 0.028 0.106 0.004 0.016 0.058 0.830 0.026 0.004 0.002
Op4 0.085 0.017 0.033 0.069 0.078 0.036 0.038 0.095 0.868 0.074 0.073 0.063
Op4 0.085 0.017 0.033 0.069 0.078 0.036 0.038 0.095 0.868 0.074 0.073 0.063
Op5 -0.029 0.020 0.107 0.071 0.039 0.042 0.029 0.121 0.678 0.154 0.095 0.154
Op5 -0.029 0.020 0.107 0.071 0.039 0.042 0.029 0.121 0.678 0.154 0.095 0.154
Op6 0.023 0.028 0.081 0.087 0.058 0.071 -0.015 0.078 0.710 0.143 0.113 0.135
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Op6 0.023 0.028 0.081 0.087 0.058 0.071 -0.015 0.078 0.710 0.143 0.113 0.135
Sal 0.119 0.071 0.446 0.615 0.024 0.066 -0.009 0.122 0.047 0.463 0.313 0.420
Sa2 0.086 0.095 0.427 0.735 0.094 0.162 0.115 0.221 0.032 0.502 0.310 0.436
Sa3 0.056 0.180 0.373 0.751 0.085 0.128 0.149 0.114 0.068 0.480 0.294 0.359
Sa4 0.196 0.152 0.365 0.680 0.051 0.135 0.143 0.055 0.064 0.436 0.240 0.371
Sa5 0.044 0.147 0.370 0.809 0.050 0.226 0.139 0.148 0.088 0.560 0.348 0.356
Sa5 0.044 0.147 0.370 0.809 0.050 0.226 0.139 0.148 0.088 0.560 0.348 0.356
Sa5 0.044 0.147 0.370 0.809 0.050 0.226 0.139 0.148 0.088 0.560 0.348 0.356
Sa6 -0.022 0.133 0.665 0.726 0.196 0.175 0.156 0.246 0.081 0.666 0.377 0.539
Sul -0.015 0.181 0.659 0.526 0.144 0.304 0.127 0.225 0.072 0.797 0.453 0.519
Sul -0.015 0.181 0.659 0.526 0.144 0.304 0.127 0.225 0.072 0.797 0.453 0.519
Su2 0.120 0.226 0.365 0.268 0.243 0.289 0.223 0.289 0.040 0.586 0.387 0.267
Su2 0.120 0.226 0.365 0.268 0.243 0.289 0.223 0.289 0.040 0.586 0.387 0.267
Su3 0.062 0.259 0.678 0.536 0.235 0.281 0.160 0.293 0.117 0.854 0.515 0.566
Su3 0.062 0.259 0.678 0.536 0.235 0.281 0.160 0.293 0.117 0.854 0.515 0.566
Su4 0.083 0.211 0.510 0.399 0.171 0.251 0.153 0.229 0.138 0.682 0.401 0.526
Su4 0.083 0.211 0.510 0.399 0.171 0.251 0.153 0.229 0.138 0.682 0.401 0.526
Su6 0.042 0.170 0.745 0.642 0.195 0.335 0.151 0.266 0.113 0.825 0.507 0.672
Su6 0.042 0.170 0.745 0.642 0.195 0.335 0.151 0.266 0.113 0.825 0.507 0.672
Techl -0.062 0.159 0.379 0.227 0.188 0.405 0.124 0.214 0.093 0.411 0.701 0.350
Tech2 -0.021 0.138 0.481 0.291 0.109 0.339 0.089 0.244 0.212 0.460 0.635 0.400
Tech3 -0.014 0.261 0.394 0.343 0.243 0.489 0.290 0.312 0.048 0.429 0.780 0.337
Tech4 -0.052 0.135 0.549 0.436 0.174 0.317 0.078 0.289 0.104 0.576 0.768 0.493
Tech5 -0.078 0.138 0.393 0.375 0.183 0.480 0.220 0.258 0.042 0.449 0.800 0.397
Tech6 -0.240 0.055 0.346 0.246 0.020 0.420 0.132 0.254 0.082 0.382 0.692 0.351
Tech?7 0.005 0.094 0.299 0.249 0.075 0.298 0.139 0.262 0.097 0.319 0.565 0.320
Trl -0.007 0.088 0.655 0.521 0.157 0.249 0.063 0.217 0.126 0.649 0.419 0.872
Trl -0.007 0.088 0.655 0.521 0.157 0.249 0.063 0.217 0.126 0.649 0.419 0.872
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Tr2 -0.022 0.108 0.595 0.438 0.076 0.242 0.065 0.219 0.089 0.556 0.446 0.833
Tr2 -0.022 0.108 0.595 0.438 0.076 0.242 0.065 0.219 0.089 0.556 0.446 0.833
Tr3 -0.047 0.184 0.429 0.311 0.021 0.368 0.194 0.172 0.127 0.434 0.387 0.608
Tr3 -0.047 0.184 0.429 0.311 0.021 0.368 0.194 0.172 0.127 0.434 0.387 0.608
Tr4 -0.071 0.025 0.690 0.502 0.083 0.224 0.016 0.129 0.079 0.607 0.443 0.865
Tr4 -0.071 0.025 0.690 0.502 0.083 0.224 0.016 0.129 0.079 0.607 0.443 0.865
Tr5 -0.068 0.027 0.679 0.489 0.078 0.231 -0.017 0.091 0.055 0.595 0.470 0.900
Tr5 -0.068 0.027 0.679 0.489 0.078 0.231 -0.017 0.091 0.055 0.595 0.470 0.900
Tr6 0.001 0.058 0.664 0.529 0.097 0.230 -0.012 0.124 0.105 0.615 0.476 0.913
Tr6 0.001 0.058 0.664 0.529 0.097 0.230 -0.012 0.124 0.105 0.615 0.476 0.913
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Chapter Four
Data Analysis and Discussion
4.1 Overview

This chapter presents the analysis of the gathered data in addition to
discussing these results. The analysis starts with sample characteristics
which are classified into three categories: demographic, Survey items'

results and Evaluating Moderating Effects (Age and Gender).
4.2 Sample Characteristics
4.2.1 Demographic characteristics

The respondents identities have been kept anonymous, as no coding have
been used. Seven demographic characteristics were considered in the study:
gender, age, educational level, social status, job title and years of
experience in information security ". According to Halsall (2017), Age was
classified into three categories (18-38 Y, 39-58 Y and more than 59 years).
As a generation X, and Y. On the other hand, educational level included
(less than high school, high school, diploma, bachelor, and higher
education). The marital status was either single or married. Regarding to
job title was classified as (Manager, Head of the Department, Supervisor,
IT Employee, Employee and others). Finally, experience in information
security was classified as (less than ten years, 11-20 years, more than 21

years).
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Out of the three hundred and seventy two valid surveys, there were 183
(49.2%) males and 189 (50.8%) females. Regarding age, the distribution of
employees was as illustrated in Figure 2. The large number of employees
according to age was in the age category of 18-38 years with 266
employees, forming 71.5% of the employees, and the small age category
was for the employees aged more than 38 years with 106 employees

(28.5%).

Distribution of Age
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Figure 2: Respondents distribution according to age

On the other hand, relating education the bachelor degree holders were the
largest sector with 197 employees (52.95%), next was the category of
employees with higher education certificate of 119 employees (32%),
followed by diploma holders with 56 employees (15.05%), and finally
there is no employees with high school degree and less than high school

degree (0%). Figure 3 illustrates these results.



75
Distribution of Educational Lewvel

250

200

150
count

100

0 . .

Less than .
highschool ~ MENSchool  giploma  bacherlor  gigher education

Figure 3: Respondents' distribution according to educational level

The number of single employees was 114 forming (30.65%), 258 with
married employees (69.35%).

With regard to job title the respondents with normal Employee were the
highest sector with 209 Employees forming (56.18%), followed by
respondents with IT Employee with 61 Employees (16.39%);then the
Heads of the Department were 38 forming (10.21%), whereas the smallest
sector was for the Managers and Supervisors with only 12 for every one

(3.22%). Finally the others were 40 Employees forming (10.75%).

Finally, the respondents with experience in information security less than
ten years were the highest sector with 248 employees forming (66.66%),
followed by respondents with 10-20 years' experience in information

security with 93 employees (25%); whereas the smallest sector was for the



76
employees with experience more than 21 years were 31 employees forming

(8.33%), This could be attributed to the young age of most employees.
4.2.2 Survey items' results

The second section of the questionnaire contained the actual measures used
to measure the effect of each variable. For a smoother display of results,
this section has been divided into five subsection, one for each construct;
the mean and standard deviation for each construct as a whole were
calculated and illustrated in tabular form, as well as the mean and standard
deviation of each variable in the construct and displayed in a graphical

form.
» Individual Factors

The variables of this construct were measured using the measures
illustrated in Table 6 along with the mean and the standard deviation of

each item

Table 6: Mean and standards deviation of Individual Factors

items
Variable' measure Mean St. Dev.
Individual Factors
Neuroticism

1. I don’t feel afraid nor stressed while working through 3.9 1.08
using a computer.

2. I don’t feel that my value is lower than the value of my 3.85 0.84
work colleagues

3. I don’t feel that I will have a nervous breakdown while 3.97 0.98
working under a huge pressure

4. [ don’t feel angry about the way I am treated 3.72 1.01

5. I don’t have a pessimistic view towards life 3.94 0.97

6. | I don’t feel sometimes depressed and helpless. 3.66 1.04
Extraversion
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7. People perceive me as a cheerful, and active person who 4.02 0.81
is full of energy

8. I respond to jokes and smile fast 4.14 0.75

9. I enjoy talking to people 4.08 0.74

10. | I love being friendly and nice with others 4.32 0.67

11. | I have a broad social relationship network 3.96 0.88
Openness

12. | I am keen to illustrate my opinion 3.38 1.04

13. | Using imagination and meditation participates in 3.16 1.09
organizing time

14. | I love travelling and visiting new places 3.75 0.86

15. | | see beauty in the things that people perceive as being 3.22 1.05
ordinary

16. | | enjoy reading books and periodicals 3.31 1.05

17. | I highly enjoy reading journals, and magazines, and 3.2 1.04
surfing social media websites
Agreeableness

18. | I exert much effort in order to meet my goals 4.13 0.69

19. | I help my work colleagues much 3.94 0.68

20. | I don’t like hurting others’ feelings 4.01 0.81

21. | I carry out my work tasks accurately and efficiently 4.18 0.68

22. | | forgive the ones who did a disservice to me 4.14 0.67
Conscientiousness

23. | | seek organizing my stuff and ensuring that the area 4.32 0.71
clean.

24. | I seek showing compliance with the institution’s bylaw 4.33 0.63

25. | | keep working - without stopping - till | finish my work 4.3 0.62

26. | | seek finishing my works before the due time and 4.15 0.64
without receiving help from anyone.

37. | People depend much on me. They trust me much 4.2 0.45
Moral

31. | I protect the institution’s assets, including the 4.5 0.63
institution’s devices and apparatus

32. | When there is a problem at work, | exert effort to solve it 4.33 0.63
instantly

33. | | am ready to handle the responsibility for my wrong 4.41 0.57
acts

34. | T highly respect my work colleagues and I don’t like 4.3 0.66
talking about them

35. | | refrain from disclosing classified information to other 4.55 0.64
institutions

36. | I search for methods and means that can improve my 4.38 0.68
work performance
The Average of the 3.99 0.79

Construct
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Individual Factors consisted of six variables: Extraversion, Agreeableness,
Conscientiousness and Moral. Each of these variables was measured using
at least 5 items. The averages of the mean and standard deviation of these
variables are as illustrated in Figure 4. Most respondents ranked
Extraversion, Agreeableness, Conscientiousness and Moral of the
Individual Factors in a higher level of importance than Neuroticism and

Openness which had the lowest mean among the six variables.

Individual Factors
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Conscientiovsnass

Figure 4: The mean and standard deviation of each variable in Individual Factors
» Employee satisfaction

Employee satisfaction is a standalone construct that has no sub variables.
The mean of all questions was 3.52 and standard deviation of 0.95. The
mean is appropriate, meaning that respondents agreed that these items
should be available in Compliance with Information Security Policies. Six
items were used to measure this construct; the mean and the standard

deviation of each item are illustrated in Table 7.
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Table 7: Mean and standards deviation of Employee satisfaction

Variable' measure Mean | St. Dev.
Employee satisfaction

1. | am satisfied with my current basic salary when | 3.22 1.12
comparing it with the amount of tasks and
responsibilities that | must handle

2. My job security level in the institution | work at is | 3.62 1.04
high

3. My direct supervisor deals in a fair manner with | 3.76 0.87
me

4. The moral incentives that I receive from my direct | 3.92 0.91
supervisor increase my productivity

5. I go in a bad mood in case | committed a fault that | 3.52 0.71
represents noncompliance with the institution’s
policies

6. | highly believe that the institution | work at | 3.48 1.09
retains the outstanding employees
The Average of the Construct 3.58 0.95

» Organizational Factors

The third construct is Organizational Factors. The measures that were used
for this construct as well as the mean and standard deviation of each item

are shown in Table 8:

Table 8: Mean and standard deviation Organizational Factors.

Variable' measure Mean | St. Dev.
Organizational Factors
Support

1. If | faced a problem, | receive support from the | 3.67 0.9
institution’s management

2. If | faced a problem, | receive support from my work | 3.97 0.71
colleagues

3. The institution’s management seeks ensuring that the | 3.78 0.82
employees understand the goals.

4, Periodical reports are delivered about the extent of | 3.73 0.87
meeting the goals

5. | feel that my contribution to the institution are | 4.06 0.75
valuable and significant

6. | receive adequate attention from the institution’s | 3.47 1.03
management
Training

7. | am provided with the needed training that enables me | 3.35 1.05
to meet my professional needs
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8. | receive the needed training about the information | 3.15 1.08
security policies

9. The training | receive enables me to improve my | 3.77 0.83
professional skills

10. The institution’s management provides employees with | 3.25 1.04
training regularly

11. I receive theoretical and practical training 3.3 1.05

12. | receive training courses that suit my institutional | 3.2 1.03
position
Culture

13.. My institution provides much attention to the aspects | 3.43 1.04
related to the employee’s personality. That is because
the institution’s management believes that all the
employees are a big family

14. The institution’s management seeks establishing an | 3.38 1.04
innovative culture

15. The institutional culture of my institution participates | 3.55 1.02
in building stable relationships between employees

16. The institution’s management of my institution | 3.55 1.06
encourages employees to excel at work

17. The institutional culture of my institution participates | 3.55 1.02
in meeting the goals and raising productivity

18. The institution’s management of my institution seeks | 3.49 1.01
developing human resources
The Average of the Construct 3.53 0.96

This construct was divided into three variables: support, training and
Culture. The mean and standard deviation of these variables are illustrated

in Figure 5. All of variables were measured using six measures.
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Figure 5: The mean and standard deviation of each variable in Organizational Factors
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» Technological Work Environment

The forth construct Technological Work Environment is a standalone
construct that has no sub variables. The mean of all questions was 3.77
and standard deviation of 0.94. Seven items were used to measure this
construct; the mean and the standard deviation of each item are illustrated

in Table 9.

Table 9: Mean and standard deviation of Technological Work

Environment

Variable' measure Mean St. Dev.
Technological Work Environment

1. The institution has programs for protecting all | 3.89 0.88
its devices. These programs uploaded in a
regular manner

2. The institution’s communication channels are | 3.76 0.88
characterized with transferring information
smoothly

3. The workplace is well-lit 4.1 0.74

4, The workplace includes office supplies and | 3.59 1.1
great decorations

5. There are modern and advanced devices at the | 3.84 0.89
workplace

6. The availability of air condition devices in my | 3.62 1.17
office enables me to focus in work

7. The workplace is characterized with being far | 3.64 0.94
away from the city center and noise
The Average of the Construct 3.77 0.94

The last construct was the construct of the dependent variable,
Compliance with the information security policies. The measures that
were used for this construct as well as the mean and standard deviation of
each item are shown in Table 10. The mean and standard deviation of the

construct were 4.16 and 0.71 respectively.
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Table 10: Mean and standard deviation of Compliance with the

information security policies

Variable' measure

Compliance with the information security policies.
1. | believe that practicing my profession requires | 4.17 | 0.66
acknowledging the institution’s bylaws, regulations, and
instructions.

Mean | St. Dev.

2. The policies and procedures related to information access | 4.02 | 0.75
are clear

3. All the employees acknowledge the information security | 3.89 | 0.85
policy. There has been an agreement reached on the latter
policy

4. The password that | use consists from a mixture of words, | 4.33 | 0.72

numbers, and letters
5. When going on a break or to the bathroom, | shut down | 4.15 | 0.69
my computer

6. I don’t download files from websites that are not well- | 4.13 | 0.61
known

7. I instantly report any bug gets detected in the system 4,18 |0.76

8. | protect my personal information. | consider protecting | 4.43 | 0.69
such information as something important

9. When using my institution’s devices, [ don’t use a wireless | 4.16 | 0.77
network of any other institution

10. I make backup copies for the important files 414 |0.68
The Average of the Construct 416 |0.71

4.3 Structural Modeling Results

The significance of the path coefficients and the loadings were used to test
the structural model (illustrating the strengths of relationships between
independent and dependent variables), and the R2? value (the variance
amount explained by independent variables). A Smart PLS bootstrapping
method was used to estimate the statistical significance of each path
utilizing 300 samples to obtain t-values (Chin, 1998). It also needed to
calculate the P-value. In the first running of the PLS algorithm, some
unreliable item loading was yielded (<0.5). Figure 6 shows these results.
The unreliable items, ones with loadings less than 0.5, were deleted and the

final measurements and structural model are illustrated in Figure 6. In table
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11, the final results of the PLS analysis on the structural model are
presented, along with the t-values, path estimates and P-values. The study
hypotheses are labelled on their corresponding paths in Figure 6 and
support for them could be established by looking at the directionality
(negative or positive) of the path coefficients and the meaning of the t-
values. It is expected that the standardized path coefficients will be at least
0.2, and ideally, greater than 0.3 (Chin 1998). The P-value is defined as the
error probability. Thus, if this relation works 95 % of the time, this means
that the association has been accepted by this study. According to
Greenland et al. (2016) an acceptable relationship between variables of the

P-value is less than 0.05.
> P-values ranging from 0.05 to 0.01 = a significant relationship.
> P-values less than 0.01 = a strong significant relationship.

It was suggested by Chin (1998) that the values of R? that are above 0.67
are considered to be high, whilst values ranging from 0.33 to 0.67 are
moderate, values between 0.19 to 0.33 are weak and any R? values less
than 0.19 are unacceptable. A different minimum acceptable value of R-

squared of 0.10 is suggested by Falk and Miller (1992).

The R? values for the dependent variables Information Security
Compliance Policies is 0.481. This result reveal that the Information

Security Compliance Policies about 48.1% of employee, R? is moderate.
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Goodness-of-fit measures are not provided by Smart PLS software for the
full path model as in LISREL and AMOS; it only provides R? values for
the dependent variables. However, Tenenhaus et al. (2005) defined GoF as
the fit global measure. It is the geometric mean of both average variance
extracted (AVE) and R-squared of the endogenous variables. GoF’s
purpose is to account for the study model at both the levels of measurement
and structural model, with a focus on the overarching performance of the
model (Chin, 2010; Henseler & Sarstedt, 2013). The GoF formula is

calculated as follows:

GoF = [(R* X AVE)

Where AVE represent the average of all AVE values for the research
variables while R2 represents the average of all R2 values in the full path
model. The calculated global goodness of fit (GoF) is 0.49, which exceeds
the recommended threshold of GoF>0.36 suggested by Wetzels et al.
(2009). Thus, this study concludes that the research model provides an

overall goodness of fit.
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Table 11: Results of Structural Equation Model Analysis

Original Sample [S)S\l/r;gggﬂ T Statistics P Values Supﬁc(;:ted/

Sample (O) Mean (M) (STDEV) (|O/STDEV)) Supported
Employees Satisfaction -> Supported*
Information Security -0.124 -0.107 0.052 2.407 0.016
Compliance Policies
Individual Factors -> Supported**
Information Security 0.379 0.377 0.045 8.462 0.000
Compliance Policies
Moderating Effect 1 -> Not
Information Security 0.027 0.022 0.045 0.589 0.556 Supported
Compliance Policies
Moderating Effect 2 -> Supported*
Information Security 0.126 0.131 0.057 2.190 0.029
Compliance Policies
Moderating Effect 3 -> Not
Information Security 0.008 0.005 0.057 0.141 0.888 Supported
Compliance Policies
Moderating  Effect 4 -> Not
Information Security -0.017 -0.015 0.064 0.258 0.797 Supported
Compliance Policies
Moderating Effect 5 -> Not
Information Security -0.005 -0.005 0.039 0.121 0.904 Supported
Compliance Policies
Moderating Effect 6 -> Not
Information Security 0.058 0.062 0.066 0.889 0.375 Supported
Compliance Policies
Moderating  Effect 7 -> Not
Information Security 0.037 0.030 0.060 0.617 0.537 Supported

Compliance Policies
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Moderating Effect 8 -> Not
Information Security -0.045 -0.046 0.058 0.783 0.434 Supported
Compliance Policies

.. Supported*
Organizational Factors ->
Information Security 0.130 0.118 0.065 2.012 0.045
Compliance Policies
Technological Work Supported**
Environment -> Information 0.445 0.451 0.050 8.893 0.000

Security Compliance Policies

Significant at P**=<0.01, p* <0.05
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The relative effect of a specific exogenous latent variable on endogenous
latent variable(s) is indicated by changes in the R-squared (Chin, 1998). It
Is calculated as the increase of the latent variable in R-squared to which the
path is connected, in relation to the latent variable’s proportion of
unexplained variance (Chin, 1998). The following formula can be used to

convey the effect size (Cohen, 1988; Selya et al., 2012)

2 _ p2
fz — Rinciuded Rexcluded

1—R?

included

According to Cohen (1988) an Interpreting Effect Size (f2) assessed as

follow:

» f2 above 0.35 are considered large effect size.

» f2 ranging from 0.15 to 0.35 are medium effect size .

» 12 between 0.02 to 0.15 considered small effect size.

» f2 values less than 0.02 are considering with NO effect size .

There are an effect size of dependent variables of Information Security
Compliance Policies by variables Individual Factors are 0.245 and

Technological Work Environment are 0.200, so it had medium effect size.

Using PLS for prediction purposes requires a measure of predictive
capability. The suggested approach to test predictive relevance is called the
Blindfolding procedure. According to Wold (1982), "The cross-validation
test of Stone (1974) and Geisser (1975) fits soft modeling like hand in
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glove". The procedure will remove data from the data set based on a pre-
determined distance value called D. The D can be any number from 5-10
(Chin 2010). The only requirement is that the sample size n divided by D

should be a round number.

According to Fornell and Cha (1994) a cv-red value of >0 shows that there
is predictive relevance while a value of <0 indicates the model lacks

predictive relevance.

Table 12: shows the Construct Cross validated Redundancy

Total of Q° Q2 (=1-SSE/SSO)
Inf(_)r_matlon Security Compliance 0215
Policies

As its shown in Table 12 , The Predictive Relevance was concerned about
the total effect on the endogenous variable ,the values of Q2 (=1-SSE/SSO)
Is greater than Zero, which support the claim that this study model has

adequate ability to predict

4.4 Evaluating Moderating Effects

4.4.1 Age as a moderator

Testing moderating effects involves comparing a “main effect” model and
a moderating effect model (Carte & Russell.2003) and (Chin et al., 2003),
and meeting two conditions that moderation should be significant and
should assist the intention "Increase or Decrease”. The interaction terms
were calculated by multiplying the moderator (age) by the predictor

variables (Individual Factors and Information Security Compliance
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Polices), (Organizational Factors and Information Security Compliance
Polices), (Technological Work Environment and Information Security
Compliance Polices) and (Employees Satisfaction and Information Security
Compliance Polices) respectively. The moderating effects model included
these interaction variables, while the main effects model did not. However,
because the moderating effect of age on the influence of Information
Security Compliance for Individual Factors. Technological Work
Environment and Employees Satisfaction was found to be insignificant, so
the test only was performed for the effect of the interaction of
Organizational Factors with the age, the interaction of Organizational
Factors with the Age is significant, the P-value and B are found to be
0.029 and 0.126 respectively. Figure 7 shows the interaction of

Organizational Factors with age:

45 4

35 - Moderator

—+—Low Age —l—High Age

25 4

15 +

Information Security
Compliance Policies

Low Organizational High Organizational
Factors Factors

Figure 7: Age as moderator "Relationship between Organizational Factors and Information

Security Compliance Policies.



91
Note: Low age: 18 - 38 years old, High age: Older than 38 years old, Low
and higher organizational factors have been identified according to likert

scale (Low: 1-2, and high: 4-5).

Age strengthens the positive relationship between organizational factors

and information security compliance policies.

4.4.2 Gender as a moderator

The interaction terms were calculated by multiplying the moderator
(gender) by the predictor variables (Individual Factors and Information
Security Compliance Polices), (Organizational Factors and Information
Security Compliance Polices), (Technological Work Environment and
Information Security Compliance Polices) and (Employees Satisfaction and
Information Security Compliance Polices) respectively. The moderating
effect of gender on the influence of Information Security Compliance on
Individual Factors, Organizational Factors, Technological Work
Environment and Employees Satisfaction was insignificant, so this study

proves that no differences between male and female.

4.4 Discussion of Results

The results in Table 11 and Figure 6 provide support for four main
hypotheses (H1, H2, H3 and H4). Hypothesis 1 posited a significant
influence relationship between Individual Factors and Information Security
Compliance Policy. Consistent with H1, the result in Table 6 and Figure 6,

indicates that there is a strongly significant (P-value = 0.000) positive (p=
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0.379) relationship between Individual Factors and Information Security
Compliance Policy. Hypothesis 2 posited a positive relationship between
Technological Work Environment and Information Security Compliance
Policy. Hypothesis 2, results indicated that Technological Work
Environment is positively relationship with Information Security
Compliance Policy (B = 0.445) and the relationship is strongly significant
(P-value = 0.000). This is consistent with the prediction of H2 and is
therefore supported. The standardized coefficient and significant levels of
Employees Satisfaction (B = -0.124 ;(P-value = 0.016) is negative and
significant. This is consistent with the prediction of H3 and it's supported.
Thus, a higher level of Employees Satisfaction is associated with higher
levels of Information Security Compliance Policy. The results in Table 11
and Figure 6 are in line with H4, leading that the higher the level of
Organizational Factors, the higher the likelihood of Information Security
Compliance Policy (p =0.130); (P-value = 0.045). Therefore, H4 is
supported. Some researcher like D’Arcy and Greene (2014) found that
organizational support had either a negative or insignificant relationship to

security behaviors.

Hypotheses (H5a, H5b, H5c and H5d) posited that Age moderates the
relation  between  (Individual Factors, Organizational Factors,
Technological Work Environment and Employees Satisfaction) and
Information Security Compliance Policies in such a way that the
relationship is weaker for older workers compared to younger ones

respectively. The result indicated that a strongly significant interaction of
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Organizational Factors with Age, H5b (P-vale = 0.029) positive (B= 0.126),
However, the results that has been analysis by Excel software shows that
the age strength relationship between the Organizational Factors and
Information Security Compliance Policies is positive. According to figure
7, the results shows that older workers are more committed to Information
Security Compliance Policies compared to younger workers respectively.
The results shows that the younger employees change their commitment
slightly if the organizational factor varies from low to high level. While the
older employers increase significantly their commitment to increase
significantly if the level of the organizational factor varies from low to
high. Therefore, as far as the age of the employer has increased, their
commitment to information security policies would be more, providing that
the level of the organizational factor increases in terms of training, support

and culture of the organization. Therefore, H5b is not supported.

Finally, Hypotheses (H6a, H6b, H6c and H6d) posited that Gender
moderates the relation between (Individual Factors, Organizational Factors,
Technological Work Environment and Employees Satisfaction) and
Information Security Compliance Policies. The result indicated that
insignificant interaction of Individual Factors, Organizational Factors,
Technological Work Environment and Employees Satisfaction with gender.

Therefore, H6a, H6b, H6C and H6d are not supported.
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Chapter Five
Conclusions and Recommendations
5.1 Overview

This chapter presents the summarized results of the research and derives
conclusions. Besides that it aims to suggest some recommendations
regarding enhancing Compliance with Information Security Policies for

employees in Palestine.
5.2 Conclusions

The purpose of this research is to identify the Individuals Factors of
employees, Organizational factors, Technological Work Environment and
Employees Satisfaction from different generations and examining their
effects on Information security compliance Policies. In order to achieve
objectives, the current research followed the quantitative approach in which
a questionnaire was used to gather the required data for analysis. The data
was analyzed using Smart PLS v3.2.7 software for the Structural Equation
Modeling (SEM) technique in order to carry out a statistical analysis of the
measurement and structural models. In particular, six main hypotheses
were postulated. Each of these hypotheses was divided into sub hypotheses
that related the sub factors of the independent constructs with the sub
factors of Compliance. The findings have answered the research questions
and achieved its objectives. To test the proposed hypotheses, data were

collected from large service organizations in the West Bank in Palestine.
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The empirical result supported all main the first five posited research
hypotheses in a significant way but there is no influence of the last
hypotheses. Important to note about the study findings is the fact that
Individuals Factors of employees, Organizational factors, Technological
Work and Environment Employees Satisfaction have influence on
Information security compliance Policies, Organizational factors with age
influence on Information security compliance Policies but there is no
influence with gender on Information security compliance policies. On the
other hand, Chan et al. (2005), Herath and Rao (2009b) and Hu et al.,
(2012) found the organizational support to be positively associated with
compliance, but D'Arcy and Greene (2014) and Ng et al (2009) found that
organizational support had either a negative or insignificant relationship to
security behaviors, while our results find that organizational support had
positive and significant. The findings of this study are important for both
organizations owners and researchers. For organizations owners it can help
them identifying the factors that influence employees compliance in
Palestine and focus on some issues like that increasing the support to the
employees would positively impact their commitment to the information
security policies, trained employees are more committed to information
security policies than others, and their skills got improved, organizations
that seek to spread the creativity and excellence amongst the employees,
they are more committed to information security policies than others, the
work environment is necessary for employees. Employees who have a good

working environment are more committed to information security policies,
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the greater the satisfaction of employees, the greater their commitment to
information security policies, the organization should be concerned about
all staff and not differ between young and senior staff. On the other hand,
for researchers it forms a first step on the way of building a comprehensive
model of factors affecting employees’ compliance in Palestine. They can
benefit from the current study' findings and build on it to include other

factors that are not included.
5.3 Recommendations

The current study analyzed the factors affecting on Compliance with

Information Security Policies in Palestine.

The researcher came out with some recommendations for enhancing
Compliance with Information Security Policies in Palestine. These
recommendations are for organizations owners. The organizations owners
should consider several actions and functions necessary for the success of

Compliance with Information Security Policies in Palestine these include:
1- Increasing of organizational support for employees

The results show that increasing the support to the employees would
positively impact their commitment to the information security policies.
The organization should be concerned about the employees and provide
help at some certain times, so the employee would be a part of the
organization, which by this would lead to significant contribution to the

organization development.
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2- Conduct periodic training in information security

The results show that trained employees are more committed to
information security policies than others, and their skills got improved
likewise. We recommend for the organizations to conduct periodic training
courses for employees to develop and improve their skills in compliance

with information security policies.
3- The culture of the organization

The current study shows that organizations that seek to spread the creativity
and excellence amongst the employees. They are more committed to
information security policies than others, so the institution should not
neglect this aspect and concern about spreading the culture of creativity and

excellence among employees.
4- Work Environment

The results illustrate that the work environment is necessary for employees.
Employees who have a good working environment are more committed to
information security policies, so the organization should provide a suitable
and good environment for employees, such as providing good lighting and
quiet work atmosphere, offer wonderful and modern computers equipped
with the best protection programs, and offering the employees smooth and

clear channels for communication amongst themselves.
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5- Increase employees satisfaction

The organization should be concerned about its employees satisfaction, the
greater the satisfaction of employees, the greater their commitment to

information security policies.

Therefore, the organization must be concerned about the employee and
provide support to them, such as financially, managerial or any kind of
support. In addition, offering a good salary according to their positions and
studies. The employees would feel financially secured and encourage them

to excel in work and also receive rewards for their distinction.
6- The age of Employees

The organization should be concerned about all staff and not differ between

young and senior staff.

The results indicated that older workers are more committed to Information
Security Compliance Policies compared to younger workers due to the long
experience over years. Therefore, institutions and organizations should

transfer this long experience to the new generations.
5.4 Limitations and Future Research

Although this study makes significant contributions to both academia and
practice, it was limited in some ways, and therefore some future research
avenues are suggested. First, the data were gathered from the West Bank of

Palestine, the results would be more informative if the sample data
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gathered from the Gaza strip. Therefore, future studies may be conducted
by using data from Gaza strip, perhaps too, future studies should not be
limited to Palestine, but rather consider extending this research to other
Arab countries such as Jordan for results comparison. Future studies can
also extend the current study by studying the relationships in the current

conceptual model by long term of age.
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Appendices

Appendix (1)
English Questionnaire

Dear Participant,

The researcher aimed to explore the impact of one’s personal and
professional characteristics on his/her compliance with information security
policies. He aimed to explore that in order to fulfil the requirements of the
master’s degree in engineering management at Al-Najah National University.
The present study sheds a light on five factors. Such factors include: individual
and organizational factors. They also include factors related to work, workplace
environment and compliance with information security policies. Information
security refers to the protection of one’s data or information against loss, theft,
and fraud. The researcher believes that you are the best ones who will provide
him with the required data. In order to conduct the present study, please fill in the
questionnaire form. Filling it doesn’t require more than 10 minutes. Please
provide your answers in an objective manner. There aren’t right or wrong
answers. The data you will provide will be used for scientific research-related

goals. Your workplace will not be disclosed.
Thank you for your cooperation in conducting scientific research
The researcher,

Bara’ Abu Ja’far
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The first part: Personal Information:

Gender:

1 Male o Female
Aqge:

(] 18-38 years

] 39-58 years

71 59 years or more

Academic qualification:

1 Less than secondary school certificate
71 Secondary school certificate

"1 Diploma degree

1 BA degree

71 Graduate degree

Marital status:

1 Single

[ Married

Job title:
71 Director o Head of a department
71 Supervisor o IT employee
71 Other

Years of experience in the field of information security:

1 Lessthan 10 years o 11-20 years
"1 21 years of more

If you have a work experience certificate, please mention them: ----------------



The second part:
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Exploring factors:

No.

Statement

Attitude

Strongly
agree

Agree

Neutral

Disagree

Strongly
disagree

First

Individual factors

Neuroticism

I don’t feel afraid nor stressed
while working through using
a computer

I don’t feel that my value is
lower than the value of my
work colleagues

I don’t feel that I will have a
nervous breakdown while
working under a huge
pressure

I don’t feel angry about the
way | am treated

I don’t have a pessimistic
view towards life

I don’t feel sometimes
depressed and helpless.

Extraversion

People perceive me as a
cheerful, and active person
who is full of energy

| respond to jokes and smile
fast

| enjoy talking to people

10

I love being friendly and nice
with others

11

| have a broad social
relationship network

12

| love going to malls. | like
the colors, lights and the
crowds at malls.

Openness

13

| am keen to illustrate my
opinion

14

Using imagination and
meditation participates in
organizing time

15

I love travelling and visiting
new places

16

| see beauty in the things that
people perceive as being
ordinary

17

| enjoy reading books and
periodicals
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18

I highly enjoy reading
journals, and magazines, and
surfing social media websites.

Agreeableness

19

I highly believe that my work
colleagues have good
intentions

20

| exert much effort in order to
meet my goals

21

| help my work colleagues
much

22

I don’t like hurting others’
feelings

23

| carry out my work tasks
accurately and efficiently

24

| forgive the ones who did a
disservice to me

Conscientiousness

25

| seek organizing my stuff
and ensuring that they are
clean.

26

| seek showing compliance
with the institution’s bylaw

27

| keep working - without
stopping - till I finish my
work

28

If things went bad, [ don’t
feel desperate

29

| seek finishing my works
before the due time and
without receiving help from
anyone.

30

People depend much on me.
They trust me much

Moral

31

| protect the institution’s
assets, including the
institution’s devices and
apparatus

32

When there is a problem at
work, | exert effort to solve it
instantly

33

| am ready to handle the
responsibility for my wrong
acts

34

I highly respect my work
colleagues and I don’t like
talking about them

35

| refrain from disclosing
classified information to other
institutions
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36

| search for methods and
means that can improve my
work performance

Second

Factors that affect employee
satisfaction

37

| am satisfied with my current
basic salary when comparing
it with the amount of tasks
and responsibilities that 1
must handle

38

My job security level in the
institution 1 work at is high

39

My direct supervisor deals in
a fair manner with me

40

The moral incentives that |
receive from my direct
supervisor increase my
productivity

41

| go in a bad mood in case |
committed a fault that
represents noncompliance
with the institution’s policies

Employee satisfaction

42

| highly believe that the
institution | work at retains
the outstanding employees

Third

Organizational factors

43

If | faced a problem, | receive
support from the institution’s
management

44

If | faced a problem, | receive
support from my work
colleagues

45

The institution’s management
seeks ensuring that the
employees understand the
goals.

46

Periodical reports are
delivered about the extent of
meeting the goals

47

| feel that my contribution to
the institution are valuable
and significant

Support

48

| receive adequate attention
from the institution’s
management

Trai
ning

49

I am provided with the needed
training that enables me to meet
my professional needs
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50

| receive the needed training
about the information security
policies

51

The training | receive enables
me to improve my
professional skills

52

The institution’s management
provides employees with
training regularly

53

| receive theoretical and
practical training

54

| receive training courses that
suit my institutional position

55

My institution provides much
attention to the aspects
related to the employee’s
personality. That is because
the institution’s management
believes that all the
employees are a big family

56

The institution’s management
seeks establishing an
innovative culture

57

The institutional culture of
my institution participates in
building stable relationships
between employees

58

The institution’s management
of my institution encourages
employees to excel at work

59

The institutional culture of
my institution participates in
meeting the goals and raising
productivity

Culture

60

The institution’s management
of my institution seeks
developing human resources

Fourth

The workplace environment
(the availability of
appropriate conditions and
apparatus)

61

The institution has programs
for protecting all its devices.
These programs uploaded in a
regular manner

Technological

Work
Environment

62

The institution’s communication
channels are characterized with
transferring information
smoothly
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63

The workplace is well-lit

64

The workplace includes
office supplies and great
decorations

65

There are modern and
advanced devices at the
workplace

66

The availability of air
condition devices in my
office enables me to focus in
work

67

The workplace is
characterized with being far
away from the city center and
noise

Fifth

Compliance with the
information security
policies

Compliance

68

| believe that practicing my
profession requires
acknowledging the
institution’s bylaws,
regulations, and instructions.

69

The policies and procedures
related to information access
are clear

70

All the employees
acknowledge the information
security policy. There has
been an agreement reached
on the latter policy

71

The password that | use
consists from a mixture of
words, numbers, and letters

72

When going on a break or to
the bathroom, | shutdown my
computer

73

I don’t download files from
websites that are not well-
known

74

| instantly report any bug gets
detected in the system

75

| protect my personal
information. | consider
protecting such information
as something important
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76

When using my institution’s
devices, I don’t use a wireless
network of any other
institution

77

I make backup copies for the
important files

78

I don’t use the social network
websites while working
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Appendix (2)

The Arabic version of the questionnaire
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Appendix (3)

Arbitrators

Name:

Specialization

Position

Dr. Ahmad Awad

Communications and
Computer Engineering

Assistant Professor at
Department of Computer
Science at An - Najah
National University.

Dr. Suhel Salhaa

Curriculum and Instruction

Head of Department of Upper
Elementary School Teacher

Dr. Yahya Saleh

Industrial Engineering and
Operations Research

Director of the Success
Center for Innovation and
Partnership

Dr. Ayob Abed Alkareem

Measurement and
Evaluation

Assistant Professor at
Department of Educational
Sciences An - Najah National
University
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Appendix (4)

Simple Slope Analysis charts

Quality Criteria

1- R Square
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3- Construct Reliability and Validity charts

Cronbach's Alpha

Cronbach's Alpha

Composite Reliability
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Appendix (5)

Measurement and Structural Model Results

1- model (path coefficients and P value)
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2- model (path coefficients and T value)
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