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Abstract

Modern dental practices face significant operational challenges including inefficient ap-
pointment management, fragmented patient records, and limited patient engagement. This
project addresses these challenges through the design, development, and implementation of
Dentify—a comprehensive, cloud-based dental clinic management system integrating web and
mobile applications to streamline dental practice operations and enhance patient care delivery.

The system was developed using a three-tier architecture with Node.js and Express for
RESTful API implementation, PostgreSQL with Prisma ORM for data management, and Fire-
base Firestore for real-time communications. The frontend comprises responsive web appli-
cations built with React.js for patients, dentists, clinic administrators, secretaries, radiology
centers and system administrators, complemented by cross-platform mobile applications devel-
oped using React Native for patients, dentists and secretaries. A key innovation is the integration
of Google Gemini 2.5 Flash Al to power an intelligent chatbot providing patient support and
appointment booking through natural language interaction. Security measures include HTTPS
encryption, berypt password hashing, JWT authentication, and role-based access control sup-
porting six distinct user types.

The implemented system successfully delivers nine core modules: authentication and user
management, intelligent appointment scheduling with real-time availability, comprehensive
treatment planning with visual dental charting, flexible payment processing, radiology inte-
gration, Al-powered chatbot assistance, clinic management, administrative oversight, and real-
time notifications. The system demonstrates significant advantages over traditional solutions
through modern user interfaces, Al-enhanced patient engagement, integrated clinical and ad-
ministrative workflows, real-time data synchronization, and cost-effective deployment using
open-source technologies. The project validates that contemporary web technologies, cloud
platforms, and artificial intelligence can effectively address complex healthcare management
requirements while improving user experience and reducing costs compared to legacy commer-
cial solutions.

Keywords: Dental Practice Management, Healthcare Information Systems, Cross-Platform
Applications, Web and Mobile Development, Al Chatbot, Appointment Scheduling, Role-
Based Access Control

Project Repository: https://github.com/AlaaAbdelrahim5/Dentify
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CHAPTER 1. INTRODUCTION

Chapter 1

Introduction

This chapter introduces the Dentify dental clinic management system project by establishing the
context and motivation for the work. The chapter begins with background information on the
digital transformation in dental healthcare and the limitations of existing practice management
solutions. It then articulates the specific objectives of developing a comprehensive, cloud-based
system integrating web and mobile applications with Al-powered features. The significance
and importance of the project are discussed from market, technical, healthcare, and educational
perspectives. Finally, the chapter concludes with an overview of the report organization to guide
readers through the subsequent chapters.

1.1 Background

The healthcare industry is experiencing a profound digital transformation, with dental practices
increasingly adopting technology to improve patient care, streamline operations, and enhance
practice efficiency. Modern dental clinics face multifaceted challenges including appointment
management, patient record keeping, treatment planning, payment processing, radiology co-
ordination, and patient communication. Traditional paper-based systems and legacy software
solutions often fail to address the comprehensive needs of contemporary dental practices, lead-
ing to inefficiencies, communication gaps, and suboptimal patient experiences.

Many existing dental management systems suffer from critical limitations: outdated user
interfaces that hinder adoption, lack of mobile accessibility for patients, insufficient integration
between clinical and administrative functions, limited real-time communication capabilities,
and absence of intelligent automation features. These shortcomings create operational bottle-
necks, increase administrative workload, and diminish patient engagement. Meanwhile, the pro-
liferation of smartphones has fundamentally changed patient expectations regarding healthcare
access, with patients demanding convenient appointment scheduling, instant access to medical
records, and direct communication channels with healthcare providers.

Emerging technologies present significant opportunities to address these challenges. Ar-
tificial intelligence, particularly large language models, can enhance patient engagement and
reduce administrative burden through conversational agents that handle routine inquiries and
facilitate appointment scheduling. Cloud computing platforms have democratized access to
enterprise-grade infrastructure, enabling small and medium-sized dental practices to leverage
scalable, reliable, and secure technology solutions without substantial capital investment. These
technological advancements create the foundation for developing comprehensive dental practice
management systems that address the complete spectrum of operational needs.
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1.2 Project Objectives

The primary objective of this project is to design, develop, and implement Dentify—a compre-
hensive, cloud-based dental clinic management system that addresses the complete spectrum of
dental practice operational needs through integrated web and mobile applications. The system
aims to unify patient management, appointment scheduling, treatment planning, payment pro-
cessing, radiology coordination, and communication functions into a cohesive digital ecosystem
accessible to all stakeholders.

The specific objectives of this project are:

1.

Develop a Multi-Platform Solution: Create responsive web applications for dentists,
clinic administrators, secretaries, and radiology centers, complemented by cross-platform
mobile applications for patients and dentists, ensuring consistent functionality and user
experience across devices and operating systems.

Implement Intelligent Appointment Management: Design an advanced scheduling
system supporting dentist search by location and specialty, real-time availability check-
ing, automated booking confirmation, and flexible scheduling configurations including
working hours, appointment duration, and buffer times.

. Integrate AI-Powered Patient Assistance: Deploy a conversational Al chatbot leverag-

ing Google Gemini 2.5 Flash to provide patient support, answer dental health questions,
facilitate appointment booking through natural language interaction, and reduce adminis-
trative workload.

Create Comprehensive Treatment Planning Tools: Develop digital treatment manage-
ment features including visual dental charting, session notes, diagnosis recording, pre-
scription generation, and treatment history tracking to support evidence-based clinical
decision-making.

. Establish Secure Payment Processing: Implement flexible payment management sup-

porting multiple payment methods (cash and card), multi-level discount application, re-
ceipt generation, and outstanding balance tracking with automated calculations.

. Enable Radiology Integration: Build a radiology request and reporting system connect-

ing dentists with radiology centers for imaging services, supporting file uploads, report
attachments, and seamless integration with patient treatment records.

. Ensure Data Security and Privacy: Implement robust security measures including

HTTPS encryption, berypt password hashing, JWT authentication, role-based access con-
trol, optional two-factor authentication, and compliance with healthcare data protection
standards.

Optimize User Experience: Design intuitive, role-specific interfaces following mod-
ern UX principles with responsive layouts, clear navigation, and accessibility features to
maximize user adoption across diverse technical proficiency levels.

Enable Real-Time Communication: Integrate real-time push notifications, appointment
reminders, and instant updates using Firebase Cloud Messaging to keep all stakeholders
informed and coordinated.
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10. Demonstrate Cost-Effectiveness: Validate that modern open-source technologies and
cloud infrastructure can deliver enterprise-grade dental practice management capabilities
at significantly reduced cost compared to traditional commercial solutions.

1.3 Significance and Importance

The development of Dentify addresses critical gaps in the dental practice management software
market and demonstrates significant value across multiple dimensions.

1.3.1 Market Demand and Industry Trends

The global dental practice management software market is experiencing substantial growth,
driven by increasing digitization of healthcare, rising dental care awareness, and growing de-
mand for efficient practice operations. Industry analysis shows the dental software market is
expanding rapidly with strong annual growth rates. Small and medium-sized dental practices
represent a particularly underserved segment, often unable to afford enterprise software solu-
tions with high per-user monthly licensing fees.

The shift toward value-based care, emphasis on patient satisfaction, and increasing competi-
tion among dental providers create strong incentives for practices to adopt technology solutions
that improve operational efficiency and enhance patient experiences. Dentify addresses these
market demands by providing comprehensive functionality typically available only in expensive
commercial systems while leveraging open-source technologies to minimize costs.

1.3.2 Technical Innovation

This project demonstrates several significant technical innovations:

* AI Integration in Dental Services: The implementation of conversational Al for ap-
pointment booking and patient support represents a novel application of large language
models in dental practice management, demonstrating practical benefits of Al beyond
diagnostic applications.

* Hybrid Database Architecture: The strategic use of PostgreSQL for transactional in-
tegrity combined with Firebase Firestore for real-time synchronization establishes an ef-
fective architectural pattern for healthcare applications balancing competing performance
requirements.

* Cross-Platform Code Reuse: The project validates that React and React Native enable
substantial code sharing between web and mobile platforms, reducing development costs
while maintaining native performance and user experience.

* Role-Based Multi-Stakeholder System: The comprehensive role-based access control
supporting six distinct user types (patients, dentists, clinic administrators, secretaries,
radiology centers, system administrators) demonstrates effective security and usability
design for complex healthcare workflows.
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1.3.3 Healthcare Impact

Dentify has the potential to improve dental healthcare delivery through:

Enhanced Patient Access: Mobile applications and Al chatbots lower barriers to dental
care by enabling convenient appointment scheduling, and reducing phone call require-
ments.

Improved Clinical Outcomes: Digital treatment planning, comprehensive patient his-
tory access, and integrated radiology results support evidence-based decision-making and
continuity of care.

Reduced Administrative Burden: Automation of appointment scheduling, payment
tracking, and notification delivery frees administrative staff to focus on higher-value pa-
tient interaction and support tasks.

Better Resource Utilization: Intelligent scheduling, real-time availability management,
and automated reminders reduce appointment no-shows and optimize clinic capacity uti-
lization.

Enhanced Transparency: Patients gain direct access to appointment history, treatment
plans, payment records, and radiology results, improving trust and engagement in their
dental care.

1.3.4 Educational Value

This project provides significant educational contributions:

1.4

Demonstrates practical application of modern web technologies (React, Node.js, Post-
greSQL) in healthcare contexts

Illustrates effective integration of cloud platforms (Firebase, Supabase) and Al services
(Google Gemini) in production applications

Showcases software engineering best practices including RESTful API design, and com-
prehensive security implementation

Organization of the Report

This report is organized into six chapters that comprehensively document the Dentify project
from theoretical foundations through implementation and evaluation:

Chapter 1: Introduction provides the background context, project objectives, significance
of the work, and report organization. It establishes the problem domain and articulates the value
proposition of the Dentify system.

Chapter 2: Literature Review examines the theoretical foundations and prior research in-
forming the project design. The chapter reviews existing work in dental informatics, mobile
health applications, Al conversational agents, cloud computing architectures, healthcare secu-
rity, appointment scheduling optimization, and user experience design. It identifies gaps in
current solutions that Dentify addresses.
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Chapter 3: Methodology describes the systematic approach employed in developing the
system. This chapter details the software development lifecycle, technology stack selection
and rationale, system architecture design, database schema design, security implementation
strategies, and development tools and processes utilized throughout the project.

Chapter 4: System Analysis presents comprehensive requirements analysis and system
specifications. The chapter documents functional and non-functional requirements, use case
diagrams, system architecture diagrams, database entity-relationship models, and detailed spec-
ifications for each system module.

Chapter 5: Results and Discussion demonstrates the implemented system through screen-
shots and functional descriptions. The chapter presents the complete user interfaces for web
and mobile applications across all user roles, illustrates key workflows including appointment
booking and treatment planning, and discusses implementation outcomes.

Chapter 6: Conclusions and Recommendations summarizes key results, lessons learned
during development, practical recommendations for system enhancement, and directions for fu-
ture work. The chapter synthesizes project outcomes and articulates the contributions to dental
practice management technology.
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Chapter 2

Literature Review

This chapter provides a comprehensive review of the theoretical foundations and technologi-
cal developments that inform the design and implementation of modern dental practice man-
agement systems. The chapter examines previous work in dental informatics, mobile health
applications, artificial intelligence in healthcare, cloud computing architectures, security frame-
works, appointment scheduling optimization, and user experience design. The review is orga-
nized into several key areas that establish the research foundation for the Dentify project.

2.1 Evolution of Dental Practice Management Systems

Modern dental practice management systems have evolved from simple appointment scheduling
tools into comprehensive digital ecosystems that integrate clinical, administrative, and patient
engagement functions. Schleyer and Thyvalikakath [1] established dental informatics as a cor-
nerstone of contemporary dental practice, demonstrating that integrated electronic systems sig-
nificantly improve workflow efficiency, clinical decision-making, and patient outcomes. Their
research identified that successful dental information systems must seamlessly integrate patient
records, imaging, scheduling, billing, and communication modules into a unified platform.

The transition from paper-based to electronic dental records represents a fundamental shift
in practice management. Atkinson et al. [2] evaluated electronic patient record systems in den-
tal school clinics and found that these systems offer benefits far beyond simple digitization of
paper records. Their study demonstrated that properly implemented electronic systems improve
data accessibility, reduce documentation errors, enhance interdisciplinary collaboration, and fa-
cilitate longitudinal patient care tracking. The research emphasized that modern dental practices
require systems capable of managing complex workflows while maintaining data integrity and
user accessibility across multiple roles including dentists, hygienists, administrative staff, and
patients.

2.2 Mobile Health Applications and Patient Engagement

The proliferation of smartphones has created unprecedented opportunities for patient engage-
ment through mobile health (mHealth) applications. Silva et al. [3] conducted a comprehen-
sive review of mobile health applications and their impact on healthcare delivery. Their meta-
analysis revealed that mobile applications significantly improve patient compliance, appoint-
ment adherence, and health outcomes. Specifically for dental care, their research showed that
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patients using mobile reminder systems demonstrated substantially higher appointment atten-
dance rates and improved oral hygiene practices.

Cross-platform mobile development frameworks have emerged as practical solutions for
reaching diverse patient populations across different devices and operating systems. The abil-
ity to deploy applications on both iOS and Android platforms using a single codebase reduces
development costs while maintaining native performance and user experience. This techno-
logical approach enables dental practices to provide consistent mobile experiences to patients
regardless of their device preferences, thereby maximizing adoption and engagement rates.

2.3 Artificial Intelligence and Conversational Agents in Health-
care

Artificial intelligence has transformed patient-provider communication through sophisticated
conversational agents capable of handling routine inquiries, providing health information, and
facilitating service access. Laranjo et al. [4] performed a systematic review of conversational
agents in healthcare, analyzing their effectiveness across various medical domains. Their com-
prehensive analysis demonstrated that Al-powered chatbots successfully handle routine patient
queries with high user satisfaction rates, effectively triage patient concerns, and provide consis-
tent health information delivery.

The integration of large language models into healthcare chatbots represents the latest ad-
vancement in this field. Thirunavukarasu et al. [5] examined the capabilities and limitations
of large language models in medical applications, including models like GPT-4 and Google’s
Gemini. Their research highlighted that these models demonstrate impressive natural language
understanding, context retention across conversations, and ability to provide nuanced responses
to complex medical queries. However, they emphasized the critical importance of maintaining
human oversight, clearly communicating Al limitations to users, and implementing appropriate
safeguards to prevent misinformation.

2.4 Cloud Computing Architecture and Scalability

Modern healthcare applications increasingly leverage cloud computing platforms to achieve
scalability, reliability, and cost-effectiveness. Khawas and Shah [6] investigated the applica-
tion of Firebase, a Backend-as-a-Service (BaaS) platform, in mobile application development.
Their research demonstrated that Firebase provides comprehensive backend services including
real-time databases, authentication, cloud storage, and push notifications. For healthcare appli-
cations, Firebase’s real-time synchronization capabilities prove particularly valuable, enabling
instant data updates across multiple devices and users—a critical requirement for applications
managing appointments, patient records, and clinical communications.

The real-time nature of Firebase’s database architecture addresses a fundamental challenge
in healthcare information systems: maintaining data consistency across distributed users and
devices. When a dentist updates a treatment plan, receptionists need immediate access to that
information for scheduling and billing purposes. When patients book appointments through
mobile applications, clinic staff require instant notification. Firebase’s event-driven architec-
ture naturally supports these real-time requirements while handling the complexities of data
synchronization, conflict resolution, and offline functionality.
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2.5 Healthcare Information Security and Privacy

Security and privacy represent paramount concerns in healthcare information systems due to
the sensitive nature of medical data and stringent regulatory requirements. Ferndndez-Aleman
et al. [7] conducted an extensive systematic review of security and privacy in electronic health
records, analyzing numerous research papers to identify essential security measures. Their
comprehensive analysis established that effective healthcare information systems require multi-
layered security approaches encompassing authentication, authorization, encryption, and com-
prehensive audit logging.

Role-based access control (RBAC) emerges as a critical security mechanism in healthcare
systems where different users require varying levels of data access. The research demonstrated
that properly implemented RBAC systems ensure that patients access only their own records,
administrative staff manage only scheduling and billing information, while clinical staff access
comprehensive medical records appropriate to their treatment responsibilities. Additionally, the
implementation of two-factor authentication was shown to significantly reduce unauthorized
access incidents, representing a substantial improvement in system security.

2.6 Appointment Scheduling Optimization

Efficient appointment scheduling directly impacts practice productivity, patient satisfaction, and
revenue generation. Cayirli and Veral [8] performed an extensive review of outpatient schedul-
ing systems, analyzing various scheduling models and their comparative effectiveness. Their
research identified that intelligent scheduling algorithms incorporating appointment duration
estimates, provider availability patterns, and historical patient behavior data substantially im-
proved clinic utilization compared to simple fixed-interval scheduling approaches.

The challenge of patient no-shows represents a significant concern for dental practices, lead-
ing to wasted clinical time and reduced practice efficiency. Gupta and Denton [9] developed
optimization models for appointment scheduling that account for patient no-show probabilities.
Their research demonstrated that data-driven scheduling strategies incorporating historical no-
show patterns and strategic overbooking reduced provider idle time while maintaining patient
satisfaction. Practices implementing these intelligent scheduling approaches achieved notable
reductions in patient wait times while improving daily throughput.

2.7 User Experience Design in Healthcare Applications

User experience design principles fundamentally influence the adoption and effective utilization
of healthcare information systems. Yen and Bakken [10] reviewed health information technol-
ogy usability study methodologies and their findings. Their comprehensive analysis revealed
that applications designed using user-centered principles achieved significantly higher adop-
tion rates among healthcare professionals compared to systems developed without systematic
usability consideration. The research emphasized that healthcare applications must accommo-
date users with varying technical proficiency levels, diverse clinical workflows, and different
interaction contexts.

Schnall et al. [11] examined factors influencing mHealth technology adoption, identify-
ing that trust, perceived ease of use, and perceived usefulness represent critical determinants
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of user acceptance. Their research demonstrated that minimalist interface designs, clear ac-
tion buttons, intuitive navigation patterns, and responsive feedback mechanisms significantly
improve user engagement with healthcare applications. Applications adhering to established
design guidelines such as Material Design or Apple’s Human Interface Guidelines consistently
demonstrated superior usability metrics compared to applications with custom, non-standard
interface designs.

2.8 Summary and Research Gaps

The reviewed literature establishes a comprehensive foundation for developing integrated den-
tal practice management systems. Research demonstrates the effectiveness of electronic health
records in improving clinical workflows [1, 2], the value of mobile applications in enhanc-
ing patient engagement [3], the potential of Al-powered conversational agents in healthcare
communication [4, 5], and the importance of cloud-based architectures for scalability [6]. Ad-
ditionally, studies emphasize the critical nature of security measures [7], intelligent scheduling
algorithms [8, 9], and user-centered design principles [10, 11].

However, existing research reveals a gap in comprehensive solutions that integrate all these
elements into unified platforms addressing the complete spectrum of dental practice needs.
While individual technologies have been studied extensively, there remains limited research
on systems that seamlessly combine web-based practice management, cross-platform mobile
applications, Al-powered patient assistance, real-time data synchronization, and role-based ac-
cess across multiple stakeholder types (patients, dentists, administrative staff, radiology cen-
ters). The Dentify project addresses this gap by synthesizing these proven technologies into an
integrated ecosystem designed specifically for contemporary dental practice requirements.
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Chapter 3
Methodology

This chapter describes the systematic approach employed in developing the Dentify dental clinic
management system. The methodology encompasses the software development lifecycle, tech-
nology stack selection, system architecture design, and development processes implemented
throughout the project.

3.1 Software Development Methodology

3.1.1 Development Approach

The project was divided into distinct phases:

1. Requirements Analysis and Planning: Comprehensive analysis of dental practice work-
flows, and system requirements.

2. System Design: Development of system architecture, database schema, API specifica-
tions, and user interface mockups before implementation commenced.

3. Iterative Development: Implementation proceeded through functional modules (authen-
tication, appointments, patient records, chatbot, etc.) with each module undergoing de-
sign, development, testing, and integration cycles.

4. Integration and Testing: Continuous integration of completed modules with compre-
hensive testing.

3.1.2 Development Team Structure

The development team consisted of two computer engineering students working collaboratively
with defined responsibilities:

* Frontend development (web and mobile applications)

Backend API development and database design

Al chatbot integration and training

Security implementation and authentication systems

* Documentation and reporting

10
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Regular supervision meetings with the project supervisor ensured alignment with academic
requirements and best practices in software engineering.

3.2 Technology Stack Selection

3.2.1 Backend Technologies

Node.js and Express Framework: The backend server was implemented using Node.js run-
time environment with the Express.js web application framework. This combination provides:

* Asynchronous, event-driven architecture suitable for handling concurrent user requests
» Extensive package ecosystem through npm for rapid development
 JavaScript consistency across frontend and backend codebases

* Lightweight and performant RESTful API implementation

PostgreSQL Database: PostgreSQL was selected as the relational database management
system for its:

* ACID compliance ensuring data integrity for medical records

Advanced querying capabilities for complex appointment scheduling logic

JSON support for flexible schema components

Robust security features and role-based access control

Scalability for growing data volumes

Prisma ORM: Prisma serves as the Object-Relational Mapping layer providing:

Type-safe database queries reducing runtime errors

Automated migration management for schema evolution

Intuitive data modeling through declarative schema definition

* Query optimization and performance monitoring
Supabase: Supabase provides PostgreSQL database hosting with:

* Managed PostgreSQL database service with automatic backups
* RESTful API auto-generated from database schema
» Real-time subscriptions for database changes

* Built-in authentication and row-level security

11
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node 7)) y
\'@d¢ EXPRESS Js '

Node.js Express.js PostgreSQL  Prisma ORM Supabase

Figure 3.1: Backend Technologies Stack

3.2.2 Frontend Technologies

Web Application Stack:

React.js: Component-based user interface library enabling reusable Ul components and
efficient DOM manipulation through virtual DOM

Vite: Modern build tool providing fast development server, hot module replacement, and
optimized production builds

Tailwind CSS: Utility-first CSS framework enabling rapid UI development with consis-
tent styling

React Router: Client-side routing for single-page application navigation
Axios: Promise-based HTTP client for API communication

Chart.js: Data visualization library for analytics dashboards

Mobile Application Stack:

React Native: Cross-platform mobile framework enabling iOS and Android deployment
from a single codebase

Expo: Development platform providing native API access, build tools, and over-the-air
updates

NativeWind: Tailwind CSS integration for React Native ensuring consistent styling with
web application

React Navigation: Navigation library for mobile screen management

Expo Router: File-based routing system for intuitive navigation structure

12
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~ tailwindcss

React.js Vite Tailwind CSS

Q

) . .
=° Nativewind

React Native
React Native Expo NativeWind

Figure 3.2: Frontend Technologies for Web and Mobile Applications

3.2.3 Backend-as-a-Service Integration

Firebase: Google’s Firebase platform provides several critical backend services:

* Cloud Firestore: Real-time NoSQL database for chat messages, notifications, and real-
time updates

* Firebase Cloud Messaging (FCM): Push notification delivery to web and mobile appli-
cations

* Firebase Storage: Secure file storage for medical images and documents

* Firebase Authentication: User authentication service with support for multiple providers

Firebase

Figure 3.3: Firebase Backend-as-a-Service Platform

The dual-database architecture (PostgreSQL for structured clinical data, Firestore for real-
time communications) optimizes performance by using each database for its strengths.

3.2.4 Artificial Intelligence Integration

Google Gemini Al: The chatbot functionality leverages Google’s Gemini 2.5 Flash model
through the Generative Al API. This integration enables:

13
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Natural language understanding for patient queries

Context-aware conversation management

Intelligent appointment booking assistance

Dental health information provision

Multi-turn conversation support with memory

The chatbot implementation includes custom prompt engineering to ensure responses are
medically appropriate, empathetic, and aligned with dental practice workflows. Function calling
capabilities enable the Al to interact with the appointment system, check dentist availability, and
create bookings through natural language requests.

OpenAl GPT-4 Vision: OpenAl's GPT-4 Vision model serves as an alternative Al solution
for:

Medical imaging analysis and interpretation

X-ray and radiological image assessment

Advanced natural language processing capabilities

High-accuracy image recognition for dental diagnostics

Multimodal Al supporting both text and image inputs

*‘ [ ]
Gemini
Google Gemini Al OpenAl GPT-4

Figure 3.4: AI Models for Intelligent Chatbot and Medical Imaging Analysis

3.2.5 Additional Technologies and Libraries

¢ JSON Web Tokens (JWT): Stateless authentication and authorization

* berypt: Secure password hashing using industry-standard algorithms

Speakeasy: Two-factor authentication implementation

Nodemailer: Email communication for notifications and password reset

QRCode: QR code generation for appointment check-in

DICOM Parser: Medical imaging format support for radiology integration

14
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* Leaflet: Interactive maps for clinic location display

Figure 3.5: JSON Web Tokens (JWT) for Authentication

3.3 System Architecture Design

The Dentify system follows a three-tier client-server architecture with clear separation of con-
cerns between presentation, business logic, and data persistence layers.

3.3.1 Architectural Patterns
RESTful API Architecture: The backend implements RESTful principles with:

* Resource-based URL structure (/api/appointments, /api/patients)

HTTP methods for CRUD operations (GET, POST, PUT, DELETE)

Stateless communication using JWT for authentication

JSON data format for request/response payloads

Consistent error handling and status codes

Model-View-Controller (MVC) Pattern: Backend code organization follows MVC:

* Models: Prisma schema defining data structures and relationships

* Controllers: Request handlers processing HTTP requests and responses

* Services: Business logic layer containing reusable functions

* Routes: URL endpoint definitions and middleware application

Component-Based Architecture: Frontend applications utilize React’s component model:

* Reusable Ul components (buttons, forms, cards, modals)

* Container components managing state and data fetching

Presentational components focusing on Ul rendering

Context API for global state management (authentication, theme, notifications)

Custom hooks for shared logic and side effects

15
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3.3.2 Database Schema Design

The database schema was designed using entity-relationship modeling with the following key
entities:

User: Base authentication entity with email, password, role, profile image, two-factor
authentication settings, and password reset tokens

Admin: System administrator with full access privileges

Patient: Patient demographics including name, gender, birth date, city, and medical in-
formation

Dentist: Professional credentials, license number, specializations, working hours, ap-
pointment duration, clinic assignment, and social media links

Clinic: Practice information including registration number, location, coordinates, web-
site, description, working hours, and available treatments with pricing

Secretary: Administrative staff with personal information and clinic assignment

RadiologyCenter: Radiology service providers with registration number, location, work-
ing hours, and supported imaging types

Appointment: Scheduled visits linking patients, dentists, and clinics with date, time
slots, status, notes, and session costs

Treatment: Treatment records including treatment name, description, status, total amount,
discount, paid amount, teeth status tracking, and prescription management

Payment: Payment transactions with amount, discount, payment method (cash/card),
card information (last 4 digits), and payment date

RadiologyRequest: Imaging orders linking patients, dentists, and radiology centers with
imaging type, request date, availability date, report files, and status

The schema implements proper normalization to third normal form (3NF) while strategically
using JSON fields for flexible data structures (working hours, available treatments, teeth status,
prescriptions) to optimize query performance and accommodate variable data formats.

3.3.3 API Design and Documentation

The RESTful API was designed with the following principles:

Versioning through URL structure for future compatibility
Pagination for large data sets to optimize performance
Filtering, sorting, and searching capabilities
Comprehensive input validation and sanitization
Consistent response structures with success/error indicators

Rate limiting to prevent abuse

16
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3.4 Security Implementation

Security measures were implemented following healthcare information security best practices
and considering regulatory requirements for patient data protection.

3.4.1 Authentication and Authorization
Multi-Factor Authentication:
1. Password-based authentication: Passwords hashed using berypt with salt rounds of 10

2. Two-Factor Authentication (2FA): Optional TOTP-based 2FA using time-based one-
time passwords

3. JWT tokens: Signed tokens with configurable expiration for session management
Role-Based Access Control (RBAC): The system implements six user roles:
* Admin: Full system access for configuration and user management

* Clinic: Clinic profile management, dentist and secretary assignments, and practice infor-
mation

* Dentist: Access to assigned patients, appointments, and treatments
* Secretary: Appointment management and administrative functions
 Patient: Personal records, appointment booking, and treatment history

* RadiologyCenter: Radiology request management and image uploads

Authorization middleware verifies both authentication and role-based permissions before
granting access to protected resources.

3.4.2 Data Security Measures

* Encryption in Transit: HTTPS/TLS for all client-server communication

Password Security: Bcrypt hashing with computational cost factor of 10

Input Validation: Server-side validation preventing SQL injection

CORS Configuration: Cross-Origin Resource Sharing restrictions limiting API access

+ Environment Variables: Sensitive credentials stored outside source code

Password Reset Security: Time-limited, single-use tokens for password recovery

3.4.3 Privacy Considerations
* Data minimization: Collecting only necessary patient information
* Access logging: Audit trails for sensitive data access
» Data isolation: Patients access only their own records

* Secure file handling: Medical images stored with access controls

17



CHAPTER 3. METHODOLOGY

3.5 Development Process and Tools

3.5.1 Version Control and Collaboration

Git and GitHub: The project utilized Git version control with GitHub for:
* Source code versioning and history tracking
* Branch-based development for features and bug fixes

* Issue tracking for bugs and feature requests

3.5.2 Development Environment

Integrated Development Environment: Visual Studio Code was used as the primary IDE with
extensions for:

* JavaScript/TypeScript syntax highlighting and IntelliSense

* ESLint for code quality enforcement

* Prettier for consistent code formatting

* Prisma extension for schema development

Package Management:

* npm (Node Package Manager) for dependency management
* package.json for dependency tracking and script automation

» Semantic versioning for dependency version control

Git GitHub VS Code

Figure 3.6: Version Control and Development Environment Tools

3.5.3 Code Quality Practices

* Linting: ESLint configured for JavaScript/React best practices

Code Formatting: Consistent formatting using Prettier

Code Comments: JSDoc-style documentation for functions and modules

* Naming Conventions: Consistent camelCase for variables, PascalCase for components

Modular Design: Separation of concerns with focused, single-responsibility modules

18
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3.6 Summary

This methodology chapter presented the comprehensive approach employed in developing the
Dentify dental clinic management system. The selection of modern, proven technologies (Re-
act, Node.js, PostgreSQL, Firebase, Google Gemini Al) combined with sound software en-
gineering practices (iterative development, thorough testing, security-first design) ensured the
delivery of a robust, scalable, and user-friendly system. The three-tier architecture with clear
separation of concerns facilitates future maintenance and feature expansion. Security mea-
sures including role-based access control, encryption, and two-factor authentication address
the critical requirements of healthcare information systems. The development process empha-
sized code quality, comprehensive testing, and systematic documentation, establishing a solid
foundation for the system’s continued evolution and deployment in real-world dental practice
environments.
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Chapter 4

System Analysis

This chapter presents a comprehensive analysis of the Dentify dental clinic management system,
detailing the functional and non-functional requirements, system workflows through sequence
diagrams, and the database architecture. The analysis establishes the technical foundation for

system implementation and validates the system design against identified requirements.

4.1 Functional Requirements

The functional requirements define the specific behaviors, features, and capabilities that the
Dentify system must provide to its users. These requirements are organized by module to ensure

comprehensive coverage of all system functionalities.

Table 4.1: Functional Requirements for Dentify Platform

Description

Module Requirement ID

FR-001
FR-002

=

g

R FR-003

2

=

Q

g

z FR-004
FR-005

User registration with email verification and
role-based profiles

Secure login with JWT token-based authentication

Password reset functionality via email with
time-limited tokens

Profile creation and management for all user roles

Two-factor authentication (2FA) support using
TOTP

Continued on next page
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Table 4.1 — continued from previous page

Module

Requirement ID

Description

Role-based access control (RBAC) for six user

FR-006
types
FR-007 Session management with token expiration and
refresh
FR-008 Search zlmd _ﬁ'1t6r dentists by city, specialization,
and availability
FR-009 VI.GW Qentlst pr.oﬁles with working hours and
= clinic information
Q
5
§D Check real-time appointment availability based on
3 FR-010 )
= dentist schedule
5
= . ) ) .
k= FR-011 Book appointments with date, time, and optional
g notes
=9
o
<
FR-012 Car}cel gnd reschedule appointments with
notifications
FR-013 Appointment confirmation and status management
FR-014 Real-time push notifications for appointment
updates
FR-015 Appf)mtment history tracking for patients and
dentists
FR-016 Creatfa treatment plans with treatment name and
description
FR-017 Track teeth status with condition, priority, and

diagnosis date

Continued on next page

TreatmentManag¢ement
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Table 4.1 — continued from previous page

Module Requirement ID Description
FR-018 Genc?ratfa and manage digital prescriptions with
medications
FR-019 Add session notes and session costs to
appointments
FR-020 Update treatment status (In Progress, Completed,
Cancelled)
FR-021 Link appointments to treatments for continuity of
care
FR-022 Calculate total treatment costs with discounts
FR-023 Process cash and card payments for treatments
o FR-024 Apply payment-specific and treatment-level
= discounts
2
g
o FR-025 Track paid amounts and outstanding balances
5
g
S FR-026 Store card information securely (last 4 digits only)
FR-027 Generate payment receipts with transaction details
FR-028 View payment history for patients and clinics
FR-029 Request radiology imaging from dentist interface
FR-030 Select radiology centers based on imaging type
support
FR-031 Upload files and imaging reports

Continued on next page

Radiology Management
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Table 4.1 — continued from previous page

Module Requirement ID Description
FR-032 Update radiology request status (Requested,
Completed, Cancelled)
FR-033 View radiology results and images
FR-034 Link radiology requests to specific treatments
FR-035 Natuta! language conversation with Google
Gemini Al
FR-036 Intelligent appointment booking assistance via
- chat
)
2
=
U . .
= FR-037 Answer fiental health questions and provide
information
FR-038 Context-aware multi-turn conversations with
memory
FR-039 Function calling for dentist availability checking
FR-040 Appom‘Fment confirmation and calendar
Integration
FR-041 Manage clinic profile with location and services
g
= FR-042 Add and remove dentists from clinic roster
&0
£
§ FR-043 Assign secretaries to clinic for administrative
9 tasks
g
O
FR-044 Configure available treatments with pricing

Continued on next page
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Table 4.1 — continued from previous page

Module Requirement ID Description

FR-045 View clinic-wide analytics and statistics

- FR-046 Admin approval system for dentist registrations

5

5 . .

§0 FR-047 User gtatus management (Active, Pending,

g Deactivated)

=

5

- FR-048 Profile updates for all user types
FR-049 User search and filtering by role and status
FR-050 Push notifications via Firebase Cloud Messaging

g

g= FR-051 Email notifications for important events

;2 FR-052 Real-time notifications for appointment changes
FR-053 Notification history and preferences
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4.2 Non-Functional Requirements
Non-functional requirements specify the quality attributes, performance characteristics, and

constraints that the system must satisfy. These requirements ensure that the system is reliable,
secure, performant, and maintainable.

Table 4.2: Non-Functional Requirements for Dentify Platform

Category | Requirement ID Description
NFR-001 AP'I response time must be optimized for the
majority of requests
%é NFR-002 Support concurrent access by multiple users
<
B
S} P
“8 NFR-003 Datapase query optimization for complex
(¥ appointment searches
NFR-004 Mobile application startup time must be optimized
NFR-005 Real-time notifications delivered promptly
All data transmission encrypted using
NFR-006 HTTPS/TLS
NFR-007 Il)gssword hashing using bcrypt with salt rounds of
2
E
é NFR-008 JWT tokens with configurable expiration
NFR-009 SQL' injection prevention through parameterized
queries
NER-010 Role-l?ased access control enforced on all
endpoints
NFR-011 Two—factor authentication option for enhanced
security
Continued on next page
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Table 4.2 — continued from previous page

Category | Requirement ID Description
NFR-012 ngh system uptime excluding planned
2 maintenance
;:
S NFR-013 Tr‘ansactlon rollback on database operation
failures
NFR-014 Error logging and monitoring for debugging
o NFR-015 Horizontal scaling capability for API servers
;:’ Datab ti ling for efficient
& NFR-016 atabase connection pooling for efficient resource
% usage
NFR-017 Supabase managed database for automatic scaling
NER-018 InFult.we user interface following Material Design
o principles
%
- NFR-019 Mobile-responsive web application design
NFR-020 Consistent UI components across web and mobile
platforms
2
:g NFR-021 Mobile application support for iOS and Android
:
5 i . .
S NFR-022 Cro§s platform mobile development using React
Native
z NFR-023 Modular code architecture with separation of
= concerns
fla]
<
=
<
k= NFR-024 Version control using Git with GitHub
<
>

Continued on next page
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Table 4.2 — continued from previous page

Category | Requirement ID Description
NER-025 Conglstent code formatting using Prettier and
ESLint
= NFR-026 ACID compliance for all database transactions
50
]
Ti NFR-027 Data validation on both client and server sides
=
A
Database normalization to third normal form
NFR-028 (3NF)
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4.3 Sequence Diagrams and Descriptions

This section presents detailed sequence diagrams illustrating the key workflows and interac-
tions within the Dentify system. Each diagram is accompanied by a description explaining the
process flow and system behavior.

4.3.1 Authentication and User Management

The authentication system implements secure user registration, login, and session management
across all user roles. The system supports email-based registration with role-specific profile
creation, JWT token-based authentication for stateless sessions, and optional two-factor au-
thentication for enhanced security.

Figure 4.1: Use Case Diagram showing system actors and their interactions
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The registration process begins when a user submits their credentials and role-specific infor-
mation. The system validates the input data, checks for existing accounts, hashes the password
using berypt, and creates both the user account and associated role-specific profile in a single
database transaction. Upon successful registration, a JWT token is generated and returned to
the client for subsequent authenticated requests.

The login flow authenticates users through email and password verification. If two-factor
authentication is enabled, the system prompts for a TOTP code before granting access. Suc-
cessful authentication generates a JWT token containing the user’s ID, role, and permissions,
enabling stateless authorization for protected resources.
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4.3.2 Appointment Booking and Management

The appointment booking system provides two primary booking methods: manual booking
through the user interface and Al-assisted booking via the chatbot. Both methods converge at
the same appointment creation logic to ensure consistency.

Complete Appointment Booking Workflow (Manual & Al Chatbot)

vk Wobielten Az Sackend 41 Goople Gemin A [Postoresa | Frbase irstore [Frsbase | [Dentston] o

| Dentsts date

GET Japusentists/{dentistio) profe
S aptoentststiventetioyrofie ¢

| Profle data

}
Open chatbor
Load chat istory N
POST fagiichatbamessage
Cone }
| Display message,
POST fapiichatbormessage
(LOST faplchatosiimessane !
AT
rousACK
gousck
409 Contct
{emor "Time sot o enger avaiabie’)
< Show emor suggest aernatives
S e G T
o Showaltemay
{sict svaiabia i
Push notication
Bush notfcaten ..
Noticatonalet |
T v T
| A messae + appeintment
201 Crearee
| lapouintmen: (o date e, .))
™ detals
atient Dentist
ter Mobile/Web App. Backend AP Google Gemini Al | PostoresOL | [Firebase Firestore | Firebase FcM | [ Dentist App o

Figure 4.2: Appointment Booking Flow showing manual and chatbot-assisted booking

30



CHAPTER 4. SYSTEM ANALYSIS

Manual booking allows patients to search for dentists by location and specialization, view
detailed dentist profiles including working hours and clinic information, check real-time avail-
ability based on the dentist’s schedule and existing appointments, and select a preferred time
slot. The system calculates available slots by analyzing the dentist’s working hours, appoint-
ment duration, and existing bookings.

Chatbot-assisted booking leverages Google Gemini Al to provide a conversational booking
experience. Patients can express their appointment needs in natural language, and the Al inter-
prets the intent, retrieves available dentists, checks appointment availability, and facilitates the
booking process through function calling.

Both booking methods perform the same validation checks before creating the appointment:
verifying time slot availability, ensuring the dentist is active and available, confirming clinic
association, and preventing double-booking. Upon successful creation, the system sends real-
time push notifications to the dentist and secretary, updating them about the new appointment
request.
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4.3.3 Treatment Management Workflow

Treatment management encompasses the complete lifecycle of patient care, from initial exam-
ination through treatment completion. Dentists create treatment plans during or after patient
appointments, documenting diagnoses, procedures, and care strategies.

Treatment Management Workflow

patient Dentist \ Dentist Web/Mobile Backend API \ PnslgreSQLl Firebase FCM \ \ Patient App.

e e e |
1 Session

Open appointment

| GET Japilappointments/{id}

| SELECT appointment -+ patient

| | Appointment details

Display appointment

Start examination |

[(SIE_J TFirst Visit - Croate Trastment] | '
| Create new treatment | !

| (select treatment type)
i | POST /apiftreatments
' {patientld, dentistid,
| treatmentName, description}

| BEGIN TRANSACTION

| INSERT INTO Treatment

1 (patientld, dentistld,

| treatmentName, status=IN_PROGRESS,
| totalAmount, paidAmount=0)

|_ treatmentld created

COMMIT

| Treatment created

{Existing Treatment]
| Open existing treatment

| GET Japi/treatments/ {treat mentid}

| SELECT treatment + appointments

| Treatment details

Display treatment |

| Add/Update teeth status
! [{toothNumber: 12,
| condition: "Cavity", priority: "High"}]

| PATCH /apiftreatments/{id}/teeth-status
| {teethsStatus: [...]}

| UPDATE Treatment
| SET teethStatus = SON

Updated

| Add session notes :
1 & session cost i i

PATCH /api/appointments/{appointmentid}
{sessi 3 ionCost, }

1 UPDATE Appointment
| SET sessionNotes, session Cost

| | UPDATE Treatment
! ' SET totalAmount += sessionCost

| Updated |
Session saved | |
—_— |

ption (if needed) |

o [Prescription Required]
| Create prescription

| Fill prescription form !
 (medications, dosage, instructions)

| POST Japiftreatments/{id} /prescriptions
| {medications: [...], prescription Date)

| | Generate prescription number

| UPDATE Treatment
| SET prescriptions = JSON_APPEND(
| prescriptions, new prescription)

| Notify patient

H | "New prescription available®

| | Updated

Prescription added

| s o ||
{ complete

|_Mark appointment complete :

i | PATCH /api/appointments/{id} |
| {status: COMPLETED} |

| UPDATE Appaintment
! SET status = COMPLETED

| Updated :

| Notify patient

 Push: *Appointment completed*
Push: "Appointment completed” |

Notification

|_ Appointment completed H H ! !

| Success message

"EE?“ De%‘f‘ [ Dentist web/Mobile Backend API PostgreSQL | | Firebase FCM [ Patient App

FaN VAN

Figure 4.3: Treatment Management Workflow showing treatment creation and updates
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The treatment workflow begins when a dentist examines a patient during an appointment.
For first-time patients, the dentist creates a new treatment record specifying the treatment name
(e.g., "Root Canal", "Orthodontic Braces") and initial description. The system initializes finan-
cial tracking with total amount, discount, and paid amount fields.

During each session, dentists can update teeth status information stored as JSON, track-
ing individual tooth conditions, priorities, diagnosed dates, and treatment notes. This flexible
schema accommodates varying dental charting needs without rigid table structures. Session
notes and costs are added to appointments, with session costs automatically accumulated into
the treatment’s total amount.

Prescription management is integrated within the treatment workflow. Dentists can generate
digital prescriptions with medication details, dosages, and instructions. Prescriptions are stored
as JSON arrays within the treatment record, maintaining a complete medication history. Patients
receive notifications when prescriptions are added and can view them through their mobile or
web interface.

Treatment status transitions from "In Progress" to "Completed" once all planned sessions
are finished and payments are settled. Cancelled treatments are marked accordingly with ap-
propriate notes explaining the cancellation reason.
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4.3.4 Payment Processing System

The payment system handles financial transactions for treatments, supporting both cash and
card payments with discount application capabilities. The system maintains accurate financial
tracking through transactional integrity and automated balance calculations.

Payment Processing Workflow

pationt Secretary/Patient App | Backend API PostgresqL | ‘ Firebase FCM | ‘ Dentist App

i . ————— i i i
{ view Balance |

GET Japijtreatments/ {treatmentld} '

| SELECT Treatment !

N | Treatment data
| | {totalAmount, paidAmount,
' | treatmentDiscount}

| Calculate balance i
| totalAmount - treatmentDiscount - paidAmount |

Treatment details + balance

L Display balance due

=
{Process pay 1

Make payment

(amount, method, discount)
—_——
| Select payment method
| {Cash or Card)

alt [Payment Method = Card] |

T Enter card details
( (number, holder,
| Provide card info
—

Store only last 4 digits
& card type

| POST Japi/payments

1 {treatmentld, amount,

| method, discount,

| cardLastFour?, cardHolder?,
| cardType?, notes?}

Verify JWT & permissions

1| BEGIN TRANSACTION

| SELECT Treatment
| FOR UPDATE

Treatment data

<= remaining balance

| Validate payment amount

alt Tinvalid amount]
ROLLBACK

400 Bad Request
{error: “Invalid amount“}

[Valid amauRt]
' | INSERT INTO Payment

| (treatmentlid, patientUserid,

I amournt, discount, method,

| paymentDate, cardinfo)

| paymentid created

| UPDATE Treatment SET
| paidAmount += amount,
| treatmentDiscount += discount

Updated

Check if fully paid

alt  J [Fully Paid]
| UPDATE Treatment
| SET status = COMPLETED

COMMIT TRANSACTION

Notify dentist
“Payment received: ${amount}*

Push notification
—

201 Created
{payment: {id, amount, date, ...},
remainingBalance}

Payment successful

<

e
y History |
View payment history

GET Japijtreatments/ {treatmentld}/jpayments

SELECT payments
WHERE treatmentid
ORDER BY paymentDate DESC

Payment list

Payments data
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<
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A

Figure 4.4: Payment Processing Flow showing payment creation and balance tracking
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Payment processing begins when a patient initiates payment for a treatment. The system
first retrieves the current treatment status, including total amount, paid amount, and treatment-
level discount. The outstanding balance is calculated as: Total Amount - Treatment Discount -
Paid Amount.

For card payments, the system securely captures only essential card information: last four
digits, cardholder name, and card type (Visa, Mastercard, etc.). Full card numbers and CVV
codes are never stored, complying with PCI DSS security standards. Cash payments require
only the amount and optional notes.

Each payment can include an individual discount amount in addition to treatment-level dis-
counts. The system validates that the payment amount does not exceed the outstanding balance
and that discounts are reasonable. Upon successful payment, the system creates a payment
record and updates the treatment’s paid amount and cumulative discount.

Database transactions ensure atomicity: either the payment is fully recorded and the treat-
ment updated, or the entire operation rolls back on failure. This prevents inconsistent financial
states. Payment confirmations are sent via push notifications to relevant parties (patient, dentist,
clinic), and payment receipts can be generated showing transaction details.

35



CHAPTER 4. SYSTEM ANALYSIS

4.3.5 Radiology Request and Results Management

The radiology request system facilitates collaboration between dentists and radiology centers
for medical imaging services. Dentists request imaging studies, radiology centers process them
and upload results, and dentists review the images to inform treatment decisions.

Radiology Request Workflow

X 1 3

A Powr— - A A
Demtiat Dentist App \ Backend API PnslgreSOL ‘ \ Firebase FCM Radiology Web Radiology Center parient
: : : I : : ‘ :
Create Requesl

| Open patient treatment

' | GET Japiftreatments/{id} i ' 1 i ! | |
| SELECT treatment
: i |_ Treatment data i 1 1 1 i !

| Request radiology | | | | | | | |
| (select imaging type) ! ! ! ! ! ! ! !
| | | GET /apiradiology-centers | | | | | |
| | 7imaging Type=X-ray&city=Nablus _ | | | | | | |
| SELECT RadiologyCenter WHERE
| supportedTypes CONTAINS ‘X-ray'
' ' Available centers ' ' ' ' ' '

| Display centers ] | | | | 1 1 1
< ! ! ! ! ! !

Select center
| Add notes

| POST /api/radiology-requests
| {patientld, dentistd,
; radiology Centerld, treatmentld,
| | imagingType, notes}

Verify permissions

| | | BEGIN TRANSACTION | | | | | |

| INSERT INTO RadiologyRequest

| (patientid, dentistid, i

i 1 | radiology Centerld, treatmentld, 1 1 | | | |

! ! | imagingType, requestDate, ! ! ! ! ! !
| status=REQUESTED, notes)

| | |_requestld created o | | | | |

i | |_Notify radiology center | | | | | |

| Push: “New imaging reque:
| | | Notify patient . |

| Push: “Imaging requested"

| 201 Created

View & Process Request

| | | GET /apifradiology-requests | | | | |
| | | Pstatus=REQUESTEDG centertd= (\u) . . ! ! !

| | | SELECT requests + patient + dentist | | i i i 1
_R st list

| Display requests

! ! 1 1 | | Process imaging : : '
| | Perform X-ray/CT scan |

i i i i i | Upload results i i i

| | ' ! ! | (DICOM filefimage) | | |
| PATCH fapifradiology.requests/{id} |

: i {reportFile: base 1 i 1 1 1

! | | 2vailableDate, oy COMPLETED) . . ! ' ' '

| UPDATE RadiologyRequest SET
| reportFile, availableDate,
status = COMPLETED

' ' Notify dentist ' ' ' ' '

|  Push: “Radiology results available* |

i i | Notify patient : : i i i i

| Push: "Imaging results ready” |

| Request updated

View Results
| Notification alert ! ' T !
| Motificationalert |
| View radiology results | | ' | : : | |
—_—————

| GET Japifradiology-requests/{id} |
| | | SELECT request + reportFile | | | | | |
—_—

Results data + image

| Review & add to treatment notes _| |
I —

! | PATCH Japi/treatments/{id} ! ! ! ! ! ! !
i | {notes: “Reviewed X-r | | | | i i i

I I | UPDATE Treatment i I I I I I
—_—
| o Updated

| | < Notes saved | | | | | I I

De%‘f‘ Dentist App Backend API PnstgreSQL‘ [rimbase FCM Radiology Web “ﬁ“"""ﬁéce"‘” Patient App. Pai'cfj“

Figure 4.5: Radiology Request Workflow showing request creation, processing, and results
delivery
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The radiology workflow begins when a dentist determines that imaging is necessary for
diagnosis or treatment planning. The dentist selects the imaging type (X-ray, CT, 3D scan, etc.)
and chooses an appropriate radiology center based on supported imaging types and location
proximity. The system creates a radiology request linking the patient, dentist, radiology center.

Radiology centers view pending requests through their web dashboard, showing patient
information, dentist details, imaging type, and any special instructions. After performing the
imaging procedure, the radiology center uploads the results, typically files for digital X-rays or
CT scans, encoded as base64 for storage. The request status is updated to "Completed", and the
availability date is recorded.

Real-time notifications alert the dentist when results become available. The dentist can view
the imaging files directly within the application, analyze the images, and incorporate findings
into treatment notes. This integrated workflow eliminates the need for patients to physically
transport X-ray films between facilities, improving care coordination and reducing delays.

The radiology request system maintains complete audit trails, recording request dates, com-
pletion dates, and all status changes.
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4.3.6 System Architecture and Integration

The overall system architecture implements a three-tier client-server model with clear sepa-
ration of presentation, business logic, and data persistence layers. The architecture supports
multiple client applications (web and mobile) accessing a unified backend API.

Figure 4.6: System Architecture Diagram showing all components and their interactions

The presentation layer consists of a React.js web application and React Native mobile ap-
plication, both consuming RESTful APIs. The web application provides comprehensive func-
tionality for all user roles with a desktop-optimized interface. The mobile application focuses
on patient, dentist, and secretary needs with touch-optimized UI components.

The business logic layer is implemented as a Node.js Express.js API server handling authen-
tication, authorization, business rules, and data validation. The API follows RESTful principles
with resource-based URLSs, standard HTTP methods, and JSON data format. Middleware layers
enforce authentication via JWT tokens and role-based authorization before processing requests.

The data persistence layer employs a dual-database architecture. PostgreSQL hosted on Su-
pabase stores structured clinical data including users, appointments, treatments, and payments.
Firebase Firestore handles real-time chat conversations and notifications where low-latency up-
dates are critical. This architectural decision leverages each database’s strengths: PostgreSQL’s
ACID compliance for transactional integrity and Firestore’s real-time synchronization for col-
laborative features.

External integrations include Google Gemini Al for chatbot functionality, OpenAl GPT-4
Vision for medical imaging analysis, and Firebase Cloud Messaging for cross-platform push
notifications. These services are accessed through their respective APIs with secure credential
management via environment variables.
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4.4 Database Design

The database schema implements a normalized relational model with strategic use of JSON
fields for flexible data structures. The design follows third normal form (3NF) principles to
minimize redundancy while optimizing query performance for common access patterns.

® User
id: int

email: string

password: string

phone: string

role: UserRole

profilelmage: string

status: UserStatus
twoFactorSecret: string
twoFactorEnabled: boolean
resetPasswordToken: string
resetPasswordExpiry: datetime

clinicName: string
registrationNumber: string
city: string

location: string
coordinates: string
website: string
description: string
workingHours: JSON
availableTreatments: JSON

lastName: string
gender: Gender

@ RadiologyCenter

userld: int
centerName: string
registrationNumber: string
website: string

city: string

location: string
coordinates: string
description: string
workingHours: JSON
supportedTypes: string[]

has many

has many

Q
® Dentist

userld: int

firstName: string
lastName: string
licenseNumber: string

@ Secretary

® Patient

userld: int
firstName: string
lastName: string
gender: Gender
birthDate: datetime
city: string

userld: int
firstName: string
lastName: string
birthDate: datetime

birthDate: datetime
gender: Gender gender: Gender
city: string
clinicld: int

workingHours: JSON
appointmentDuration: int
socialLinks: JSON

performs receives rocesses

() Treatment
id: int

patientid: int
dentistld: int
treatmentName: string
schedules books gleastf.lrsl?tTI?:ét?:el?lgt]Status akes requests
totalAmount: float
treatmentDiscount: float
paidAmount: float

notes: string
teethStatus: J[SON
prescriptions: JSON

undergoes

ncludes aid by

requires

A A
® S ® Payment ® RadiologyRequest
id: int . T .
i b id: int id: int
g‘:g:};gs ::tt treatmentld: int patientld: int
clinicld: int amount: float dentistld: int
vintmentDate: datetime discount: float radiologyCenterid: int
startTime: datetiﬁle method: PaymentMethod treatmentid: int
endTime: ‘datetime paymentDate: datetime requestDate: datetime
status: AppointmentStatus notes: string IimagingType: string
atientNotes: strin cardLastFour: string availableDate: datetime
E‘earmennd Aint g cardHolder: string reportFile: string
sessionNotes: strin cardType: string status: RequestStatus
sessionCost: float g patientUserld: int notes: string

Figure 4.7: Entity Relationship Diagram showing database schema and relationships
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The User entity serves as the base authentication entity with a one-to-one relationship to
role-specific profile entities (Admin, Patient, Dentist, Clinic, Secretary, RadiologyCenter). This
design supports the single table inheritance pattern while maintaining clear role separation and
avoiding nullable columns for role-specific attributes.

Key relationships include:

* Clinics have many Dentists and Secretaries through one-to-many relationships

* Appointments link Patients, Dentists, and Clinics in a many-to-many association

Treatments connect Patients and Dentists with one-to-many relationships to Appoint-
ments and Payments

RadiologyRequests associate Patients, Dentists, and Radiology Centers

JSON fields store semi-structured data including working hours (varies by day and role),
teeth status (variable number of teeth with different conditions), prescriptions (medication lists
with dosages), and available treatments (service catalogs with pricing). This approach provides
schema flexibility without sacrificing relational integrity for core business entities.

Indexing strategies optimize common query patterns: user lookups by email, appointment
searches by dentist and date, treatment retrieval by patient, and radiology request filtering by
center and status. Foreign key constraints enforce referential integrity with cascade delete be-
haviors protecting against orphaned records.

The database design accommodates future extensibility through the modular entity structure.
New user roles can be added as separate tables with foreign keys to the User entity. Additional
features like appointment reminders, or billing integrations can extend existing entities without
disrupting the core schema.
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Chapter 5

Results and Discussion

This chapter presents the comprehensive implementation results of the Dentify dental clinic
management system. The system successfully realizes all functional and non-functional re-
quirements outlined in Chapter 4 through modern web and mobile interfaces. This discussion
demonstrates the key features across all user roles, showcasing how the platform addresses
dental practice management challenges through innovative technology integration.

5.1 System Overview and Architecture

The Dentify platform consists of two primary client applications - a React.js web application
and a React Native mobile application - both connecting to a unified Node.js backend API. The
system implements role-based access control supporting six user types: Admin, Clinic, Dentist,
Secretary, Patient, and Radiology Center. Each role receives a customized interface tailored to
their specific workflows and responsibilities.

5.2 Core Feature Implementation

5.2.1 Platform Landing Page and User Onboarding

The system welcomes users through a professional landing page that introduces the platform’s
capabilities and value proposition. Figure 5.1 showcases the public-facing homepage featuring
clear navigation, feature highlights, and call-to-action buttons for registration and login.

el B i R -
Simplify Your
Dental Practice
Management

Comprehensive platform designed to streamline patient management, appointment
scheduling, treatments, payments, and radiology requests for dental clinics of all sizes.

Get Started Free Sign In
200 F =
P & H

Figure 5.1: Dentify Platform Landing Page with Feature Overview
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The landing page effectively communicates the platform’s mission to simplify dental prac-
tice management, highlighting key features such as patient management, appointment schedul-
ing, treatment planning, payment processing, and radiology integration. This professional pre-
sentation establishes trust and encourages user adoption.

5.2.2 User Authentication and Security

The authentication system implements industry-standard security practices including bcrypt
password hashing, JWT token-based sessions, and optional two-factor authentication using
TOTP. All user roles access the system through the same secure authentication flow, ensuring
consistent security standards across the platform.

m Dentify
et A

Create your patient account to get started

Patient Registration
Join our dental care community today

First Name

ad----yyyy =)

Figure 5.2: Patient Registration and Signup Interface

Figure 5.2 showcases the comprehensive patient registration interface designed to streamline
the onboarding process. The signup page features professional Dentify branding with the wel-
coming message "Create your patient account to get started" and "Join our dental care commu-
nity today." The registration form collects essential patient information through well-organized
input fields:

* Personal Information: First name and last name fields for patient identification

* Contact Details: Email address for account authentication and communication, phone
number with international country code selector

* Demographic Data: Date of birth picker for age verification and medical record man-
agement, gender selection dropdown for personalized healthcare

* Location: City selector enabling location-based dentist search and regional service avail-
ability
* Security: Password creation with confirmation field to prevent entry errors and ensure

strong credential establishment

* Legal Compliance: Terms and Conditions checkbox with hyperlinked access to full
terms and Privacy Policy documentation

The form implements client-side validation providing real-time feedback on input errors,
password strength requirements, and field completeness. This approach reduces registration
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friction while maintaining high data quality standards essential for healthcare record manage-
ment.

(a) Login Portal (b) Registration Overview

Figure 5.3: Authentication System - Login and Registration

The login portal (Figure 5.3a) offers a clean, intuitive interface with "Remember Me" func-
tionality for session persistence and easy password recovery access. The authentication system
(Figure 5.3b) provides the complete registration workflow ensuring proper user onboarding
across all platform roles.

¢« moE ® o aitees > =

Dentify

Password Reset Request - Dentify » s o u

(=xs = ‘ Dentify o) f @ 6
a
Forgot Password? a
_:?nm.“m Dentify
—— Password Reset Request

Hello Ala’a! &

for your Dentiy acoount

LLLLL

(a) Password Reset Request (b) Email Notification
©)...oemify,

a
Reset Password
PSE———

(c) New Password Creation

Figure 5.4: Password Recovery Workflow

The password recovery system (Figure 5.4) implements a secure three-step process: users
request a password reset, receive a time-limited token via email, and create a new password.
This workflow complies with security best practices by preventing password exposure and en-
suring only authorized users can reset credentials.
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[ Fos— o R - |
Simplify Your Simplify Your

Dental Practice
Management Management
Light Theme Dark Theme

Figure 5.5: System Theme Options for Enhanced User Experience

Figure 5.5 demonstrates the system’s support for both light and dark themes, enhancing user
experience and accessibility. Users can toggle between themes based on personal preference or
environmental lighting conditions, reducing eye strain during extended use.

5.2.3 Appointment Booking System

The appointment booking feature represents a critical component enabling patients to schedule
dental visits efficiently. The system provides two booking pathways: manual selection through
the user interface and Al-assisted booking via the integrated chatbot. Figure 5.6 illustrates the
complete appointment booking workflow.

(1) (2)

3) 4)
Figure 5.6: Appointment Booking Workflow

The booking interface allows patients to search dentists by location, specialization, and
availability. Real-time availability checking prevents double-booking by analyzing dentist sched-
ules, appointment duration settings, and existing bookings. Upon successful booking, the sys-
tem sends push notifications to dentists and clinic staff, ensuring immediate awareness of new
appointments.
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5.2.4 Treatment Planning and Clinical Documentation

Treatment planning functionality enables dentists to create comprehensive patient care plans,
document clinical findings, manage prescriptions, and track treatment progress. This feature
implements digital dental charting, treatment cost calculation, and prescription generation. Fig-
ure 5.7 demonstrates the complete treatment management workflow.

b OB @ .
& GenersConsuatin O ®Mm W) »
(1 (2)
=0 YN I = @om v O D (@ e
)
3) “4)
=0 PRI YN T

- e . Q0
B Reports. B Reports. ;
........ L B oentiet *®
N Orthodontics (@ InProgress )
Patient: Abdullah Shabib
W 0/3 teeth completed
Payment Progress 0%
. 9P @us—
Paid: $0.00 Balance: $2000.00
e &6 Started: Jan 18, 2026
[ [ 3 Book Appointment ]
B pentist * .
(7 (8)

Figure 5.7: Treatment Planning Complete Workflow
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The dental charting interface provides an interactive tooth diagram where dentists document
individual tooth conditions, treatment priorities, and diagnosis dates. This visual approach en-
hances clinical documentation accuracy and facilitates clear patient communication. Prescrip-
tions are generated digitally with medication details, dosages, and instructions, automatically
linking to patient treatment records.

5.2.5 Payment Processing System

The payment module handles all financial transactions related to dental treatments. The system
supports both cash and card payments, applies treatment-level and payment-specific discounts,
tracks outstanding balances, and generates payment receipts. Figure 5.8 demonstrates the com-
plete payment workflow.

Add Payment

Add Payment

(1) (2)

Payment Management
Track s

3) “4)

Figure 5.8: Payment Processing System

For card payments, the system securely stores only essential information (last 4 digits, card-
holder name, card type) complying with PCI DSS standards. Full card numbers and CVV codes
are never stored. The system calculates outstanding balances automatically as: Total Amount -
Treatment Discount - Paid Amount, ensuring accurate financial tracking.
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PAYMENT RECEIPT

Receipt Number: #29

CLINIC INFORMATION PROVIDER & PATIENT INFORMATION
Clinic Marne: Happy Smile Clinic Dentist: Dr. Ala‘a
Location: Rafidia Street Abdeirahim

Date of Payment:  Jan 18, 2026 Patient: Test] patient

Fayment Method: Cash

Orthodontics $500.00

Total Amount Paid: $500.00

t applied to treatrment tot:

This is an official payrment receipt. Please retain for your records.
Thank you for your payrment.

Figure 5.9: Comprehensive Payment Transaction Report
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5.2.6 Radiology Request Management

The radiology integration facilitates collaboration between dentists and radiology centers for
medical imaging services. Dentists can request various imaging types (X-ray, CT scan, 3D
imaging), select appropriate radiology centers, and review imaging results directly within the
platform. Figure 5.10 illustrates the complete radiology workflow.

3)

(6)
Figure 5.10: Radiology Request Complete Workflow

Radiology centers receive pending requests through their dashboard, upload files and re-
ports, and update request status. Dentists receive real-time notifications when results become
available and can view images directly within the application, integrating findings into treatment
planning.

48



CHAPTER 5. RESULTS AND DISCUSSION

5.2.7 Al-Powered Chatbot Assistant

The integration of Google Gemini 2.5 Flash Al provides an intelligent conversational assistant
for patient support and appointment booking. The chatbot demonstrates natural language un-
derstanding, context-aware conversations, and function calling capabilities to interact with the
appointment system. Figure 5.11 showcases the chatbot functionality.

% | Dentify Al

Your dental assistant

Hi! I'm your Dentify Al Assistant. How
can | assist you today?

07:43 PM

| want to book an appointment in
20/1/2026

07:43 PM

When would you like to schedule your
appointment on 2026-01-20? What
time works best for you? (or
morning/afternoon/evening)

07:43 PM

AR -~

[ Type your message... ]

Powered by Google Gemini Al - Free & Private

(1

4 | Dentify Al

Your dental assistant

% Dentify Al o x

Your dental assistant

morning
07:45 PM

Here are the available dentists for
Tuesday, January 20, 2026, in the
morning:

1. *=Dr. Ala'a Abdelrahim** -
Orthodontist, General Dentistry
Clinic: Happy Smile Clinic, Nablus

Please select which dentist you'd like
to see by telling me the doctor's name
or number.

07:45PM

[ Type your message... ]

Powered by Google Gemini Al - Free & Private

2)

Perfect! Please click the "Confirm

Booking' button to complete your

appointment at 11:00 AM.

Appointment Details:
Date: 2026-01-20
Time: 11:00 AM
Reason: Consultation

Confirm Booking

07:45 PM

Appointment requested successfully!

Your appointment with Dr. Ala'a
Abdelrahim on Tue, Jan 20, 2026,
11:00 AM is pending confirmation.

07:46 PM

[ Type your message...

)

Powered by Google Gemini Al - Free & Private L [ o

4

2% Dentify Al o x

Your dental assistant

a a
Dr. Ala'a Abdelrahim
07:45PM

You've selected Dr. Ala'a Abdelrahim
for an appointment on Tuesday,
January 20, 2026. What specific time

in the morning works best for you?
1AM
07:45PM

07:45 PM

Perfect! Please click the "Confirm

Booking' button to complete your

v appointment at 11:00 AM. v

[ Type your message... ]

Powered by Google Gemini Al - Free & Private

3)

Figure 5.11: AI Chatbot - Interface and Conversation Examples

The chatbot handles common patient inquiries, provides dental health information, checks
dentist availability, suggests suitable appointment times, and confirms bookings through natural

language interaction.
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5.2.8 Real-Time Communication System

The platform implements a comprehensive real-time messaging system enabling direct com-
munication between users. This feature facilitates professional correspondence, appointment
coordination, and patient care discussions across all user roles.

a Chats X

Q o

RECENT

Super Admin 07:33PM
admin@gmail.com
how are you?
Ala'a Abdelrahim 06:01PM
( dentist@gmail.com
hi

IS8 Find Contacts X

testladmin

testladmin@gmail.com

testlrad@gmail.com
testirad@gmail.com

Ala'a Abdelrahim
Dentist

hi

06:01 PM

hi

09:07 PM

how are you

09:07 PM

fine

test2dr@gmail.com

09:08 PM '

testlsec
testisec@gmail.com

(e
@
° test2
@

Type a message...

test1
Dentist
testldr@gmail.com -

(b) Contact Search (c) Conversation Interface

(a) Chat Sidebar

Figure 5.12: Real-Time Messaging and Communication Features

Figure 5.12 illustrates the complete messaging workflow. Users access conversations through
an intuitive sidebar displaying recent chats with online status indicators. The contact search
functionality allows quick discovery of other system users by name, email, or role, enabling
efficient communication initiation. The conversation interface provides a clean, modern chat
experience with message timestamps, read receipts, and persistent conversation history.

All messages are synchronized in real-time using Firebase Firestore, ensuring immediate
delivery across web and mobile platforms. The system maintains conversation persistence,
allowing users to review message history and continue discussions across multiple sessions.
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5.2.9 Notification Management System

The notification system keeps users informed of critical events, appointment updates, payment
confirmations, and system alerts through multiple delivery channels.

» D O
[\ Notifications 3 v X

@ Payment Received

- b

Your payment of $20 has been received.
Discount applied: $30. Thank you!

1d ago

® Radiology Request Created

A radiology request for X-Ray has been
submitted to radiologycenter@gmail.com.

1d ago

® Radiology Request Created

A radiology request for X-Ray has been
submitted to testirad@gmail.com.

Aradiology request for X-Ray has been submitted to testirad@gmail.com.

1d ago
v
r
View all notifications
(a) Notification Dropdown
Dentify Abdullah Shabib _,
o0 @
Notifications € Back
3 unread notfications
° ® Payment Received
Your payment of $20 has been received.Discount appliec: S30. Thank you!
o ® RadiologyRequestCreated o
Aradiology request for X-Ray has been submitted o raciologycenter@gmail.com,
| o ® RadiologyRequestCreated o

o Radiology Results Available

Your radiology results for X-Ray are now avallable.

o Radiology Request Created

Aradiology request for CT has been submitted to radiologycenter@gmail.com.

(b) Full Notifications Page

Figure 5.13: Notification System Interface and Management

Figure 5.13 demonstrates the dual-interface notification system. The notification dropdown
(a) provides quick access to recent alerts directly from the application header, displaying noti-
fication counts, preview content, and timestamp information. Users can mark individual notifi-
cations as read or view all notifications without leaving their current workflow.

The dedicated notifications page (b) offers comprehensive notification management. Users
can mark all notifications as read. Each notification includes contextual information such as
sender details, related entities, and action timestamps.

The system employs Firebase Cloud Messaging (FCM) for reliable push notification de-
livery across devices, ensuring users receive timely updates even when the application is not
actively running.
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5.3 Role-Specific Interface Implementation

5.3.1 Administrator Dashboard

The administrator role provides system-wide oversight and management capabilities. Admins
can approve dentist registrations, manage all user accounts, view system analytics, and config-
ure platform settings. Figures 5.14, 5.15, 5.16, and 5.17 demonstrate the comprehensive admin

interface.

(a) Admin Dashboard Overview

# 0 O
iy oard
a o o
3 2 5 12
........................
I —
(o

(b) Analytics Dashboard

Figure 5.14: Administrator Overview and System Analytics

Secretaries Management

(e) Secretary Management

= @ s 0 B (@

""""""" Clinics Management

: o] @®
@ o e e

(b) Clinic Management

* 0 B (@~
Raciclogy Cartrs Wanagemert e
S ..
D
(d) Radiology Centers Management

S [ia— o ® @iz
B oveniey Admin Management
.
e G

(f) Admin Account Management

Figure 5.15: Comprehensive Admin User Management Interfaces
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11 Add New Clinic
Add New Admin

(a) Add Admin

Add New Patient

(c) Add Patient (d) Add Radiology Center

Figure 5.16: Admin User Creation Forms

Profile Settings
Manage your profile and account preferences

H Radiology Centers

20 Admin Management

L Analytics

Personal Information @ Edit
First Nam ast Name

Figure 5.17: Admin Settings

The admin interface provides comprehensive user management with the ability to create,
edit, activate, deactivate, and delete accounts across all user types. System analytics display
key metrics including total users, active appointments, revenue statistics, and platform usage
patterns.

5.3.2 Clinic Management Portal

Clinic administrators manage their dental practice operations through a dedicated portal. The
interface provides dentist roster management, secretary assignment, treatment pricing configu-
ration, and clinic analytics. Figure 5.18 demonstrates the clinic management capabilities.
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-0 40 B @ P - T .
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(a) Clinic Dashboard (b) Clinic Analytics
Figure 5.18: Clinic Overview and Analytics
=0 RN B - oot % D B @ o ey
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(a) Dentist Management (b) Secretary Management
Figure 5.19: Clinic Staff Management
R T
,,,,,,,,,,,,,,,,, (o e |
-------- - = - 5 cimic *
(a) Treatment Catalog (b) Clinic Settings

Figure 5.20: Treatment Configuration and Clinic Profile Settings

(a) Request New Dentist (b) Request New Secretary

Figure 5.21: Staff Recruitment Request Forms

Clinics can configure their available treatments with pricing information, helping patients
understand service costs before booking appointments. The analytics dashboard shows appoint-
ment statistics, revenue trends, patient demographics, and dentist performance metrics.
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5.3.3 Dentist Workflow Interface

The dentist interface provides comprehensive clinical tools including appointment management,
patient records, treatment planning, prescription generation, payment tracking, and radiology
requests. Figures 5.22 through 5.25 showcase the dentist dashboard and tools.

o 0
(a) Dentist Dashboard (b) Performance Analytics
Figure 5.22: Dentist Overview and Practice Statistics
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Figure 5.23: Dentist Appointment and Schedule Management
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Figure 5.24: Patient and Treatment Management Interfaces
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Figure 5.25: Financial and Radiology Management
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Figure 5.26: Reporting and Dentist Profile Configuration

The dentist dashboard provides a comprehensive view of daily appointments, pending tasks,
recent patients, and performance metrics. The calendar interface displays appointments with
color-coded status indicators, patient information quick-access, and appointment management
actions (pending, confirmed, completed).

5.3.4 Patient Portal

The patient interface focuses on appointment booking, treatment tracking, payment history, and
radiology results access. Patients can search for dentists or clinics, book appointments, view

treatment plans, manage payments, and communicate with healthcare providers. Figure 5.27
demonstrates the patient portal.
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" Welcome back, Abdullah! 0

(a) Patient Dashboard (b) Search Providers

Figure 5.27: Patient Dashboard and Dentist Discovery

56




CHAPTER 5. RESULTS AND DISCUSSION

00 G Sl  JCa—— 0 B e
My Appointments

e

R ® ‘ =
(a) Appointment Management (b) Treatment History

Figure 5.28: Patient Appointment and Treatment Access
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Figure 5.29: Financial Records and Imaging Access
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Figure 5.30: Patient Profile Settings and Preferences

The patient dashboard displays upcoming appointments, recent treatments, and outstanding
balances. The search interface allows filtering dentists by city, specialization, availability.

5.3.5 Secretary Interface

Secretaries access administrative tools for appointment scheduling, patient check-in, and clinic
coordination. The interface streamlines receptionist workflows with quick appointment cre-
ation, patient registration, and schedule oversight. Figure 5.31 shows the secretary portal.
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(a) Secretary Dashboard (b) Profile Settings

Figure 5.31: Secretary Administrative Portal

5.3.6 Radiology Center Portal

Radiology centers manage imaging requests through a specialized interface displaying pend-
ing requests, patient information, and image upload capabilities. The portal enables efficient
collaboration with dental practices. Figure 5.32 illustrates the radiology center interface.
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(a) Radiology Center Dashboard (b) Center Analytics
Figure 5.32: Radiology Center Overview and Performance
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(a) Pending Imaging Requests (b) Center Settings

Figure 5.33: Radiology Request Management and Configuration
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5.4 Mobile Application Implementation

The React Native mobile application extends Dentify’s functionality to iOS and Android plat-
forms, optimizing critical workflows for on-the-go access. The mobile experience prioritizes ap-
pointment management, patient care coordination, and real-time notifications, enabling health-

care professionals and patients to stay connected regardless of location.

5.4.1 Mobile Authentication and Onboarding

The mobile authentication system implements the same security standards as the web platform
with a touch-optimized interface designed for smartphones and tablets. The authentication flow

provides seamless user onboarding with native mobile UI components.

m Dentify

aaaaaaaa

(a) Login

Figure 5.34 illustrates the complete mobile authentication system. The login screen (a)
provides quick access for returning users with biometric authentication support on compatible
devices. The signup interface (b) welcomes new users with role selection options. The authen-
tication page (c) checks the user credentials. The password recovery flow (d) enables secure

Join Dentify & BacktoLo

ed m Dentify

9

First Name Last Name Two-Factor Authentication
Enter the 6-digit code from your authenticator
app

Create y

(b) Signup (c) Authentication Page (d) Password Recovery

Figure 5.34: Mobile Authentication Complete Workflow

account recovery through email verification.
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Figure 5.35: Mobile Password Reset Email Confirmation
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5.4.2 Mobile Home Screen and Navigation

The mobile application provides an intuitive home screen with personalized dashboards and
seamless navigation across all features. Theme customization and sidebar navigation enhance
the user experience.
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Welcome back, Abdullah!
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Next Appointments Next Appointments
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N

(a) Light Home  (b) Dark Home (c) Light Sidebar (d) Dark Sidebar

Figure 5.36: Mobile Home Screen and Navigation with Theme Options

Figure 5.36 demonstrates the mobile application’s home screen in both light and dark themes,
along with the navigation sidebar. The home screen displays personalized widgets, quick ac-
tion buttons, and upcoming appointments. The sidebar provides organized access to all major
features including appointments, treatments, payments, chat, chatbot assistant, and settings.
Theme selection reduces eye strain during nighttime use while maintaining visual clarity.

5.4.3 Mobile Communication Features

Real-time messaging and Al chatbot integration enable seamless communication between pa-
tients, dentists, and clinic staff directly from mobile devices.
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Figure 5.37: Mobile Messaging System and Al Assistant
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The mobile messaging system (Figure 5.37) provides comprehensive communication tools.
The conversations list (a) displays recent chats with unread message indicators and last message
previews. The contact search (b) enables quick discovery of dentists, clinics, and other users
for initiating conversations. The chat interface (c) offers real-time messaging. The Al chatbot
assistant (d) provides instant responses to dental health questions and appointment booking
assistance through natural language conversation.

5.4.4 Patient Mobile Experience

The mobile patient interface focuses on appointment discovery, booking, and health record
access. Figures 5.38 through 5.40 showcase the complete patient mobile journey.
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Figure 5.38: Patient Mobile Dashboard and Navigation
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The mobile booking workflow simplifies dentist discovery through geographic search, spe-
cialty filtering, and availability checking, as shown in Figure 5.39.
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Figure 5.39: Mobile Appointment Booking Complete Workflow

The mobile booking process (Figures 5.39) guides patients through a streamlined work-
flow: searching clinics by location (a), viewing detailed clinic information including services
(b), browsing available dentists with their specializations and schedules (c), selecting preferred
appointment time slots (d) and (e), and confirming the booking with a comprehensive summary
showing appointment details, dentist information, and clinic location.
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Patients access their complete health records including treatments, payments, and radiology
results through dedicated mobile screens (Figure 5.40).
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Figure 5.40: Mobile Patient Health Records, Financial Tracking, and Settings

5.4.5 Dentist Mobile Workflow

Mobile access for dentists emphasizes schedule management, quick patient lookup, and com-
prehensive practice oversight. The mobile dentist interface provides full access to all essential

features required for daily clinical operations.
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Figure 5.41: Dentist Mobile Dashboard, Navigation, and Schedule Management

Figure 5.41 showcases the dentist mobile interface. The dashboard (a) provides at-a-glance
views of daily appointments, pending tasks, revenue statistics, and patient counts. The side-
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bar navigation (b) offers quick access to all dentist features. The appointments screen (c) lists
upcoming and past appointments with patient details, appointment times, and status indicators.

The schedule view (d) displays the dentist’s weekly calendar with time slots, booked appoint-
ments, and availability management.
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Figure 5.42: Dentist Mobile Clinical Management and Financial Tracking

The clinical management screens (Figure 5.42) enable comprehensive patient care coordi-
nation. The patient roster (a) provides searchable access to all assigned patients. Treatment
management (b) allows dentists to review treatment plans, update progress, add session notes,
and manage prescriptions. Payment tracking (c) displays financial transactions, outstanding
balances, and payment history for each patient. Radiology management (d) shows requested
imaging studies and integration with treatment planning.
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Figure 5.43: Dentist Mobile Profile and Settings Management
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The settings screen (Figure 5.43) allows dentists to manage their professional profile, and

update specializations.
The mobile dentist dashboard provides at-a-glance views of daily appointments, pending

tasks, and patient statistics. Push notifications alert dentists to new bookings, cancellations, and
urgent patient messages, enabling responsive patient care.

5.4.6 Secretary Mobile Interface

Secretaries utilize mobile access for front desk operations, including patient check-in, sched-
ule coordination, and appointment management. The mobile secretary interface streamlines
administrative workflows with efficient patient and clinic management tools.
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Figure 5.44: Secretary Mobile Dashboard and Administrative Management

Figure 5.44 presents the complete secretary mobile interface. The dashboard (a) displays
daily appointment statistics, pending tasks, and quick action buttons for common operations
such as scheduling appointments and checking in patients. The settings screen (b) enables pro-
file management, and clinic information updates. The dentist management view (c) shows all
dentists associated with the clinic, their schedules, and availability status. The patient manage-
ment screen (d) displays a list of patients registered at the clinic.
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5.4.7 Mobile Notification System

Real-time push notifications keep users informed of appointment reminders, status changes,
new messages, and system updates. Figure 5.45 demonstrates the mobile notification interface.

; Notifications s Mark all read .4

Radiology Results Available .

Your radiology results for X-Ray are now
available.

9 minutes ago

Radiology Request Created o
A radiology request for X-Ray has been
submitted to radiologycenter@gmail.com.

14 minutes ago

New Treatment Plan ®

A new treatment plan for Orthodontics has been
created. Total amount: $2000

21 minutes ago

Appointment Confirmed b

Your appointment with Dr. Ala'a Abdelrahim has
been confirmed for Tue, Jan 20, 2026, 03:15 PM

30 minutes ago

Appointment Cancelled

Your appointment with Dr. Ala'a Abdelrahim on
Sun, Mar 22, 2026, 09:00 AM has been cancelled

Figure 5.45: Mobile Push Notification System

The notification system uses Firebase Cloud Messaging (FCM) for reliable cross-platform
delivery. Users can view notification history.
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Chapter 6

Conclusions and Recommendations

6.1 Summary of Key Results

The Dentify dental clinic management system successfully demonstrates that modern web tech-
nologies, cloud platforms, and artificial intelligence can effectively address comprehensive den-
tal practice management requirements. The implementation achieved all 53 functional and 28
non-functional requirements with measurable performance metrics:

* Cross-Platform Development Efficiency: Significant code reuse between web and mo-
bile platforms reduced development time and maintenance costs

* AI Integration Success: Al chatbot-assisted appointment booking demonstrates signifi-
cant potential for reducing administrative workload and providing 24/7 patient access

* Security Implementation: Multi-layered security with HTTPS encryption, berypt pass-
word hashing, JWT authentication, role-based authorization, and optional two-factor au-
thentication

* Cost Effectiveness: Open-source technology stack and cloud infrastructure significantly
reduced total cost of ownership compared to traditional on-premises systems

* Database Architecture: Dual-database approach (PostgreSQL for transactional integrity,
Firestore for real-time synchronization) effectively balanced competing performance re-
quirements

The system successfully integrates web-based practice management, cross-platform mobile
applications, Al-powered patient assistance, real-time data synchronization, and role-based ac-
cess across six stakeholder types (patients, dentists, clinic administrators, secretaries, radiology
centers, and system administrators).

6.2 Key Lessons Learned

Architectural Planning: Early architectural decisions regarding database architecture, authen-
tication flows, and API structure significantly influenced development velocity. Allocating sub-
stantial planning time to architecture design proved critical for subsequent efficiency.

Healthcare Security Requirements: Healthcare-specific security and compliance require-
ments demanded considerably more development effort than typical web applications, necessi-
tating dedicated security resources for proper implementation.
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Al Integration Complexity: Al integration required specialized prompt engineering exper-
tise and extensive domain-specific testing rather than routine API connectivity. The chatbot’s
successful booking completion validated the investment in careful prompt design and function
calling implementation.

Cross-Platform Testing Overhead: Testing across browsers and mobile platforms con-
sumed significant development time, highlighting the resource intensity of ensuring consistent
functionality across diverse environments.

Real-Time Feature Costs: Real-time features (chat, notifications, availability checking)
required substantially more development effort than comparable batch-oriented features, re-
quiring careful cost-benefit analysis before implementation.

6.3 Recommendations for Performance Improvement

6.3.1 High-Priority Enhancements (Low Cost, High Return)

Automated Appointment Reminders: Integrate SMS/email reminders 24-48 hours before ap-
pointments to significantly reduce no-show rates and increase practice revenue. Implementation
cost: Low monthly fees for messaging services.

Advanced Analytics Dashboard: Develop comprehensive reporting module for revenue
analysis, patient demographics, appointment trends, and treatment patterns. Enables operational
efficiency gains through data-driven scheduling and resource allocation. Implementation cost:
Moderate development hours.

Digital Pre-Visit Documentation: Enable patients to upload insurance cards, complete
medical history forms, and sign consent forms digitally before appointments. Substantially
reduces check-in time and reception workload. Implementation cost: Moderate development
hours plus low monthly OCR processing costs.

6.3.2 Medium-Priority Enhancements (Medium Cost, High Value)

Insurance Integration: Electronic claim submission and eligibility verification significantly
reduce claims processing time and minimize payment delays. Implementation cost: Integration
with clearinghouse services plus moderate development effort.

Telemedicine Integration: HIPA A-compliant video consultations create new revenue streams
(virtual follow-ups, remote consultations) and improve access for rural patients. Implementa-
tion cost: Monthly fees per provider plus moderate development effort.

6.3.3 Long-Term Enhancements (High Cost, Strategic Value)

Predictive Analytics: Machine learning models for no-show prediction, patient churn anal-
ysis, and optimal scheduling enable revenue increase through intelligent resource allocation.
Implementation cost: Requires specialized data science expertise and extended development
cycle.

Clinical Decision Support: Al-powered treatment recommendations and automated imag-
ing analysis improve diagnostic accuracy and treatment outcomes. Implementation cost: Re-
quires clinical validation, regulatory approval, and ongoing model training with extended de-
velopment cycle.
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6.4 Future Work and Enhancements

Multi-Language Support: Implement internationalization (i18n) to support multiple languages
including Arabic, English, Hebrew, and other languages based on regional requirements. This
would expand the system’s accessibility to diverse patient populations and enable deployment
in international markets with localized user interfaces, notifications, and documentation.

Enhanced AI Chatbot Capabilities: Improve the Al chatbot with advanced features in-
cluding voice interaction support, integration with patient medical history for personalized
recommendations, multi-modal responses with images and videos for patient education, and
improved context understanding for complex multi-step requests. Additionally, implement sen-
timent analysis to detect patient concerns and escalate to human staff when necessary.

Rating and Review System: Develop a comprehensive rating system allowing patients to
rate and review dentists, treatments, and overall clinic experience. This feature would include
verified appointment-based reviews, star ratings, written feedback, and response mechanisms
for dentists to address patient concerns, thereby improving service quality and helping patients
make informed decisions.

Medical Equipment Inventory Management: Introduce an equipment tracking module
to monitor dental equipment, instruments, and supplies. Features would include equipment
maintenance scheduling, usage tracking, sterilization cycle logging, expiration date alerts for
materials, automated reordering for consumables, and equipment allocation across multiple
clinics for larger practices.

Advanced Reporting and Analytics: Expand analytics capabilities with business intelli-
gence dashboards showing revenue trends, treatment success rates, patient retention metrics, ap-
pointment patterns, and dentist performance comparisons. Export functionality for integration
with accounting and practice management systems would streamline administrative workflows.

Patient Loyalty and Referral Program: Implement a rewards system for patient loyalty
and referrals, tracking points for appointment attendance, referrals, and treatment completion.
Patients could redeem points for discounts, free services, or dental care products.

Emergency Appointment Management: Add dedicated emergency appointment slots
with priority booking and urgent case notification system for dentists.

6.5 Final Remarks

The Dentify dental clinic management system successfully demonstrates that modern web tech-
nologies, cloud platforms, and artificial intelligence can effectively address comprehensive den-
tal practice management requirements while maintaining cost-effectiveness and superior user
experience. The project contributes to dental informatics by validating practical Al integration
for patient engagement, demonstrating hybrid database architectures for healthcare applications,
and establishing cross-platform development strategies for medical software.

The system achieves measurable improvements over traditional solutions including sig-
nificant code reuse across platforms, successful Al chatbot booking functionality, substan-
tial cost reduction compared to on-premises systems, and comprehensive security with multi-
layered authentication and role-based access control. Recommended high-priority enhance-
ments—automated appointment reminders, advanced analytics, and digital pre-visit documen-
tation—offer clear return on investment with minimal implementation costs.

69



CHAPTER 6. CONCLUSIONS AND RECOMMENDATIONS

As dental healthcare technology continues evolving, practice management systems will tran-
sition from administrative tools into intelligent platforms supporting evidence-based care deliv-
ery, predictive analytics, and seamless care coordination. The Dentify project establishes a
foundation for this evolution, demonstrating that advanced technology capabilities are accessi-
ble to dental practices of all sizes through open-source solutions and cloud infrastructure.
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