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ABSTRACT

Smart home security systems have become increasingly popular in recent years,
offering homeowners enhanced convenience and comfort. Smart home security sys-
tems integrate various technologies and devices to create a comprehensive network that
ensures the safety and security of the home. These systems typically consist of com-
ponents such as motion sensors, door/window sensors, surveillance cameras, and smart
locks. This paper investigates Broadcasting House as it being a graduation project and
as a system that implements many features related to smart house security first princi-
ples. This project has been able to do so, by proposing our a cost-effective accurate

house security architecture.



CHAPTER 1
INTRODUCTION

In an increasingly interconnected world, technology has become an essential part of
our lives. Additionally, the conceptual idea of smart homes has gained a significant
amount of popularity. With the ability to control various parts of our living environ-
ment through electronic devices, smart houses offer comfort, and enhanced efficiency.
However, as we embrace the benefits of these advanced systems, it becomes crucial to
address the potential security vulnerabilities, specifically those related to protecting our

homes against thieves and intruders.

1.1 Statement of the problem

The inherent insecurity of regular residential houses, which lack sufficient security fea-
tures and fail to provide effective protection against potential threats is a considered to
be the problem at hand. This issue exposes homeowners and occupants to risks such as
property theft, invasion of privacy, and physical harm. Bearing that in mind, our main

concerns in this thesis are:

1.1.1 Inadequate Entry Points

The Security of Inadequate Entry Points, such as poorly reinforced doors and vulnerable

locks with no relation to smart systems. Those can be easily exploited by intruders.

1.1.2  Limited Surveillance Systems

Many regular houses lack comprehensive surveillance systems, including security cam-
eras, motion sensors, and alarms, leaving homeowners unaware of potential security

breaches and reducing the chances of timely intervention.



1.2 Objectives

The objective of this thesis is to propose practical and efficient security solutions while
raising awareness among homeowners and security guards. By granting them full ac-
cess to their house systems and providing them with real-time updates on the latest
events, this research aims to empower them with the knowledge and tools to enhance

the security of their homes.

1.3 Scope of the work

1.3.1 Establish Effective Access Control

The focus of this work involves designing and digitalizing a secure home system that
significantly enhances security measures. By utilizing innovative technologies and
strategic design, the aim is to develop a robust and efficient system that effectively
strengthens the security of homes. Biometric authentication, keyless entry systems or
smart locks, are used to ensure that only authorized individuals can enter the home. This

helps prevent unauthorized access and enhances the overall security of the property.

1.3.2 Implement Surveillance System

The objective is to integrate advanced surveillance systems, including high-quality se-
curity camera, motion sensors, and alarms, to monitor the internal part of the home.
This will enable real-time monitoring, detection of suspicious activities, and timely in-

tervention in case of security breaches.

1.3.3 Enable Remote Monitoring

The objective is to design a secure home system that allows homeowners and secu-
rity guards to remotely monitor various security features, such as surveillance cameras,

alarms, and access control systems, through mobile applications or web interfaces.



1.3.4 Integrate Alarm and Emergency Response System

The objective is to integrate an alarm system that immediately notifies homeowners,
security services, or emergency responders in the event of a security breach or emer-
gency situation, such as a fire or medical emergency. This ensures swift response and

appropriate action to mitigate potential threats.

1.4 Significance

Our project offers a cost-effective solution in comparison to advanced and sophisticated
house security systems, while still providing the essential benefits of protecting lives,
safeguarding property, enhancing personal safety, increasing resilience, and empower-

ing individuals to take control of and monitor their residential security.



CHAPTER 2
CONSTRAINTS AND EARLIER COURSE WORK

2.1 Constraints

2.1.1 Budget Constraints

Optimal operation and implementation of a security system require the utilization of
high-quality sensors and advanced security cameras. However, due to budget con-
straints in our Graduation project, we faced limitations in the resources available for
designing a secure house system. Despite this, we have successfully overcame these
constraints by leveraging cost-effective yet effective electronic devices. Our design
concept remains accurate and reliable, showcasing the effectiveness of our approach

within the given constraints.

2.1.2 Real-World Visualization

We made a concerted effort to create a project visualization that closely aligns with
real-world conceptual ideas. Constraints related to physical installation, scalability, and
compatibility with any other house existing infrastructure may need to be taken into

account.

2.2 Earlier Coursework

* Microprocessors and Microcontrollers courses: Helped us grasp how to use any
sort of electrical device as well as how to interface such devices with Microcon-

trollers/Microprocessors.

* Microcontrollers Lab: We became more acquainted with the practical aspects
of connecting and developing systematized programs with actual Arduino/PIC

boards.
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CHAPTER 3
RELATED WORK

In order to assist home security , this literature review will examine current research
related to Smart Home Security System. Research studies that have discussed this ap-
proach and how successfully these digitalized services will be the focus.

The first paper examined was ”A Review on Security in Smart Home Development”,
Robles et al., 2010. The study indulges into the realm of smart homes and their security
aspects. Additionally, it explores specific tools designed for smart home security. The
research focuses on the establishment of such systems using wireless communication,
similar to what we have implemented in our project. However, the study employs Zig-
Bee and other related protocols for device-to-device communication. Furthermore, it
highlights the numerous benefits of smart secure homes, which enhance convenience
and ease in daily life. Home networking not only offers peace of mind but also keeps
homeowners informed about ongoing events, whether they are at work or on vacation.
In case of emergencies, security systems integrated into smart homes can provide in-
valuable assistance.

The second and last paper, “Design and Implementation of an IoT-Based Smart
Home Security System”, Hoque and Davidson, 2019. As part of our graduation project
proposal, we aim to develop a cost-effective design. This paper presents the framework
for a budget-friendly intelligent home system, specifically focusing on the implemen-
tation of door sensors. These sensors will promptly alert users through an Android
application whenever a door is opened within the house. Similar to our project, the
architecture in the paper utilizes an Arduino-compatible Mega 2560 microcontroller
board. Additionally, it communicates with a web server that employs a RESTful API
via the Raspberry Pi board. Because our method is localized within the home, neither a

webserver nor an RPI board are required in our instance.

11



CHAPTER 4
METHODOLOGY

4.1 System Design

The system represents by wood box which has these dimensions 55cm*35cm™* 14cm, it
is divided into four rooms, each room supplied by sensors to detect thieves. There is

also a camera stand which is put on the motor at the top of the house.

4.2 Used devices and modules

4.2.1 Arduino Mega

The Mega 2560 Arduino, [1] is a microcontroller based on ATMega2560 with 16MHz.
Why we used it in our project? The Arduino mega considered an enhanced version of
the Arduino standard boards, it has many features that facilitate our work in this project.
It has more 1/0 pins, memory. In this part we will justify our usage of the Arduino mega

in our project through some important points:

* Digital I/O pins: Arduino Mega contains of 54 digital I/O pins, while Arduino
UNO contains just 14 digital I/O pins. In our project, we used several compo-
nents, we used four IR sensors, finger print sensor, two motion sensors, 4X4
Keypad, and ESP 32 camera. And we have to mention that the Arduino mega
contains 6 pins for interrupts and we used all of them for sensors, and UNO con-
tains just two interrupts. We can say that the Arduino mega coverage our need

and facilitated the work with this enough number of Digital I/O pins.

* Serial Communication: Arduino Mega contains four hardware UART serial ports,
and as we studied previously, we use these serial ports for communication with
other devices. In our project, we used three components which they need a com-

munication with the Arduino mega, ESP32, ESP32Cam, and finger print sensor.

12



Arduino UNO has just one hardware UART serial port, and this is not compatible

with our needs in communication with several devices.
* Memory: Arduino mega these specifications related to the memory:

— Flash Memory: It used mainly to store the code which is uploaded. And it
has large size in Arduino Mega which is equal 256KB, and it equal 32KB in
Arduino UNO. So, with Arduino mega, we can write complex and extensive

programs.

— SRAM (Static Random-Access Memory): It used to store variables, data,
and stack space during program execution. It a size 8KB, which is larger

than the memory size in Arduino UNO 2KB.

— EEPROM (Electrically Erasable Programmable Read-Only Memory): It is
a non-volatile memory which it used to store data that needs to be retained
when power is disconnect. The Mega has an EEPROM with 4KB size, and
UNO with 1KB.

So, with these differences between memory specification in Mega and UNO, it is
recommended to use mega if writing more complicated code is needed, and even
store larger data. And Arduino UNO it is recommended for simple to mid-level

programs.
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Figure 4.1: Arduino Mega Board
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4.2.2 ESP32

ESP32, [2] It is a microcontroller which is based on the Xtensa LX6 dual-core pro-
cessor, running at 160 or 240 MHz. The ESP32 has two built in modules, Wi-Fi and
Bluetooth, It supports Wi-Fi protocols as 802.11b/g/n, and Bluetooth 4.0 and 5.0. So,
with ESP32, we can build systems which they will be able to connect to the devices
through Wi-Fi. The ESP32 contains GPIO pins - input/output pins which we can use
them for interfacing with external devices, and sensors. The number of them ranges
between 25-36 depending on the development board.

But why we used it in our system? As we mentioned above, the ESP32 has two
modules one of them for Bluetooth, and the other for Wi-Fi, and in our system, if thief
is detected, the system has to send a notification to mobile application of the house
owner that there is a thief detected, and this application need a connection to the Wi-Fi.

You may ask us why we didn’t use ESP8266 for Wi-Fi connection? The ESP32 has
more features and capabilities rather than ESP8266.1t offer high data rates, and better
range. It also provides additional features like Wi-Fi scanning, soft access point mode,

and mesh networking.

Figure 4.2: ESP32-WROOM
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4.2.3 ESP32-CAM

ESP32-CAM, [3] is a development board that designed specifically for projects that
they require Wi-Fi connectivity and image or video capturing.

The ESP32-CAM development board provides GPIO pins, flash memory, and other
peripherals to support the ESP32 microcontroller’s functionality. It also includes an
OV2640 camera module, which is capable of capturing still images and streaming
video.

In our system, we used it for live streaming. So, when a thief is detected, the camera
will start live streaming to show the house owner where the thief is move inside his

house.

Figure 4.3: ESP32-CAM
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4.2.4 Servo Motor MG996R

MG996R ServoMotor, [4] is a popular servo motor, and it is known for its high torque
and fast speed. It operates typically on voltage range between 4.8V to 7.2V. It can rotate
from 0 to 180 degree. It has dimensions 40mm*20mm*40mm.

We put the servo at the top of the house, and we used it in our system to put the
camera on its horn, so when a thief is detected at some room in house, it will move its
horn toward this room, and the camera will show the house owner the movement of the
thief inside this room through live streaming.

When we start our work in the project, we used stepper motor, and we wrote an
algorithm for this process, and now you will ask yourself why we change to use servo
motor? The stepper motor is slow, and we have to be careful for its angle movement, so
if we try to make it move clockwise, we will assign a positive number for its angle, and
if we try to make it move anticlockwise, we will assign a negative value for its angle.
And we have to know that the stepper motor hasn’t a reference point. After facing these
difficulties, we decided using servo, so the servo has reference point at angle 0, and it

is fast as we mentioned above, and servo angle just represents by positive number.

Figure 4.4: Servo Motor MG996R
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4.2.5 Servo motor SG90 (Micro servo)

Is a popular servo motor, it provide limited torque compared to larger servo motors but
it is suitable for lightweight mechanisms and projects. It operates typically on volt-
age range between 3.3V to 6V. It can rotate from 0 to 180 degree. It has dimensions
22.8mm*11.8mm*3 I mm.

We used it in our system to control the lock of the door. We linked the horn of
this servo with a wire, and this wire linked with lock of the door. So, when the person
enter correctly (scan his fingerprint successfully), the horn of the servo will pull the
lock through this wire, and the door will open.

Why we didn’t use it with camera? Because the MG996R servo motor generally
offers a faster rotational speed than the SG90 servo motor, and it is better than micro

servo to hang the stand of the camera.

Figure 4.5: Micro servo SG90
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4.2.6 KeyPad

A keypad with size 4*4 used in our system as a first level for security, so when the user
types the password correctly, he/she will enter to the house, and then he will move to
the second level to authenticate himself through fingerprint which we will talk about it
in the next topic. Also, we used keypad to enable the security system when the house
owner go outdoor with his family, or we can say when the house is empty. So, if we
assumed that there is a thieves enter to the house, it will catch him directly, because he

doesn’t know the inner password, and he doesn’t have a stored fingerprint in the house.

Figure 4.6: Keypad matrix 4*4
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4.2.7 Fingerprint Sensor JM-101B

As we know it is considered as one of biometric security types, JM-101B Fingerprint,
[5] operates on 3.3V, and its dimensions 48mm*21mm*24mm. We have to ask our-
selves that how the Arduino communicate with fingerprint sensor? They communicate
serially, the fingerprint sensor has two connections for TX, and RX, and they connect
with Arduino through one of the UART ports on the Arduino. What is the added value
of fingerprint sensor to our system? When anyone enter to the house newly, a timer of
25 seconds will start counting until the person authenticate himself that he or she is one
of the house members. So, if the timer ended without authenticate himself, the system
will consider this person that he/she is a thief, because it is impossible that there is a

thief can store his fingerprint inside any house doesn’t belong to it.

Figure 4.7: Fingerprint sensor JM-101B
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4.2.8 IR Sensor MH Series

A device that detects and responds to infrared radiation. It is commonly used in various
applications for proximity sensing, object detection, and remote-control systems. We
have to know that operates on 3.3V to 5V.

IR sensors can have different detection ranges depending on the specific model and
application. Some IR sensors have short-range detection up to a few centimeters, while
others have longer-range detection of several meters. The detection range is influenced
by factors such as the power of the IR emitter, the sensitivity of the receiver, and the
environmental conditions.

In our system, we used it to detect if there is a thief enter to the house. We had put
IR sensors in the rooms of the house. Assume that the house owner goes out with his
family, or the house become empty, the system has to be enabled. So, if the thief enters
to the house from the sides, not from main door, and the IR sensor of one of rooms
detect him, a notification will send to the house owner that there is a thief detected, and
the camera will show the user where the thief is existing through live streaming.

You may ask yourself why we didn’t use motion sensor (PIR) to detect the thief?
We used the PIR firstly for motion detection, and when we tested it, we tested it in non-
restricted area, and it gave us good responses. But when we put the PIR sensor inside
some room in the project, it gave us false responses. When we read more about PIR, we

discovered that it is too sensitive, and it needs large area to work well (not restricted).

Figure 4.8: IR sensor
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4.3 The operational mechanism of the system

The house is surrounded by different sensors to prevent the thief from entering the
house, and there are sensors inside rooms of the house to catch the thief if he enters
successfully to the house. There are different scenarios that the thief follows them to

enter the house, and we worked on cover these scenarios:

* Assume that the thief knows the house password: The system has two levels of
the security, the first one is typing the house password through keypad in order
to open the lock of the door, so if the entered password was correct, then a timer
of 25 seconds will start counting. Through this duration the user has to authen-
ticate himself through scanning his fingerprint on the fingerprint sensor which is
considered the second level of security, so if the user failed to authenticate him-
self through this duration, the system will consider him that he is a thief, because
logically, it is impossible that there is thief define his fingerprint in some home,
so when the thief is detected, a notification will send to the mobile application to
the house owner, and live streaming will start to show the house owner where the
thief is move. By this process, the house owner will know and verify that there is

a thief try to enter and steal his house.

¢ Assume that the thief tries to enter from windows of the house, not from main
door: The house surrounds by different sensors that they will detect the thief, so
if these sensors detect a thief, a notification will send to the house owner, and the

alarm system will be activated.

* Assume that no one inside the house, and thief exploited this chance, and he
entered from one of house windows: If the house owner will go out with his
family, which we mean that the house will become empty, the house owner will
activate the security system before he goes out by enter an inner password. So,
if the thief then enters the house from one of the its windows, the sensors will
detect that there is someone at home, also the timer will start counting until the

thief authenticate himself through fingerprint sensor.
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CHAPTER 5
RESULTS AND DISCUSSIONS

5.1 Results

The project aimed to design and build a comprehensive smart house security system
that utilizes advanced technologies such as Internet of Things (IoT) to enhance home

security.

5.1.1 System Design and Implementation

A secure accurate cost-effective systematized smart house security system was suc-
cessfully designed and implemented, utilizing various components such as surveillance

cameras and motion sensors.

5.1.2  Surveillance and Monitoring

The surveillance cameras installed in above the house and provided continuous moni-
toring of the premises and inside the house. Live video feeds could be accessed through

the system’s mobile application, enabling real-time monitoring of the property.

5.2 Discussion

Although our project yielded promising results, it is important to acknowledge certain
limitations. The sensors utilized in our project were primarily intended to showcase the
fundamental principles of detecting potential thieves. However, it is important to note
that these sensors operated on a single dimension. In practical applications, careful
consideration must be given to the process of selecting appropriate sensors to ensure
optimal performance and accuracy in detecting security threats. Furthermore, continu-
ous improvements can be made to enhance the accuracy of threat detection and expand

the system’s compatibility with a wider range of IoT devices.
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CHAPTER 6
CONCLUSION

The completion of this project has been an enriching journey that has significantly con-
tributed to our professional and personal growth in the field of computer engineering. It
provided us with valuable opportunities to explore various aspects of embedded system
design and programming, ranging from fundamental functionalities to more advanced
concepts. Through this project, we also had the privilege of working with diverse tech-
nologies and electronic devices, expanding our knowledge and skills in areas that were
previously unfamiliar to us. Moreover, the collaborative nature of the project fostered
an environment that promoted teamwork and enhanced our hardware skills. Working
collectively on tasks enabled us to leverage each other’s strengths and overcome chal-
lenges together. This experience further honed our abilities to collaborate effectively
and reinforced the importance of teamwork in achieving successful outcomes.

In conclusion, the graduation project, Broadcasting House, was developed as a hard-
ware solution aimed at assisting and enhancing home security. It serves as a valuable
and effective resource for homeowners seeking to improve the safety of their residences.
Moreover, Broadcasting House not only provides assistance in ensuring security but

also offers a cost effective approach to home protection.
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CHAPTER 7
FUTURE WORK

Future work could involve exploring ways to further improve the security system, such

as:

» Expansion of IoT Device: Further expand the system’s compatibility with a wider
range of [oT devices and sensors. This could include integration with active in-

frared sensors and other related devices.

* Integration of Advanced Detection Technologies: Explore ways to integrate the
image processing-based thief detection system with our existing smart security
systems. This could involve incorporating the image processing algorithms into
a broader smart home security system, enabling a more comprehensive and inte-

grated approach to home security.

* Mobile Application Enhancements: Improve the mobile application interface and
enhance its functionality to provide users with greater access control over their
home, ultimately resulting in an enhanced user experience. This may involve
incorporating additional features that empower users to have more control over
various aspects of their house, elevating their overall satisfaction with the appli-

cation.
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