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Abstract

This study investigates the legal and criminal frameworks applicable to offenses arising
from the utilization of artificial intelligence technologies¢ considering the rapid
proliferation of their application across various sectors and the consequent emergence of
novel legal and procedural challenges. In the introduction« the author elucidates that
artificial intelligence functions as a dual-use technology: while it enhances security
measures¢ it may also be exploited to perpetrate sophisticated crimes¢ including
electronic fraud¢« digital forgery« financial offenses¢ and cyberattacks. The principal
issue addressed is the determination of criminal liability in such cases¢ specifically
whether responsibility lies with the owner< the manufacturing company« the

programmer« or the system itself.

The scientific significance of this study resides in addressing a knowledge gap within
the domain of contemporary criminal law by examining the feasibility of attributing
accountability to Al systems and evaluating the compatibility of such attribution with
established legal principles. Practically« the study offers viable solutions to manage
crimes involving these systems¢ thereby safeguarding society while promoting

continued innovation.

The study seeks to elucidate both the substantive and procedural dimensions of criminal
prosecution« establish the foundations and characteristics of criminal liability« delineate
the principles of attribution< and propose suitable criminal regulations to effectively
address offenses arising within the context of artificial intelligence.

The researcher provided a definition of artificial intelligence and identified crimes
associated with its use« distinguishing between intentional offenses¢ such as those

involving autonomous lethal robots< and unintentional offenses« including technical
b



malfunctions that result in significant harm. The study also examined crimes committed
by self-driving vehicles and drones¢ highlighting the challenges these technologies
present in establishing legal liability. Furthermore« the research analyzed the existing
legal framework governing such offenses in Palestine. It addressed the attribution of
both direct and indirect liability for Al-related crimes and compared the criminal
liability of legal entities with the potential application of analogous models to Al
systems. The study concluded that effectively addressing crimes involving artificial
intelligence necessitates the development of clear and precise legislation that delineates
responsibilities and prevents impunity< while simultaneously balancing societal
protection with the promotion of technological innovation.

Keywords: artificial intelligence crimes; criminal liability; criminal prosecution;

cybercrime; attribution of liability; Palestinian criminal law.



