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Abstract

The world has witnessed tremendous technological advancement, leading to the
ease of disseminating information via the internet and social media, which opens
the door to the rapid spread of rumours. Electronic rumours are considered one of
the most grave challenges facing modern societies due to their negative impact on
security and stability. This study aims to analyze Palestinian legislation related to
electronic rumours and identify the legal foundations to punish the promoters
of electronic rumours and curb their spread. The study's problem stems from the
increasing spread of electronic rumours in the context of the information
revolution and the difficulty of controlling the circulation of inaccurate news and
information. The research poses a central question about the mechanisms and penal
legislation available in Palestinian law, particularly legislation No. (10) of 2018
and its amendments concerning cybercrimes and how to limit the spread of
electronic rumours. The study relied on the descriptive-analytical method,
analyzing the legal texts in the Palestinian Cybercrimes Law related to the research
topic while referring to related legislation and legal texts. The study concluded that
electronic rumours pose a significant threat to Palestinian society and that there is
an urgent need to develop current legislation to be more effective in addressing
these crimes. The study provides a deeper understanding of the legal legislation
related to cybercrimes and how to apply them to electronic rumours, contributes
to the theoretical interpretation of electronic rumours, and develops effective
strategies to combat it, improving relevant governmental legislation and policies.
The study recommends amending the Palestinian Cybercrime Law No. (10) of
2018 to enhance its effectiveness in combating electronic rumours by including

clear provisions that define these crimes and specify their penalties. It also calls
b



for reviewing the Jordanian Penal Code No. (16) of 1960 applied in the West Bank
and the Egyptian Penal Code No. (74) of 1936 in the Gaza Strip, to adapt them to
modern cybercrimes, particularly those involving rumours that threaten societal
and state security. The recommendations also include tightening penalties for
perpetrators of such crimes, including imprisonment and hefty fines, to ensure
effective deterrence.

Keywords: Electronic rumours; Palestinian legislation; Criminal responsibility.



