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Yasser Abu Labda
Supervisor

Dr. Omar Al-Bazur

Abstract

This study aimed to identify the role of the Cybercrime Unit within the Palestinian
Security Institution in combating cybercrimes. The study population comprised all
members of the Cybercrime Unit (in all their job titles) in Ramallah Governorate, totaling
250 individuals. A simple random sampling technique was employed, and questionnaires
were distributed to 148 members of the sample; all 148 were returned and deemed valid
for statistical analysis. Data were collected via a questionnaire, and the research followed

a descriptive-analytical approach.

The study found that: The Cybercrime Unit’s role in raising awareness of cybercrimes is
moderate, and the methods used by the Cybercrime Unit to combat cybercrimes are
moderate. The mechanisms and forms of international cooperation in combating
cybercrimes are moderate, amd the Cybercrime Unit’s role in enforcing legal prosecution
and tracking cybercrime offenders under national and international legislation is
moderate. The obstacles and challenges facing the Cybercrime Unit in the Palestinian

Security Institution in combating cybercrimes are considerable.

Among the key recommendations: the Cybercrime Unit should organize interactive
workshops targeted at specific community sectors such as schools and universities;
collaborate with local media to broaden the scope of awareness campaigns; and develop
and distribute interactive visual content on how individuals can protect themselves online

via platforms like Facebook, Instagram, and YouTube.

Keywords: Cybercrime Unit; Palestinian Security Institution; Cybercrimes.



