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Abstract

Cyber blackmail represents an emerging form of cybercrime that directly violates
individuals’ privacy, particularly when visual recordings are exploited for extortion.
Such offenses have detrimental effects not only on the victims but also on society at
large. This study aims to elucidate the concept of cyber blackmail involving visual
recordings and to underscore the risks associated with illicit methods—such as
hacking—used to obtain these recordings. The objective is to enhance public awareness
and encourage prudent behavior in the management of personal data. Furthermore, the
study seeks to differentiate between the crimes of intimidation and blackmail, as defined
in the Penal Code, and the distinct offense of cyber blackmail, which constitutes a novel
category within the digital context. The primary focus of this research is the manner in
which the Palestinian legislature regulates cyber blackmail involving visual recordings.
Employing a descriptive-analytical methodology, the study examines pertinent
substantive and procedural legal provisions. A key finding is that cyber blackmail
constitutes a grave infringement of victims’ privacy, as perpetrators gain unauthorized
access to sensitive visual materials and threaten their public disclosure. This has led the
Palestinian legislature to criminalize such conduct, hold offenders accountable, and
impose appropriate sanctions. The researcher advocates for the implementation of more
stringent penalties in cases of blackmail involving visual recordings, given the

significant psychological and social harm inflicted upon victims.

Keywords: Cyber blackmail; Visual recordings; Privacy violation; Palestinian

legislature; Penal Code; Descriptive-analytical methodology



