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Abstract

This thesis addressed the topic of electronic information security in light of
intellectual property rights, according to the laws in force in Palestine and
the Arab countries and the position of international agreements governing
intellectual property rights, where this study aims to explain the concept of
electronic information security as a way to protect digital intellectual
property and in the face of pecifically, the protection of digital works
through technological measures in information security, which provide
technical protection for digital works that enjoy protection under copyright
laws, in order to protect the rights of owners of literary and scientific works
from electronic piracy that takes place through the daily practices of digital
publishing through the international information network. (The Internet) and
a statement of the technical means in information security and the protection
they provide for works, and the legal protection that these technical means

have as a result of infringing on them by working to neutralize them.

Whereas, this study dealt with the three defensive lines of protection of
digital works represented by protection under copyright laws, protection
under technical measures and legal protection for technological measures,
and to what extent this protection has changed copyright in the digital

b



environment and the scope of powers granted to the owners of these rights,
and in the absence of Palestinian legislation Concerning copyright
protection in light of technological developments, the researcher went to
study the position of the laws applied in Palestine in light of the digital
domain, including the Decree-Law on Electronic Transactions No. 15 of
2017 and the Decree-Law on Electronic Crimes No. Legal protection for
technological measures explicitly, but it stipulated the crimes committed in
the digital domain and the penalties imposed on the perpetrators. The
provisions of these legislations were limited to providing criminal protection

and did not mention civil protection.

This study also analyzes the international conventions that provide legal
protection for technological measures against circumvention, including the
WIPO Copyright Treaty (1996) and the WPPT (1996), the position of the
European Agreement on the Harmony of Copyright and Related Rights in
the Information Society dated 22 May 2001, in addition to the position of
some national laws, including American, Egyptian, Jordanian and French

laws.

Therefore, the researcher seeks through this study to prove that the
Palestinian legislator is an urgent need to establish a law that provides
protection for copyright in the digital environment, and that this law
includes legal protection for technological measures in a clear and explicit
manner, to conclude that the subject of technical protection for copyright
and related rights in the environment Digital needs to be taken into

consideration by the legislative bodies empowered to formulate laws
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governing this topic because of its importance, whether from a practical or
legal point of view, especially in light of rapid technological developments

and its importance in encouraging creativity and creators.



