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Using C#
Introduction:


During the last few decades, the world observed an explosive growth of information resources in the World Wide Web, every day billions of new web pages are added and the size of the pages doubles rapidly which guided people to find a way to look for data through this huge web, this way is called crawling. But…what is crawling??
Crawling is a process which depends on crawlers to surf web pages and store them in some local repository, this repository then supply some application needs such as search engines, crawlers in their simplest from start from seed page then from each pages they take another external links, and then repeat the process for each link in order to get another links and so on..

In their immaturity, crawlers were called wanderers, robots, and spiders.
Our project consists of three major elements, two server sides and a client side

1. The core of the project which is the Spider ,and we have two version of the spider , the first which is the main works all the time parsing meaningful words, and the second one works when it is triggered .
2. The middleware which also two versions one for each spider.

3. And the third element is the client side.

The next drawing displays the general structure of our project.
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I. The Spider:
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Algorithm:


Let us start talking about what a crawling thread does. Each thread starts with a unique URL, downloads the HTML page from the internet, and fetches it retrieving all links found in this page and save them in a structure called frontier, this structure contains the unvisited URLs, in our program the frontier is a hash table in order to retrieve these URLs later faster than using an ordinary queue. Before adding the URL to the frontier we check if it is found first, and since the URL is saved as the key of the hash element checking if it is found is faster ,since it is not a sequential search.
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After appending the URLs the thread keeps taking URLs from the beginning of the frontier , downloading the pages, fetching them, and putting the new URLs in the frontier ,the thread stops when the frontier is empty , this means that there are no more URLs to fetch there pages. This case is one of the termination cases of the crawlers. 

The second termination case is the depth, when crawling reaches a predefined depth is stops adding URLs to the frontier.


When the thread takes a URL from the frontier, it adds it to another structure called the history; this history keeps the visited URLs and sends them periodically to the middleware.

Using a sequential crawling will take a long time to get a small quantity of URLs, so the best way to enhance the crawler's performance is the multithreading.
Using multithread crawler will carry out some changes in the process we were talking about  in the sequential crawling, the idea is that there are more than one thread where each thread represents a crawling loop, all these threads use the same frontier and history so these queues are the critical section of the program, thus any thread will pickup from or add  to the frontier it must block it for a little while to avoid any other threads from accessing  the frontier at that moment, so we used the lock method in order to avoid the critical sections problems, we also need to deal with the history in the same way we did to the frontier because the all of the threads access them (shared data).

Another change took place, this change is responsible in deciding the termination condition, in the sequence crawler(one thread only) the termination process happens if the frontier reached an empty state, now ,this idea couldn’t work because there  may be one thread that goes to the frontier and finds it empty but at the same time  another thread is still working to add new URLs to the frontier ,in that case the termination process mustn’t occur, so when a thread finds the frontier empty it should be switched to the sleep state, at this time another threads are working to bring new URLs to the frontier, and when it wakes up it checks the frontier again, this process will be done for each thread.
There are two global counters the first contains the number of all crawling threads, and the second contains the number of the sleeping threads, when the thread goes to sleep the no of the sleeping threads will be incremented, and if the number of the sleeping threads equals the number of the working threads that means that the crawler finished working.
Data Structure:


The frontier and the history do not contain the URLs only, they hold data structures, and each node contains the following items:

1. The URL.

2. The Parent URL: the URL from which we get this URL.

3. The Word: with which word this URL will be attached.

4. Number of matches: how many hits are found in this Url.

5. Number of children: number of links that achieved from this URL.

6. Level: The depth where we found this Url.

When a URL found, we create a node for it to save all these information about it.  These data are sent to the middleware to be processed and saved in the database server.
The class of URL_node :

namespace word_url_node
{
    [Serializable]
    public class word_url_node
    {
        string the_word;
        string self_url;
        string parent_url;
        int level;
        int no_kids;
        int no_matches;
        public word_url_node()
        {
            self_url = "";
            parent_url = "";
            level = 0;
            no_kids = 0;
            no_matches = 0;
            the_word = "";
        }
        public word_url_node(string URL, string parent, int Level, int N0_kids,int NO_Matches,string word)
        {
            self_url = URL;
            parent_url = parent;
            level = Level;
            no_kids = N0_kids;
            no_matches = NO_Matches;
            the_word = word;
        }
        public void set_No_kids(int kids)
        {
            no_kids = kids;
        }
        public void set_no_matches(int m)
        {
            no_matches = m;
        }
        public string get_url()
        {
            return self_url;
        }
        public string get_parent_url()
        {
            return parent_url;
        }
        public int get_depth()
        {
            return level;
        }
        public int get_no_kids()
        {
            return no_kids;
        }
        public int get_no_matches()
        {
            return no_matches;
        }
       public void set_the_word(string word)
        {
            the_word = word;
        }
        public string get_the_word()
        {
            return the_word;
        }
    }
}

The previous class was generated as a dynamic library (.dll) file to be shared between the Spider and Middleware, the term ([Serializable]) enables the both softwares to serialize and deserialize the node, and this makes sending and receiving the whole object possible through network connections
The Crawling diagram:
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In the multithreaded case the frontier is shared between the threads
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The Crawling code:


public void crawling(object PTC)
        { 
*******These are the variables that are needed in the loop:

            pass_to_crawling passed = (pass_to_crawling)PTC;
            int Depth = passed.get_depth();
            int y = passed.get_index(); 
            url_node.url_node url = new url_node.url_node();
            WebClient myWebClient = new WebClient ();
            ArrayList ar = new ArrayList ();
            Hashtable h_ar = new Hashtable ();
            UTF8Encoding enc = new UTF8Encoding ();
                bool slept = false;


******The whole code is in a loop the determines the termination state
                while (sleeping_threads < working_threads) 
                {
                start:
                    if (h_frontier.Count == 0)
                    {
                           Thread.Sleep (500);
                        sleeping_threads++;
                        slept = true;
******* If the next statement is true, this indicates that all threads finished work
                        if (sleeping_threads == working_threads || finished==true)
                        {
                            send_result_to_form();
                            finished = true;
                            stop_crawling.Set();
                            MessageBox.Show ("finished ");
                            th_crawling[y].Abort ();
                            while (th_crawling[y].IsAlive)
                            {
                                    if (WaitHandle.WaitAll(
                                    (new ManualResetEvent [] { stopped_crawling }), 10, true))
                                {
                                    break;
                                }
                                Application.DoEvents ();
                            }//end of while  
                            break;
                        }//for loop count of sleeping
                        else
                        {
                            goto start;
                        }
                    }  
*******The following statement indicates that the thread found the frontier's count equals to zero, but not all threads finished work, so the thread awakes again and continue working.

                    if (slept)
                    {
                        sleeping_threads--;
                        slept = false;
                    }
                    if (current_depth <= Depth)
                    {
*******In this step we take the first node from the frontier to deal with it ,

We used here the (lock()) method to deal with the critical section issues.
                        //take url from frontier
                        if (frontier.Count > 0)
                        {
                            lock (frontier)
                            {
                                lock (h_frontier)
                                {
                                    try
                                    {
 url = (url_node.url_node)h_frontier[frontier[0].ToString()];
                                        h_frontier.Remove(frontier[0].ToString());
                                        frontier.RemoveAt(0);
                                    }
                                    catch (Exception e)
                                    {
                                        goto start;
                                    }
                                }
                            }
*******Here add the removed node to the history
                            if (url != (url_node.url_node)null)
                            {
                                while (h_history.Contains(url.get_url()))
                                {
                                    if (frontier.Count > 0)
                                    {
                                        lock (frontier)
                                        {
                                            lock (h_frontier)
                                            {
                                                try
                                                {
                                                    url = (url_node.url_node)h_frontier[frontier[0].ToString()];
                                                    h_frontier.Remove(frontier[0].ToString());
                                                    frontier.RemoveAt(0);
                                                }
                                                catch (Exception e)
                                                {
                                                          goto start;
                                                }
                                            }
                                        }
                                    }
                                    else
                                    {
                                        break;
                                    }
                                }//while history
******Take the depth of the Node
                                current_depth = url.get_depth ();
                            }
                        }
*******Here a big process is implemented, first the page is downloaded then it is parsed, take all the links in it ,check if they are valid ,and then add them to the frontier
                        /////the parse is here
                        try
                        {
                            Thread.Sleep(100);
                            string str_fileurls = enc.GetString(myWebClient.DownloadData(url.get_url()));
                            //parsing the page
                            int ch;
                            int start = 0;
                            int length = 0;
                            ar.Clear ();
                            h_ar.Clear ();
                            string substring;
                            while (start!= -1)
                            {
                                start = str_fileurls.IndexOf("href=") + 5;
                                int fstart = str_fileurls.IndexOf("\"", start);
                                length = (str_fileurls.IndexOf("\"", fstart + 1) - fstart) - 1;
                                if (length <= 0)
                                {
                                    break;
                                }
                                substring = str_fileurls.Substring(fstart + 1, length);
                                ch = checkurl(substring);
                                if (ch == 1)
                                {
                                    substring = string.Concat(url.get_url(), substring);
                                }
                                if (ch == 0)
                                {
                                    substring = string.Concat("/", substring);
                                    substring = string.Concat(url.get_url(), substring);
                                }
                                //check the validty of urls
                                if (rr.IsMatch(url.get_url()))
                                {
                                    str_fileurls = str_fileurls.Substring (fstart + length + 1);
                                    start = str_fileurls.IndexOf("href=");
                                    url_node.url_node temp = new url_node.url_node (substring, url.get_url(), current_depth + 1, 0, 0);
                                    url.set_No_kids((url.get_no_kids()) + 1);
                                    //check if the url is found in the frontier
                                    string copy = str_fileurls.ToUpper();
                                    string findd = find.ToUpper();
                                    if ((!h_frontier.ContainsKey(substring)))
                                    {
                                        int count = 0;
                                        while (copy.Contains(findd))
                                        {
                                            copy = copy.Substring(copy.IndexOf(findd) + 1);
                                            count++;
                                        }
                                        ar.Add(temp.get_url());//ar gets the key 
                                        h_ar.Add(temp.get_url(), temp);//h_ar gets the objects
                                        lock (history)
                                        {
                                            lock (h_history)
                                            {
                                                if (count > 0)
                                                {
                                                    try
                                                    {
                                                        h_history.Add(url.get_url(), url);
                                                        history.Insert(history.Count, url.get_url());
                                                        url.set_no_matches(count);
                                                        if (history.Count > temp_count)
                                                        {
                                                            if (!(th_send_node.ThreadState == ThreadState.Running))
                                                            {
                                                                testing();
                                                            }
                                                        }
                                                        //save to temp to send to middle application
                                                    }
                                                    catch (Exception e)
                                                    {
                                                    }
                                                }//end of # of matches count
                                            }//end of lock history
                                        }



}
                                }//try to check validty inside the parsing
                            }//while
                            m_form1.Invoke (m_form1.m_Delegatereadleangth, new Object[] { this.history });
                            m_form1.Invoke (m_form1.m_delegatewritetolabel, new Object[] { this.history.Count.ToString() });
                            /*******************************/
                            /*******************************/
                            /*********end of parsing********/
                            /*******************************/
                            /*******************************/
                        }//try to download data
                        catch (Exception ex)
                        {
                        }
                        lock (frontier)
                        {
                            lock (h_frontier)

                            {
     foreach (DictionaryEntry k in h_ar)
                               {
                                    try
                                    {
                                        h_frontier.Add (k.Key, k.Value);
                                        frontier.Add (k.Key);
                                    }
                                    catch (Exception e)
                                    {
                                    }
                                }
                            }
                        }
                    }//if depth not >2
                    else if (current_depth >Depth)
                    {
                        send_node_stop.Set ();
                        th_send_node.Abort ();
                        while (th_send_node.IsAlive)
                        {
                            if (WaitHandle.WaitAll (
                                (new ManualResetEvent [] {send_node_stopped}), 10, true))
                            {
                                break;
                            }
                            Application.DoEvents ();
                        }
                        break;
                    }
                }//end of while of depth (termination) sleeping_threads <working_threads
                MessageBox.Show ("depth is finished");
                m_form1.Invoke (m_form1.m_Delegatereadleangth, new Object[] { this.history });
                m_form1.Invoke (m_form1.m_delegatewritetolabel, new Object[] { this.history.Count.ToString() });
        }//end of fcn crawling
In our project we have two versions of spider ,the previous function is common between both, the difference is the words each one parses, the first version- which is the main version- have a dictionary, this dictionary contains words the spider must parse from the page, count the number of hits of each word, then send matches to the middle. This version works all the time, finding new URLs and updating data in the database.
The second version works only when it is triggered by the middle that deals with the client. When the middle does not find a result in its database, it sends the query to this version of the Spider and the spider starts to look for hits only for this query.
II. The Middleware


The middleware connects between the spider (crawler), and the clients. When the client tries to find some data, the application does not take the information from the web immediately; it connects to a database server, and gets the result from the saved data in the database.

The middleware's job is to receive the results from the spider, process them, and save them in a specific way. The middleware also receives queries from the clients, and send results back.
Database:


Before talking about the middle's software it is good to know the structure of the database that will be the main repository in the project.
This is the entity relationship model for the database:
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It contains three main tables 

1. The words table contains two attributes Word_ID, which is the primary key, and Word.

2. The URLs table also contains two attributes URL_ID the primary key, and the URL it self.
3. Word_URL table which represent the relationship between words and urls , it contains word_id as a foreign key from the table Word, URL_ID also as a foreign key from URL table, Rank attribute , and the ID.
Algorithm:

Since there are two versions of spiders in this project, there are also two versions of middleware to deal with each spider.
***
The middle that deals with the main spider has only one way connection, it only receives results from the spider, to process them, calculate the rank of each match, then save them in the database. It does not send any data to the spider, and it does not receive any queries from the clients.

***The second version of the middle has more than one connection stream to deal with, it creates a listening socket that is ready to receive requests from the clients, when the client send a word or a sentence to the middle, for each request from the client, the middle creates an object from the class (client_class) this class creates a socket for the client, saves its address, then starts to answer the query. 
The client_class object divides the sentence to different words and execute queries on the different words then it sends results that contains these words from the database back to the client.  
If the object search for the result in the database and didn't find it, it sends the word to the spider asking it to look for this word. The spider searches for the word, sending back the results to the middle, which sends these results back to the client.

When the middle finishes the process of sending the results to the clients it disconnects the connection with the client and destroy that object. This saves bandwidth. 

The client_class:

  This is the constructor of the client class which is called each time a client connects to the middle

 public client_class(ManualResetEvent eventStop, ManualResetEvent eventStopped, Form1 p_form)
        {
*********the constructor takes delegates from the form class in order to send an event to the form when the objects work is done.

*****This is the socket that connects the client with the middle

 client_socket = new Socket(AddressFamily.InterNetwork, SocketType.Stream, ProtocolType.Tcp);
**** thread for receiving the query from the client 
            ths_recieve_from_client = new ThreadStart (recieve_from_client);
            th_recieve_from_client  = new Thread (ths_recieve_from_client);
            buffer = new byte[1024 * 32];
            cl_eventStop = eventStop;
            cl_eventStopped = eventStopped;
            m_form = p_form;
 ******in this queue the received results from the spider will be added waiting to be processed.
  recieving_buffer = new Queue<url_node.url_node>();
***********This is the socket which will be used when the middle needs to communicate with the spider            
            recv_from_spider_soc = new Socket (AddressFamily.InterNetwork, SocketType.Stream, ProtocolType.Tcp);
            ths_recv_from_sp = new ThreadStart (recv_from_sp);
            th_recv_from_sp    = new Thread (ths_recv_from_sp);
*********Database initialization
              sql_con = new SqlConnection ();
            sql_insert = new SqlCommand ();
            sql_insert.Connection = sql_con;
            sql_select = new SqlCommand ();
            sql_select.Connection = sql_con;

        }     
The common threads between this version and the first one are the ones that receive from the spider. Let us see how the middle processes the received data.
When the socket receives a serialized data from the spider, it deserializes it, converting it to an url_node and appends it to the received nodes queue.

Another thread which works in an infinite loop checking if the queue contains any nodes, if it does, it dequeues a node and 
1. If the word not found in the Word id, index this word and insert it to the Words table.

2. Checks if the url exists in URL table. If it is, get its id from that table else insert it to the table, then take its new id (URL_ID). 

This is the function that returns the URL's id:

int check_if_url_found(string the_url)

        {

            sql_select.CommandText = "SELECT COUNT(*)FROM URL WHERE URL.URL='" + the_url + "'";

            object result = sql_select.ExecuteScalar();

            int url_found = (int)result;

            if (url_found == 0)

            {

                //not found

                return -1;

            }

            else

            {

                sql_select.CommandText = "SELECT * FROM URL WHERE URL.URL='" + the_url + "'";

                SqlDataReader sql_dr = sql_select.ExecuteReader();

                sql_dr.Read();

                int id = int.Parse(sql_dr["URL_ID"].ToString());

                sql_dr.Close();

                return id;

            }

        }
3. Calculate the rank of this hit using the number of hits and number of children of this page; they come with the node from the spider.
4. Insert the word/url match to the table Word_URL and insert the rank with them. If a specific word has more than 10 records in the Word_URL table, we don't add new records but we check the ranks if the new record has a rank bigger than the minimum rank attached to this word, we replace that record with the new one.

Finally when the middle wants to send results to the client it sends them arranged due to their ranks, from the higher to the lowest.
III. The Client Side

The one that user deals with, when a user needs to know some information about a specific vocabulary, he/she insert these words in the text area and then press the "search button", the client software establish a connection with the middle whose IP address is a fixed real one, the triggered middle implement a query on the database, if the data is found in there the middle returns it, otherwise it triggers the spider.
The client then receives URLs from the middle and displays them in a rich text, when the user clicks on the URL, a browser (which is made by us) opens, and loads the page.

The client software has the ability to save the results in order to see them later. The words and URLs are saved in an XML file which is loaded each time you request the history.

User can also determine the interface he/she prefer.
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