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INVESTORS' AWARENESS OF CYBER SECURITY RISK AND
ITS IMPACT ON THE INTENTION TO INVEST: A CROSS-

SECTIONAL STUDY ON INVESTORS FROM PALESTINE
By
Mohammad Najeh Hisham Zuhud
Supervisor
Dr. Islam Abdeljawad

Abstract

This cross-sectional investigation aims to ascertain the degree of Investors' Awareness
regarding Cyber Security Risks and its subsequent Influence on Investment Intentions.
The research is centered on evaluating the determinants that affect investors' intentions to
engage in investment activities within a risk-oriented framework by scrutinizing the level
of awareness among investors concerning cybersecurity threats that confront Palestinian
enterprises, assessing the repercussions of this awareness on their investment intentions,
and examining the moderating function of trust in the correlation between cybersecurity
awareness and investment intention. To achieve the study's objectives, descriptive
statistics and reliability analysis were employed in this study to ensure a thorough
exploration of the data, reveal patterns and trends, test hypotheses, and derive valid
conclusions with practical applications. The research population was confined to
investors originating from Palestine. The G*POWER software was employed to ascertain
the study sample due to the challenges associated with quantifying the population of
Palestinian investors, alongside the absence of precise statistics reflecting their numbers.
The G*POWER software application was employed, given that the investigator was
constrained in their ability to restrict the study population. According to the outcomes
generated by the software, in conjunction with the statistical data and the quantity of
variables under examination, the research sample comprised 109 Palestinian investors. In
order to enhance the precision of the data collected, a total of 382 questionnaires were
disseminated, with 260 being returned as valid for subsequent analysis. The researcher
used the purposive approach in distributing the questionnaires. To achieve the study's
objectives and analyze its hypotheses, this study used a questionnaire consisting of 36
items, as well as eight expressions that measure demographic variables. SMARTPLS 4
and SPSS software were used. The findings revealed that investing intentions in Palestine
are strongly influenced by subjective norms, Attitude, risk, cybersecurity awareness,

financial knowledge, and trust, with financial culture being crucial in boosting confidence
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and decision-making. While trust mediates the association between information quality
and investment intention, Attitude mediates the relationship between risk-taking,
cybersecurity awareness, and financial knowledge. Yet, neither financial self-efficacy nor
trust mediates the associations between investment intention and risk-taking and
subjective norms, nor does it mediate the relationship between cybersecurity awareness
and investment intention. The study emphasizes the importance of fostering a strong
investment culture in Palestine by addressing gaps in financial literacy, subjective norms,
and self-efficacy. Key recommendations include implementing targeted financial
education initiatives, awareness campaigns, and mentorship programs to enhance
confidence in financial decision-making. Additionally, tools and resources tailored to the
Palestinian market, transparent information on investment opportunities, and the
establishment of community investment groups are suggested to mitigate challenges like
market volatility and governance issues. Collaborative efforts with financial institutions
and policy measures aimed at improving financial efficiency are also advocated to create

an environment conducive to informed and confident investment decisions.

Keywords: Cybersecurity Awareness, Subjective Norms, Attitude, Financial Knowledge,

Trust, Risk-taking, Financial self-efficacy, Investment intention.



Chapter One

Introduction and Literature Review

1.1 Brief introduction

The internet, with its far-reaching impact, has become a crucial arena for asserting
national power. As a result, future global superpowers will be those countries that have
either strengthened their cybersecurity defences or developed the capability to effectively

launch cyberattacks against adversaries.

The COVID-19 pandemic has exacerbated the acceleration of the adoption of digital
technologies. Enterprises are now increasingly vulnerable to cyber threats and attacks due
to the extensive volume of online data they maintain concerning their clientele, suppliers,
investors, partners, and a plethora of other business affiliates. There has been a significant
increase in the emphasis on cybersecurity risk disclosure in recent years, particularly
following the enforcement of cybersecurity disclosure guidelines by the Securities and

Exchange Commission (SEC) in the United States in 2011 (L4, et al., 2018).

According to prior research, perceived benefits of the cybersecurity risk framework may
influence investment motivation. (Yang, et al., 2020) discovered that investors'
investment behaviour exhibited a favourable correlation with their perceptions of the
benefits associated with the cybersecurity risk framework. Cybersecurity acumen and
data integrity also affect perceived benefits of the risk framework and investment
intentions. This study enhances our understanding of the interrelationships among
investor confidence, intelligence quotient (IQ), and the advantages of cybersecurity
systems. It underscores the connection between investors' perceptions of the benefits and

their propensity to invest.

Cybersecurity knowledge and data quality influence perceived advantages of the risk
framework and investment intent as well. This study helps us to better understand the
relationships among investor confidence, 1Q, and the benefits of cybersecurity systems.
It draws attention to the relationship between investors' view of the advantages and their

desire to make investments.

Furthermore, the research elucidates that the operational strategies of corporations are

contingent upon the trustworthiness of websites functioning as intermediaries. In the
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relationship between cybersecurity awareness (CSA) and perceived advantages, trust acts
as a complete mediator that partially modifies the effect of information quality on the
perception of benefits. This investigation indicates that investors possessing trust in a
company's website are predisposed to view the cybersecurity framework favorably,
thereby influencing their investment choices. Trust theory posits that cognitive-based
trust is derived from anticipations of reliability and uniformity. The evolution of internet
technology accentuates the significance of trust within the realm of e-commerce.
Investigations that incorporate trust into frameworks such as the Technology Acceptance
Model (TAM) demonstrate that the intention to purchase online is affected by both
confidence and perceived utility. More specifically, an individual's decision-making
process is profoundly affected by their trust in an organization. Research focused on the
technological dimensions of trust may explore its correlation with privacy, security, and

information quality (IQ) (Yang, et al., 2020).

Cybercriminal activity directed at national and international entities has been widely
documented in the MENA region. Additionally, several prominent cyberattacks have
targeted the MENA area. The Stuxnet worm and the spyware Duqu are among the most
recognized instances of malware that have assailed the region, both intended to
undermine Iran's nuclear program. Nevertheless, the economic landscape of the region is
characterized by a significant lack of emphasis on cybersecurity. For instance, Kaspersky
Lab has identified that Saudi Arabia is notably susceptible to cybercrime (Kshetri, 2013).
The escalating frequency of these attacks has heightened investor awareness regarding
cybersecurity threats, which subsequently influences their investment decisions and

strategies.

1.2 Study gap

Understanding the factors influencing investors' decision-making processes in the
dynamic financial market environment is very vital within a risk framework. Previous
studies indicate that policies and standards, risk assessment and management, security
awareness, education and training, physical security measures, cybersecurity insurance,
regulatory compliance initiatives, and the efficacy of security staff could all influence a
company's performance (Haapaméki & Sihvonen, 2019). More research is required if one
wants to fully understand and demonstrate the extent of effect and contribution these

components offer. Previous studies have revealed that people's choices to invest in
2



cybersecurity and the related risks depend on more elements than one may guess.
Furthermore, by building a thorough reporting system for cybersecurity vulnerabilities,
one may enhance the general quality of information in the area as well as trust and
understanding. Despite significant studies in underdeveloped nations, several problems—
especially those pertaining to the linkages between investors' trust, cyber awareness, and
investment intentions—have not received enough attention. There is very little evidence
of this problem from underdeveloped nations. According to (Li, et al., 2018), there has
been a lack of comprehensive studies on cybersecurity awareness, both internally and
externally within organizations. It is crucial to explore the impact of this variable on
investors' investment trends, particularly for companies with a high level of cybersecurity

awareness.

Nevertheless, cybersecurity remains a costly global concern, necessitating robust

collaboration among all stakeholders worldwide.

1.3 Research problem

Academics and corporate stakeholders are paying more attention to cybersecurity-related
issues. So, investors with high IT knowledge are more likely to trust company-originated
disclosures, especially when presented in a neutral tone, as it suggests transparency and
honesty in addressing cybersecurity risks (Godewatta, Phang, Prasad, & Xiao, 2024).
Likewise, companies that disclose cybersecurity risks tend to perform better in the event
of a data breach, as these disclosures are linked to improved risk management practices.
On the other hand, investors make the worst investment decisions when the company that
had a data breach initiates the disclosure and when there is a substantial gap between the
data breach and the initial public announcement. Previous studies of individual investor
behavior have examined motivation from an economic standpoint or studied relationships

between financial, behavioral, and demographic variables (Mahastanti, 2011).

The cybersecurity literature currently does not adequately address these issues. The
technical (hardware and software) and intricate components of security systems, such as
encryption, firewall technologies, and antivirus software, have received considerable
attention from experts and academics when studying cybersecurity (Madnick, et al.,
2017). However, individual investor behavior in responding to cyber-security risks does

not receive adequate attention. Hence, this study will fill this gap by investigating the
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effect of personal awareness of cybersecurity risk on the intention to invest for Palestinian

investors.

Despite the importance of disclosing cybersecurity risk management, it has not received
sufficient attention from legislation, regulations, and standards in emerging economies,
including Palestine. Palestinian studies have not addressed the impact of disclosing
cybersecurity risk management on investment decisions. So, the focus on cybersecurity
in Palestine is primarily on mitigating cyberattack risks to enhance customer satisfaction,
particularly in the banking sector, rather than on how these disclosures affect investment
decisions. Also, the existing research in Palestine tends to concentrate on the technical
and organizational aspects of cybersecurity rather than its financial implications, which

may explain the lack of studies on investment decision impacts.

Consequently, the problem statement must ascertain the level of investors' cognizance
regarding cybersecurity risks and the subsequent influence of such awareness on their
investment intentions among investors from Palestine.

1.4 Research question

Based on the problem statement, the research questions were developed as follows:

1.  What is the impact of financial knowledge, cybersecurity awareness, and risk-taking

on the Attitude of Palestinian investors?

2. What is the impact of cybersecurity awareness and information quality on the trust

of Palestinian investors?

3.  What is the impact of risk-taking and subjective norms on the financial efficiency of

Palestinian investors.

4. What is the impact of Attitude, trust, and financial efficiency on the investment

intention of Palestinian investors?

5. How does Attitude mediate the relationship between financial knowledge,
cybersecurity awareness, risk-taking, and investment intention among Palestinian

investors?

6. How does trust mediate the relationship between cybersecurity awareness,

information quality, and investment intention among Palestinian investors?

4



7.

What is the relationship between financial efficiency and Palestinian investors'

investing aim, subjective norms, and risk-taking?

1.5 Study objectives

The comprehension of investor behavior about risk awareness is of paramount importance

within the continuously changing environment of financial markets. This study aims to

explore seven principal aims that illuminate the determinants affecting investors'

intentions to invest within a risk-oriented framework.

1. To scrutinize the influence of financial literacy, cybersecurity cognizance, and risk
propensity on the attitudes of Palestinian investors.

2. To examine the effect of cybersecurity cognizance and information integrity on the
trust established by Palestinian investors.

3. To evaluate the influence of risk propensity and subjective norms on the financial
efficacy of Palestinian investors.

4. To appraise the impact of Attitude, trust, and financial efficacy on the investment
intentions of Palestinian investors .

5. To investigate the mediating influence of Attitude in the correlation between
financial literacy, cybersecurity cognizance, risk propensity, and investment
intentions among Palestinian investors .

6. To ascertain the mediating influence of trust in the correlation between cybersecurity
cognizance, information integrity, and investment intentions among Palestinian
investors.

7. To assess the mediating influence of financial efficacy in the correlation between risk
propensity, subjective norms, and investment intentions among Palestinian investors.

1.6 Study scope

This study looks more closely at attitude, trust, and financial efficacy mediating roles. It

examines how attitude influences financial literacy, cybersecurity awareness, investing

tendency, and risk propensity. Additionally, it evaluates how trust affects the relationship

between cybersecurity awareness, informational integrity, and investment inclination. It



also considers how financial efficacy mediates the relationship between risk propensity,

subjective norms, and investment inclination.

The current study illuminates the reality of Palestinian investment by concentrating on
the social, economic, and cultural elements that define the Palestinian condition and
influence investment decisions. It highlights how important it is to raise knowledge of
cybersecurity and finance, particularly as the financial and economic markets move
toward digital transformation and evolving investment patterns. This study aims to

develop and improve investment decision-making in the Palestinian environment.

In addition, the purpose of this study is to clarify the connection between the disclosure
mechanism and the disclosure of the extent of the risks associated with the investment
decision through cyber hacking, as well as the effect that this has on the intention to invest
in Palestinian financial companies, particularly those that are listed on the Palestine Stock
Exchange. In addition to emphasizing the connection between disclosure and
cybersecurity risk management and the choices made by other stakeholders, including
credit providers, supervisory authorities, and regulatory organizations, the present study

looks at the key characteristics that define investors.

1.7 Significant of the study

The present study distinguishes itself from its counterparts by encompassing a
comprehensive array of significant and pertinent topics. Firstly, this research accentuates
the importance of inquiry within the realms of cybersecurity, particularly its robust
association with scientific progress in the contemporary digital landscape. The study
elucidates the direct and essential function that relevant economic institutions fulfil in
regulating and supervising the financial markets within the same context. In the
Palestinian investment milieu, these entities are likewise pivotal in safeguarding the
integrity and security of financial systems. Furthermore, the current study aspires to
bridge the scientific divide that primarily pertains to the correlation between investment
decisions in enterprises listed on the Palestine Stock Exchange and the dissemination of
reports on cybersecurity risk management. Furthermore, this research's practical
significance lies in its attempt to propose a framework for cybersecurity risk management

reporting within companies. This proposal draws upon previous publications and studies



to empirically test the impact of the perception of disclosing such reports on investment

decisions.

In sum, this study holds substantial importance in advancing knowledge within the field
of cybersecurity, bridging research gaps, and furnishing valuable insights for the

investment decision-making process.

1.8 Literature Review
1.8.1 Introduction

This scholarly inquiry aims to explore the cognizance of investors regarding
cybersecurity threats and the resultant impact on the investment proclivities of investors
within the Palestinian context. The literature review elucidates the mediating roles of
Attitude, trust, and financial self-efficacy in relation to the intricate dynamics between
cybersecurity awareness, financial literacy, the quality of information, risk-taking
tendencies, subjective norms, and investment intentions. In conjunction with the
theoretical framework underpinning the research, which informs the study's objectives,
this chapter articulates several pivotal terminologies pertinent to the independent
variables (cybersecurity, awareness, financial literacy, information quality, risk-taking,
subjective norms), the mediating variables (attention, trust, and financial self-efficacy),
and the dependent variable (investment intention). A component of the literature
investigation conducted for this study involved the identification of relevant research
employing variables analogous to those utilized in the present inquiry. We meticulously
ensured the validity, reliability, and overall quality of each study examined. Areas
necessitating further exploration were identified, and the limitations and deficiencies
within the existing body of knowledge were acknowledged. The formulation of the study
design, a robust theoretical foundation, and the rationale for the research objectives and
hypotheses are contingent upon this review, thereby rendering it essential. Furthermore,
it situates the current research within the broader corpus of knowledge and illustrates how

it contributes to the enhancement of understanding within the discipline.

1.8.2 Investment intention theories

The use of the Theory of Planned Behavior (TPB), Theory of Reasoned Action (TRA),

and Prospect Theory as frameworks for investigating investors' awareness of



cybersecurity risk and its impact on investment intentions is supported by both empirical
evidence and theoretical underpinnings. These theories provide a comprehensive
understanding of how attitudes, subjective norms, perceived behavioral control, and risk
perceptions influence decision-making processes in financial contexts. The integration of
these theories can offer valuable insights into the cognitive and behavioral factors that
drive investment decisions in the face of cybersecurity risks. So, combining TPB, TRA,
and Prospect Theory offers a robust framework for understanding investment intentions
in the context of cybersecurity risks. TPB and TRA provide insights into the motivational
and normative factors influencing intentions, while Prospect Theory addresses the
cognitive biases and risk perceptions that affect decision-making. So, understanding these
theoretical underpinnings can inform the development of strategies to enhance
cybersecurity awareness and improve investment decision-making by addressing both

behavioral intentions and risk perceptions.

While these theories provide a strong foundation for understanding investment intentions
in the context of cybersecurity risks, it is important to consider the dynamic nature of
these factors. The impact of variables such as financial literacy and evolving
cybersecurity threats may vary over time, suggesting the need for continuous research
and adaptation of theoretical models to capture these changes effectively (Pandurugan &

Al Shammakhi, 2024).

1. Theory of Planned Behaviour (TPB):

Icek Ajzen developed the TPB in 1985 to address limitations in the Theory of Reasoned
Action by incorporating perceived behavioral control as a key factor influencing
intentions and behavior (Bellova & Spirkova,, 2021). The theory posits that behavior is
directly influenced by behavioral intentions, which are shaped by three components:
attitudes towards the behavior, subjective norms, and perceived behavioral control. This
theory depends on understanding human behavior mostly requires the framework of
planned behavior. Its three main components are the emotional, which deals with
emotions and feelings; the behavioral, which deals with behaviors and intentions; and the
cognitive, which deals with ideas and beliefs. This social cognition theory offers among
the greatest models for illustrating how one's attitude influences their actions. This theory
presents a contemporary interpretation of the concept that individuals decide how to

behave in each given situation by use of a sequence of cognitive processes. They can
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eventually separate among many lines of action. According to this theory, the main factor
affecting behavior is the existence or lack of intentions to engage in a certain activity;
intentions indicate the degree of commitment of a person to do a specific activity.
Originally proposed almost 25 years ago, the Theory of Planned Behavior is among the
most often used theories for understanding human behavior. According to Yousef (2024),
research on this theory in connection with physical activity has been quite thorough.
Information-seeking behavior of consumers moderates the main influence of factors on
their purchasing intentions, which comprises attitude, subjective standards, and perceived
control. Research applying the Theory of Planned Behavior (TPB) to assess fraudulent
intentions among accounting practitioners (Bellova & Spirkové,, 2021) shows that
subjective norms and individual attitudes greatly impact the willingness to commit
accounting fraud. Thus, the TPB may offer a whole framework supporting a variety of
activities by stressing the interaction between personal beliefs, society conventions, and

the sense of agency.

2. Theory of Reasoned Action (TRA):

The Theory of Reasoned Action (TRA) was first introduced by Martin Fishbein and Icek
Ajzen in the late 1970s. This theory emerged from their collaborative work on
understanding the relationship between beliefs, attitudes, and behaviors, which was
initially rooted in attitude research using Expectancy Value Models. The TRA was further
refined in their seminal book "Belief, Attitude, Intention, and Behavior: An Introduction
to Theory and Research" published in 1975, and later in "Understanding Attitudes and
Predicting Social Behavior" in 1980, which made the theory more accessible and practical
for various applications (Hagger, 2019). In psychology, the reasoned action (TRA) theory
is a framework for understanding and forecasting future behavior by means of an analysis
of the function played by attitudes and subjective standards. This theory's central concept
is that actual conduct of an individual is best predicted by their intentions. Two primary
factors influencing these intents are subjective criteria and attitudes on the activity as well
as perceived social pressure to engage or refrain. For example, TRA is being investigated
in the manner in which social conditions and attitudes affect students' investment
decisions within the framework of investing knowledge. This considers cognitive
distortions and emphasizes the need of financial facts in guiding decisions. Similarly,

research using TRA has demonstrated that attitudes, normative beliefs, and subjective
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norms have a significant impact on patients with chronic back pain's intention to exercise
(Delshad, Hidarnia, & Pourhaji, 2024). In the context of digital payment systems, TRA
demonstrates how intents, attitudes, and subjective norms interact to affect users'
willingness to adopt digital wallets and aids in explaining the factors driving LinkAja app

usage.

3. Prospect Theory:

Prospect Theory was first introduced by Daniel Kahneman and Amos Tversky in 1979.
This theory emerged as a significant alternative to the classical expected utility theory,
providing a more empirically valid explanation of decision-making under risk and
uncertainty. Kahneman and Tversky's work has been pivotal in understanding how people
evaluate potential losses and gains, challenging the traditional economic models that
assumed rational decision-making. The theory has since been applied across various
fields, including economics, finance, and law, to better understand human behavior in
uncertain situations. Below are some key studies and applications of Prospect Theory
(Tunney, 2024). Tunney (2024) and Wei (2023) emphasize how people assess possible
gains and losses in comparison to a reference point, exhibit loss aversion (i.e., they are
more sensitive to losses than to equivalent gains), and exhibit less sensitivity to changes
in wealth. Irrational investment decisions, risk-seeking behavior over losses, and risk
aversion over gains are all explained by this theory, which has influenced a variety of
fields, including foreign policy decision-making and stock market behavior (Brummer &
Oppermann, 2024). In the context of stock markets, Prospect Theory has been used to
explain phenomena such as the hummingbird effect and the reversal effect, where
investors' behavior shifts during crises, becoming more risk-averse, and where loss
aversion plays a critical role in stock reversal strategies, particularly in the Chinese
market. Furthermore, Prospect Theory has been applied to portfolio optimization, where
it modifies traditional models by incorporating value and probability weighting functions
to better reflect investor preferences, leading to more realistic and practical investment
strategies (Tagawa & Orito). Based on the above, it must be noted that this theory helps
in the ability to make decisions under uncertainty, taking into account the circumstances

and psychological factors that affect investment choices.
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4. Underpinning theory:

Based on the above, this section aims to shed light on the importance of the theories that
discuss investment intention theories and how they relate to the main variables of this
study, as the theory of planned behavior, which is employed in many studies related to
investment intention, emphasizes the central role played by attitudes and subjective
standards as well as controlling expected behavior in establishing and shaping intentions.
Financial knowledge and subjective standards have a significant impact on investors'
intentions in many different social and economic activities and behaviors. For instance,
the work of Lika elucidates the impact of this theory on cryptocurrency assets and peer-
to-peer lending, thereby validating the contribution of these variables in the decision-
making process. Conversely, the context emerges as a crucial and central mediator that
influences the relationship between financial literacy and investment intentions, as
evidenced by research about real estate investments and financial markets. Moreover,
trust assumes a fundamental role in environments characterized by considerable risk, such
as cryptocurrency assets, where the subject matter of investment influences both investors
and their intentions (Singh, Kumar, Goel, & Johri, 2024). It is also imperative to consider
financial self-efficacy, which may serve as a substitute for the behavioral control
anticipated in certain models, as this competence functions as both a mediating and
moderating variable that connects personal attributes, such as risk, with investment
intentions. This construct can also facilitate the examination of cybersecurity awareness;
although it may not directly address certain contexts related to the stabilization intentions,
it influences the trust and risks anticipated by investors, thereby indirectly impacting

investment decisions (Galleguillos, Ayala Figueroa, Borger, Letelier, & Juarez, 2024).

Furthermore, because individual investors can estimate potential profits and benefits
when compared to the associated risks, the expectations theory—which deals with
decision-making in the face of a variety of risks—confirms findings that show that their
understanding and tolerance of risks can significantly impact investors' intentions.
Consequently, it is plausible that although not explicitly or directly discussed, the caliber
of information influences both financial literacy and awareness, thereby affecting
attitudes and intentions. Accordingly, the theories and variables discussed herein affirm
that undertaking investment endeavors necessitates considerable effort and diligence,

given the myriad psychological, social, and media factors that interact to shape what is
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referred to as investor behavior. This study strives to enhance financial culture and foster
constructive attitudes by cultivating trust to promote investment across diverse financial

contexts (Singh, Kumar, Goel, & Johri, 2024).

1.8.3 Hypotheses Development

The present study encompasses four principal hypotheses that delineate and elucidate the
interrelationships among the independent, dependent, and mediating variables. An
examination of these interconnections among the aforementioned variables will be
comprehensively articulated through the following and ensuing relationships and

correlations:

1.8.3.1 The direct relationship between variables
1. The relationship between financial knowledge and Attitude:

The relationship between financial knowledge and Attitude is multifaceted and
significantly influences financial behavior. Financial knowledge is shown to substantially
impact financial management behavior, as evidenced by studies on MSMEs, where both
financial knowledge and Attitude collectively influence financial management practices
by 47.4% (Nadiyani & Lubis, 2024). Similarly, financial knowledge, behavior, and
Attitude are crucial in mitigating hyperbolic discounting, a bias that affects long-term
financial decision-making, highlighting the importance of these components in shaping
intertemporal preferences. Furthermore, financial knowledge acts as both a mediating and
moderating variable in the relationship between financial attitudes and behaviors,
suggesting that while financial knowledge enhances the effect of financial attitudes on
behavior, it also partially moderates this relationship. In the context of employees,
financial knowledge and Attitude have a significant positive effect on financial behavior,
indicating their combined influence on financial decision-making (SUWADIJI, 2024).
However, among university students, financial knowledge alone does not significantly
affect personal financial management behavior unless accompanied by a positive
financial attitude, underscoring the necessity of integrating both knowledge and Attitude
for effective financial management. Taken together, these results demonstrate the
dynamic and, at times, inverse nature of the link between financial knowledge and a good
financial attitude, which i1s necessary but not sufficient for successfully influencing

financial behavior.
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An additional crucial component of financial culture entails possessing an awareness of
one’s financial assets and the proficiency to manage them effectively. Consequently,
financial culture is crucial for the formation of Palestinian financial attitudes and the
development of these attitudes and behaviors. Assisting individuals in embracing this
mentality will empower them to take charge of their financial situation, making educated
choices about borrowing, saving, investing, and spending, ultimately maximizing their
profits. Many studies have shown that having a good grasp of financial concepts
consistently and indirectly affects one's financial conduct, which makes sense given the
importance of financial attitudes in this context (Nadiyani & Lubis, 2024). Although
financial literacy may not directly explain substantial behavioral changes, this correlation
also suggests that it develops an advanced mindset that helps smart financial

management.

Investors who want to make informed judgments in investing circumstances must first be
equipped with the instruments to manage their complicated financial condition and the
knowledge to handle it (Bellovd & Spirkové,, 2021). Therefore, a financial culture
including financial education is rather crucial. Implementing appropriate financial
education policies can help Palestine's financial inclusion to be improved right away as
low financial literacy directly results in limited access to different financial services.
Consequently, the enhancement or development of financial culture is crucial for
fortifying sound financial positions, as well as for achieving financial inclusion and
fostering sound financial practices in Palestine. In accordance with the aforementioned
considerations, this study posits the existence of a significant relationship between
financial knowledge and Attitude. Thus, this study has formulated the following
hypothesis:

HI: There is a positive relationship between financial knowledge and Attitude among
investors in Palestine.
2. The relationship between cybersecurity awareness and Attitude:

The elements influencing the relationship between cybersecurity knowledge and attitudes
encompass a broad array of individual and societal behaviors and contexts. Cybersecurity
has garnered substantial scholarly interest. examined Palestinian students, who typically

exhibit reckless behavior and, as a result, are susceptible to cyberattacks due to their
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deficiency in knowledge regarding or comprehension of the risks inherent in
cybersecurity. This observation aligns with findings indicating that while passive
cybersecurity practitioners become increasingly vulnerable, proactive cybersecurity
practitioners are more adept at mitigating phishing and other threats (Kuraku, Dinesh, &
Samaah, Navigating the link between internet user attitudes and cybersecurity awareness
in the era of phishing challenges, 2023). The Theory of Planned Behavior (TPB)
framework further elucidates that awareness exerts a more significant influence on
cybersecurity behavior than attitude alone (Yousuf, Al-Emran, & Shaalan, 2023). Human
factors—encompassing psychological and sociocultural dimensions—are particularly
critical in enhancing cybersecurity awareness as they significantly shape the perception
of threats and the implementation of security measures. Therefore, the implementation of
customized awareness initiatives, alongside the integration of human behavior with
technological and legal strategies to bolster cybersecurity resilience in Palestine and
worldwide, necessitates the cultivation of a security-aware mindset. This research posits
a noteworthy correlation between cybersecurity awareness and attitude, taking into
account the aforementioned parameters. Consequently, the study proposes the following

hypothesis:

H2: There is a favorable correlation between cybersecurity awareness and attitude in the

Palestinian investment industry.

3. The relationship between cybersecurity awareness and trust:

Many studies have found that understanding cybersecurity closely links with trust in
Palestine such as the study by (Salem, Moreb, & Rabayah, 2021) which focuses on
assessing the level of Internet users' security awareness among Palestinian learners,
highlighting the overall carelessness regarding security measures and the lack of
knowledge among users. Likewise, the study by (Hasan et al., 2024), which emphasizes
that strict compliance with data privacy and cybersecurity standards within the proposed
blockchain-based national digital identity framework reinforces user trust. This suggests
that enhancing cybersecurity measures can positively influence trust in digital identity
management among Palestinians. Beyond typical internet users to certain industries,
including e-banking, where consumers are more prone to monetary losses owing to their
ignorance of cybersecurity threats, this lack of understanding spans specific sectors.
Given the frequency of cybercrimes, particularly those involving social networks, greater
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cybersecurity knowledge is required to promote confidence in digital interactions. As seen
by the Palestinian police and other authorities' efforts to combat cybercrime, public

education, and legislative support may increase trust in these institutions (Amro, 2018).

Furthermore, by guaranteeing the stability and continuity of electronic services, the
collaborative defense strategies suggested for Palestinian information systems highlight
the necessity of a team-based approach to cybersecurity. They can improve confidence
between governmental and non-governmental organizations (Qusa, 2014). thorough
training programs can lessen the risks to institutional trust from staff and students' lack of
knowledge about cybersecurity in educational settings. Increasing cybersecurity
awareness is necessary to encourage trust in digital services and systems in Palestine.
Given the points mentioned above, this study anticipates that there is a significant
relationship between cybersecurity awareness and trust. Consequently, the study posited

the following hypothesis:

H3: Cybersecurity awareness has a positive relationship with the trust in the Palestinian

investment sector.

4. The relationship between information quality and trust:

In the Palestinian investment sector, the relationship between trust and information
quality is complex and multifaceted, negatively impacting decision-making processes.
This requires reducing information asymmetry, which in turn improves trust and decision-
making effectiveness, and providing high-quality, accurate, comprehensive, and relevant
information. Similarly, Accurate and complete information is vital for effective decision-
making. In the Palestinian banking sector, these dimensions of information quality
significantly impact decision-making effectiveness, which is crucial for sustainable
banking services. It relevant and easily interpretable aids managers in making informed
decisions, thereby enhancing the overall effectiveness of decision-making processes in
organizations (Sharif, Abumandil, & Obaid, 2018). In addition, High-quality information
regarding market size and trade openness can mitigate the negative impacts of conflict on
FDI inflows. So, Accurate data on these determinants helps investors make informed

decisions, thereby fostering a positive investment environment (Ibrahim, 2024).
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Furthermore, Information on regulatory frameworks for investments is crucial for market
confidence. Clear and reliable information can encourage investments in these sectors,
which are vital for sustainable development in Palestine. Considering the above-described
aspects, this study expects a strong correlation between information quality and trust. As

such, the study proposed the following theory:

H4: Information quality has a positive relationship with trust in the Palestinian

investment sector.

5. The relationship between risk-taking and Attitude:

Research on Pakistani investors revealed that a risk attitude greatly affects the choices
made about investments. With financial satisfaction (FS) serving as a mediator and
financial self-efficacy (FSE) acting as a moderator, financial risk attitude (FRA)
positively influences objective-oriented investment behavior (OOIB). Likewise, risk
aversion greatly influences investment decisions; financial attitude serves as a mitigating
agent, implying that even in cases of risk aversion, a good financial attitude may help to
guide decisions. Furthermore, heavily influencing investment decisions are
overconfidence and risk attitudes, particularly in high-risk environments such as stock
markets where risk-seeking behavior is frequent (Novandalina, Ernawati, & Adriyanto,
2022). Given that more ambitious firm objectives are linked with a stronger risk attitude,
the relationship between risk attitude and entrepreneurial aspirations indicates that
persons with a higher risk tolerance are more likely to participate in entrepreneurial

activities.

Studies on investing prejudices also show that risk-taking personality qualities like herd
mentality and loss aversion are correlated with a greater likelihood of being prey to
prejudices that might influence investment outcomes (Chen & Handley-Schachler, 2016).
Our results imply that in the Palestinian investment industry and other environments, risk-
taking and financial attitudes are significantly associated, therefore affecting both the
inclination to invest and the type of investments made. The above-described parameters
suggest that attitude and risk-taking will show a significant correlation. As so, the

investigation presented the next theory hypothesis:

H5: In the Palestinian investment industry, attitude and risk-taking correlate positively.
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6. The relationship between risk taking and financial efficiency:

The relationship between risk-taking behaviors and financial efficiency within the
Palestinian investment domain is intricate, encompassing a multitude of determinants
such as the caliber of financial reporting, market efficacy, and the protocols of risk
management. In smaller financial ecosystems, such as that of Palestine, the caliber of
financial reports (FRQ) plays a pivotal role in augmenting what is commonly termed as
investment efficiency, particularly in scenarios wherein these markets face fiscal
constraints and barriers that necessitate the adoption of conservative policies and
strategies regarding risk tolerance. It is imperative to acknowledge that mitigating the
level of risks associated with management can positively and effectively influence the
efficiency of this investment by addressing policies or scenarios of underinvestment
(Khan, Mahmood, & Younas, Impact of financial knowledge and investor’s personality

traits on investment intention: Role of attitude and financial self-efficac, 2024).

Nevertheless, it is essential to elucidate that the Palestine Stock Exchange (PSE) exhibits
certain inefficiencies attributable to various factors, including the absence of critical
influences on indicators that foster efficiency, such as the share turnover rate and the ratio
of capital invested in the market-to-market families, which culminates in the lack of
liquidity indicators and price volatility, particularly concerning share prices, and the
incapacity to accurately predict them. In addition to the aforementioned points, risk
management and strategic planning constitute two pivotal elements in establishing a
thriving and sustainable environment for Palestinian small and medium-sized enterprises,
as such methodologies may safeguard against risks; consequently, effective risk
management of financial assets enhances the performance of these enterprises. However,
numerous institutions and companies within this context continue to lack robust
management plans (Makkawi, 2023). Following the preceding discussion, the interplay
between risk sharing and investment efficiency can enhance this efficiency and may also
yield benefits by impacting the exposure of stocks to fundamental economic shocks,

which can influence the capacity of investors to navigate these risks.

Overall, the Palestinian investment sector's financial efficiency is intricately linked to
risk-taking behaviors, market inefficiencies, and the strategic application of risk

management practices.
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According to the criteria above, this study expects a strong correlation between financial

efficiency and risk-taking. As a result, the research proposed the following theory:

H6: There is a positive correlation between taking risks and being financially efficient in

the Palestinian investment industry.

7. The connection between financial efficiency and subjective norms:

Financial intentions and actions are significantly influenced by subjective norms, which
are defined as the perceived social pressure to engage in or refrain from engaging in a
particular conduct. Subjective norms, for example, are a powerful predictor of investment
intentions in the context of investment decisions because they impact people's perceptions
of acceptable or expected behavior in their social or professional circles (Alleyne &

Broome, 2010).

Subjective norms, financial attitudes, and self-efficacy significantly impact young
entrepreneurs' financial behavioral intentions, suggesting that norms can direct wise
financial decision-making (Harahap, Rahayu, & Lestari, 2024). Moreover, investor
reactions to financial tactics like the usage of derivatives are influenced by norms; the
degree to which existing standards are followed can positively or negatively affect
investor judgments. The general principles imply that subjective standards could also
affect financial efficiency by influencing investing behaviors and decisions in line with
socially acceptable practices, even though these studies do not address the particular
context of the Palestinian investment sector. This emphasizes how crucial it is to
comprehend and maybe use subjective norms to improve financial efficiency in

investment sectors, especially those in Palestine.

Given the aforementioned points, this study anticipates that there is a significant
relationship between subjective norms and financial efficiency. Consequently, the study

posited the following hypothesis:

H7: Subjective norms have a positive relationship with financial self-efficacy in the

Palestinian investment sector.
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8. The relationship between attitude and investment intention:

Numerous scholarly investigations have demonstrated that Attitude consistently serves as
a robust predictor of investment intention, as a favorable attitude toward investment
significantly impacts investment intentions in stock markets, real estate, and
crowdfunding platforms (Adil, 2023). Furthermore, within the realm of stock market
investments, a favorable attitude assumes a mediating function, in conjunction with self-
financial efficiency, influencing investment decisions, thereby increasing the likelihood
that individuals or investors with a positive perspective, aligned with their capabilities
and financial status, will engage in investment activities. Additionally, in the domain of
real estate and construction, attitude not only directly influences investors' disposition
towards investment but also mediates the impact of other determinants such as self-
financial efficiency and anticipated financial returns, thus underscoring its significant role
in shaping the investment behavior of investors. In crowdfunding, Attitude, along with
perceived behavioral control, positively impacts investment intentions, further
reinforcing its importance in decision-making processes (Yulandreano & Rio, 2023).
Additionally, studies focusing on millennials reveal that financial Attitude significantly
affects investment intention, underscoring the universal applicability of this relationship
across different demographic groups. These findings collectively suggest that fostering a
positive investment attitude could enhance investment intentions in the Palestinian

investment sector, aligning with global trends observed in similar studies.

Given the aforementioned discussion, this study anticipates that there is a significant
relationship between Attitude and investment intention. Consequently, the study posited

the following hypothesis:

HS8: Attitude has a positive relationship with investment intention in the Palestinian

investment sector.

9. The relationship between trust and investment intention:

Within the more general framework of investing behavior, investment intentions are much
influenced by trust. For mutual funds, where it lessens the effects of perceived behavioral
control, subjective norms, and customer relationship marketing on investment intentions,
trust, for example, greatly influences investment intentions. In the context of peer-to-peer

lending platforms, social impact and platform reputation also help to build confidence,
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thereby improving investment intentions and actual investments (Soeta, Sembel, &
Malau, 2023). of the Palestinian context, perceived commercial obstacles and a lack of
required social networks limit the investment interest of the diaspora, which may be seen
as a shortage of trust in the local business environment. The unstable political and
corporate environment, which inhibits real investment despite a strong emotional
inclination for homeland investment, maybe the source of this lack of confidence. Studies
looking at the mediating effects of trust and self-confidence on hazardous investment
intentions further emphasize the importance of trust in investment decisions, indicating
that trust may affect both conscious and unconscious investment decision processes. All
things considered, trust turns out to be a crucial element that, depending on the
socioeconomic and political environment, as well as the perceived dependability and
reputation of investment platforms and prospects, may either help or hinder investment

intents.

In light of the above-listed factors, this analysis expects that there will be a significant
relationship between trust and investment intention. Consequently, the study posited the

following hypothesis:

H9: Trust has a positive relationship with investment intention in the Palestinian

investment sector.

10. The relationship between financial efficiency and investment intention:

The relationship between financial efficiency and investment intention in the Palestinian
investment sector is multifaceted, involving various factors such as financial constraints,
literacy, leverage, and reporting quality. Financial constraints significantly impact
investment efficiency, with higher constraints often leading to inefficiencies, particularly
in firms with high free cash flow and growth potential (Yulandreano & Rio, 2023). The
significant role of rendering informed decisions to cultivate and enhance investment
outcomes is underscored by the favorable influence that stems from a robust financial
culture and knowledge of investment on investors' decisions, as manifested through their
investment intentions. Furthermore, financial leverage plays a crucial and sophisticated
role, exhibiting an inverted U-shaped correlation with investment efficiency; this is due
to the reliance on the capabilities through which firms endeavor to advance themselves,

whereby such leverage either promotes or inhibits investment, that is to say, it remains
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constant (Liu, 2018). In the pursuit of addressing the asymmetry of information to achieve
alignment between the objectives of managers and investors, the necessity for high-
quality financial reports is paramount to augmenting the efficiency of investment
performance. Consequently, measures of efficiency that signify the proportion of capital
allocated in the market and the turnover of shares, which do not exert a substantial
influence on market profitability, present obstacles to the Palestinian Stock Exchange;
this situation is exacerbated by the inefficiency resulting from the pronounced scarcity of
liquidity, which may incite price instability in stocks, alongside the prevailing conditions
in the volatile market (Awwad & Razia, 2021). Accordingly, the enhancement of financial
culture, the elevation of the quality of financial reports, as well as the formulation of
solutions to the challenges confronting market efficiency, are deemed essential to
stimulate investors and to bolster investment intention and efficiency within the

Palestinian investment sector. Thus, this study proposes a hypothesis that states:

HI10: Financial efficiency possesses a positive correlation with investment intention in

Palestine.

1.8.3.2 The indirect relationship between the variables

1. The mediating role of Attitude in the relationship between financial knowledge

and investment intention:

The mediating role of attitude between financial knowledge and investment intention
aligns with the core constructs and relationships within the Theory of Reasoned Action
(TRA) by emphasizing the importance of attitude as a determinant of behavioral
intention. TRA posits that an individual's intention to perform a behavior is influenced by
their attitude towards the behavior. In the context of financial knowledge and investment
intention, attitude serves as a crucial mediator that translates financial knowledge into a
willingness to invest. This relationship is supported by several studies that highlight the

significant role of attitude in shaping investment intentions (Akhtar & Das, 2019).

Investment intentions are determined in great part by financial culture, (Khan, Mahmood,
& Younas, Impact of financial knowledge and investor’s personality traits on investment
intention: Role of attitude and financial self-efficac, 2024) claim that a positive and
constructive attitude toward investing will increase the possibility of actual investment

behavior being followed. This implies that this approach serves as a mediator, therefore
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indirectly affecting the conversion of financial data into investment intentions. Along with
the above-mentioned elements, attitude moderates the link between financial knowledge
and investment intentions. Numerous research, notably, have shown this; an optimistic
view increases the likelihood of sensible investing selections. Regarding Islamic finance,
(Dharma, Puteh, Widodo, Alfaqih, & Yahya, 2024) claim that the risk mindset serves as
a middle ground between investment goals and financial efficacy. This underlines how
much Islamic ethical issues and religious understanding shape investing intentions. In this
regard, it is imperative to underline the mediating role of the Attitude in the relationship
between Islamic financial culture and investors' intentions to engage in investment
activities; this is achieved by stressing the effectiveness of self-financial technology in
modifying this relationship, so indicating that technological efficiency possesses the
capacity to cultivate and amplify the influence of the Attitude on investment intentions.
Research on such settings has been rare inside Palestine; nonetheless, these few studies
have shown that the improvement of financial culture and the encouragement of favorable
views about investing may significantly influence investors' intentions. Emerging
economies especially show this impact as attitudes regarding investment intentions and
financial culture help to close the gap between non-participation and involvement in
financial markets (Mutlu, Cevik, & Celebi Boz, 2024). The study has hypothesized that,

considering the elements stated Earlie:

Hm1i: The Attitude mediates the relationship between financial knowledge and investment

intention in the Palestinian investment sector.

2. The function of attitude as a mediator in the connection between investment

intention and cybersecurity awareness:

The mediating role of attitude between cybersecurity awareness and investment intention
can be understood through the lens of the Theory of Reasoned Action (TRA) and Prospect
Theory. TRA posits that attitude, influences behavioral intentions, which aligns with the
idea that a positive attitude towards cybersecurity can mediate the relationship between
awareness and the intention to invest in cybersecurity measures. Prospect Theory, on the
other hand, suggests that individuals evaluate potential losses and gains, which can
influence their investment decisions in cybersecurity. This theory can be applied to

understand how attitudes shaped by awareness of cyber threats and potential losses can
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drive investment intentions. The following sections explore these relationships in detail

(Fleischman, Valentine, Curtis, & Mohapatra, 2022).

In the same context, Attitude—more especially, its cognitive and emotional
components—has been demonstrated in many research to be the mediator between
cybersecurity knowledge and investment intention. This helps to explain how investors'
behavior is thus affected. According to (Fleischman, Valentine, Curtis, & Mohapatra,
2022), improving knowledge of the cybersecurity concept helps investors to be driven to
adopt investing objectives. Cognitive and emotional elements both affect this knowledge
and awareness; the former has a more major influence. The possible dangers and benefits
of investing in cybersecurity might affect investors' opinions on the issue, therefore
influencing their choice to go on. Based on (Gongalez & Mariano, 2023)study, which
supports these results, the expected advantages of cybersecurity dramatically influence
investment intentions. This implies that strong attitudes supporting cybersecurity models
might affect the decisions on investments. Likewise, it is thought that effect on attitudes
toward investments depends on cybersecurity awareness, that is, knowledge of the risks
connected with cyberspace and how to lower them (Akhtar & Das, 2019).The study by
(Fleischman, Valentine, Curtis, & Mohapatra, 2022). supports previous research findings
by showing that the degree of cybersecurity awareness affects these attitudes and
subsequently improves security and cyber behavior, especially when investors are faced
with investment decisions. Therefore, in Palestine, the augmentation of attitudes through
cybersecurity awareness can serve as a mediating factor. Hence, the hypothesis is

formulated as follows:

Hm?2: The Attitude mediates the relationship between cybersecurity awareness and

investment intention in the Palestinian investment sector.

3. The mediating role of the trust in the relationship between cybersecurity

awareness and investment intention:

The mediating role of trust between cybersecurity awareness and investment intention
can be aligned with the core constructs and relationships within the Theory of Reasoned
Action (TRA) and Prospect Theory. Trust acts as a crucial intermediary that influences
the decision-making process, particularly in contexts involving risk and uncertainty, such

as cybersecurity investments. So, Trust plays a crucial mediating role in the relationship
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between cybersecurity awareness and investment intention, generally and specifically in
Palestine. Trust is a fundamental element in financial interactions, significantly
influencing investment decisions and client satisfaction, as demonstrated by the positive
impact of trust-building strategies on investor confidence and decision-making in
financial advisory contexts (Harahap, Rahayu, & Lestari, 2024). In the realm of financial
technology, trust partially mediates the relationship between security concerns and usage
intention, indicating that as trust in security measures increases, so does the intention to
use financial technology (Alleyne & Broome, 2010). This relationship is mirrored in the
context of cybersecurity investment decisions, where trust influences the decision-making
process, particularly when ethical and societal considerations are involved (Fleischman,
Valentine, Curtis, & Mohapatra, 2022). In Palestine, trust is a significant barrier to online
shopping, and once established, it enhances shopping willingness, suggesting that trust
similarly affects investment intentions in cybersecurity (Baidoun & Salem, 2023).
Moreover, knowledge of cybersecurity risks—such as identity theft—is very essential in
bridging the gap between expectations and capabilities, thereby affecting protective
intentions. This knowledge, when paired with confidence, could help to minimize
perceived risks and increase confidence in security mechanisms, therefore improving
investment intentions. Thus, trust is a vital mediator in both general and Palestinian
contexts by encouraging confidence and reducing perceived risks, thereby strengthening
the link between cybersecurity awareness and investment intention. Hence, the hypothesis

is formulated as follows:

Hm3: The trust mediates the relationship between cybersecurity awareness and

investment intention in the Palestinian investment sector.

4. The mediating role of the trust in the relationship between information quality

and investment intention:

The mediating role of trust between information quality and investment intention can be
aligned with the core constructs and relationships within the Theory of Prospect Theory.
Prospect Theory emphasizes the role of perceived gains and losses in decision-making.
Trust can influence how individuals perceive risks associated with investment decisions.
For example, trust mediates the relationship between information quality and purchase
intention in online transactions, indicating that trust can alter the perceived risks and
benefits of a decision (Faizza & Roostika, 2024). Likewise, Trust can be analogous to risk
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tolerance in Prospect Theory, where it mediates the relationship between behavioral
factors and investment performance. This suggests that trust can influence how

individuals weigh potential gains and losses, thereby affecting their investment intentions.

Based on the above, trust plays a pivotal mediating role in the relationship between
information quality and investment intention, both generally and specifically in the
context of Palestine. In general, trust is a critical mediator that influences how information
quality impacts investment intentions. For instance, in online peer-to-peer lending, trust
mediates the relationship between source credibility and argument quality, which are
crucial for forming investment intentions (Lin & Huang, 2021). Similarly, in the context
of e-retailers, trust mediates the relationship between e-retailer quality, including system
and service quality, and customer intention to shop online, although information quality
itself did not significantly impact trust or shopping intention. In Palestine, trust also plays
a significant role in online shopping behaviors, where it moderates the relationship
between website quality and shopping intentions among millennials, especially during
the COVID-19 pandemic (Baidoun & Salem, 2023). This suggests that enhancing trust
can mitigate perceived risks and improve behavioral intentions. Furthermore, the role of
trust in financial decision-making is underscored by the use of financial recommender
systems, which help restore investor confidence by transferring trust from traditional
investment avenues to these systems (Salem, Moreb, & Rabayah, 2021). Overall, trust
serves as a crucial intermediary that can enhance the perceived value and reduce the

perceived risks associated. Hence, the hypothesis is formulated as follows:

Hm4: The trust mediates the relationship between information quality and investment

intention in the Palestinian investment sector.

5. The mediating role of Attitude in the relationship between risk making and

investment intention:

Prospect Theory suggests that individuals evaluate potential outcomes based on perceived
gains and losses. Trust can alter this perception by reducing the perceived risk associated
with cybersecurity investments. When trust is high, individuals may perceive the potential
losses as less significant, thereby increasing their willingness to invest (Joshi et al., 2024).
It is of paramount importance to acknowledge that the precise and eftficacious role of the

Attitude in mediating the relationship between numerous entities and the intention to
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invest across various cultural contexts is underscored by a multitude of studies that have
concentrated on its characteristics or, alternatively, on its environmental investments and
their magnitude. This role partially mediates the relationship between robust and
commendable investment performance and the perceived magnitude as well as the
intention to invest, occurring during various temporal contexts, including the prospective
governance (Wang, Hu, & Chen, 2024). In Saudi Arabia, however, personal Attitude does
not significantly mediate the relationship between financial knowledge and risky
investment intention, possibly due to the risk-averse cultural context, which emphasizes
subjective norms and perceived behavioral control instead (Sobaih & Elshaer, 2023). In
Pakistan, Attitude significantly mediates the relationship between financial knowledge,
personality traits, and stock market investment intentions, suggesting that a favorable
outlook and financial self-efficacy enhance investment intentions (Khan, Shafiq, & Shah,
Effect of financial literacy and financial self-efficacy on individuals' investment intention:
The mediating role of risk-taking behavior, 2023). The findings derived from the
DOSPERT scale reveal that the conduct of investors concerning risk manifests
significantly later than the anticipated risks and to a greater extent than the expected
benefits, as the so-called national culture exerts a pivotal influence in molding the trends
associated with this risk. This assertion is substantiated by the considerable significance
of cultural factors in the perception and analysis of risk behavior, encompassing
dimensions such as individualism versus collectivism (Breuer, von Nitzsch, Salzmann, &
Kollath, 2016). Furthermore, in addition to the aforementioned observations, risk
behavior functions as a variable that serves as a partial mediator between financial culture
and self-efficacy, both of which are crucial determinants that influence investment
intentions. This indicates that enhancing self-efficacy and elevating the level of financial
knowledge fosters investor engagement, consequently leading to the development of
investment intentions (Khan, Shafiq, & Shah, Effect of financial literacy and financial
self-efficacy on individuals' investment intention: The mediating role of risk-taking
behavior, 2023)). Collectively, these findings underscore the degree of coherence and
interaction that emerges through investment intentions, attitudes, risk considerations, and
cultural elements. Hence, the hypothesis pertaining to these factors has been articulated

through the subsequent hypothesis:

Hm5: Attitude mediates the relationship between risk and investment intention in the

Palestinian investment sector.
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6. The mediating role of financial self-efficacy in the relationship between risk

making and investment intention:

The mediating role of financial self-efficacy between risk-taking and investment intention
can be understood through the lens of both the Theory of Reasoned Action (TRA) and
Prospect Theory. Financial self-efficacy, which refers to an individual's belief in their
ability to manage financial tasks, plays a crucial role in shaping investment intentions by
influencing risk-taking behaviors. This relationship aligns with the core constructs of
TRA, which emphasizes the role of attitudes and subjective norms in shaping intentions,
and Prospect Theory, which focuses on how individuals evaluate potential losses and
gains. The integration of financial self-efficacy as a mediator highlights the psychological

and behavioral factors that influence investment decisions (Harini & Subramanian, 2024).

According to this, financial self-efficacy assumes a pivotal and mediating function in
shaping the interplay between risk tolerance and investment intention, as this efficiency,
by enhancing the quality of financial reports, augments investment efficacy, particularly
in smaller markets, where various financial constraints and administrative risks
significantly influence this correlation (Khan, Mahmood, & Younas, Impact of financial
knowledge and investor’s personality traits on investment intention: Role of attitude and
financial self-efficac, 2024). Consequently, financial constraints, which profoundly
impact investment decision-making, particularly in firms possessing substantial cash
liquidity and considerable economic potential while undergoing a phase of presumed
growth, may result in these constraints adversely affecting their investment decisions
(Kim, Lee, & Paik, 2024). Investors endowed with financial literacy, characterized by
financial cognizance and self-efficacy, exhibit a greater propensity to engage in
investment activities and undertake risks compared to their counterparts, as risk behavior,
as evidenced by research, serves as a mediator between financial culture, self-efficacy,
and investment intention. Individuals possessing financial literacy, namely those
distinguished by an elevated financial culture, are capable, through their attributes and
competencies, of making critical decisions pertaining to investment Journal of Corporate
Accounting & Finance. Furthermore, the correlation between market value and asset
utilization in Palestine, for instance, is facilitated by robust financial ethics, which
culminates in effective asset management, thereby enhancing financial performance and
subsequently fostering improved investment intentions (Dwaikat, Abdelbaset, & Queiri,
2023).
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This information holds significant importance, particularly for Palestinian institutions
distinguished by their substantial capital reserves and concentration in public ownership,
as investors exhibit considerable apprehensions regarding the potential mismanagement
of these assets unless such mismanagement ultimately culminates in enhanced financial
outcomes (Dwaikat, Abdelbaset, & Queiri, 2023). In consideration of these findings, the
significance of financial efficiency must be leveraged in the formulation of investment
decisions through the strategic allocation of capital and the mitigation of adverse
consequences associated with risks on investment intentions, thereby underscoring the
pivotal role that this efficiency assumes within the context of both public and private
markets in Palestine. Consequently, the study advances the sixth effective hypothesis,

which articulates:

Hm 6: Financial efficiency serves as a mediator in the relationship between risk and

investment intentions within the Palestinian investment sector.

7. The mediating role of financial efficiency in the relationship between subject

norms and investment intention:

The mediating role of financial self-efficacy between subjective norms and investment
intention can be understood through the lens of both the Theory of Reasoned Action
(TRA) and Prospect Theory. Financial self-efficacy, which refers to an individual's belief
in their ability to manage financial tasks, acts as a crucial mediator that influences how
subjective norms—social pressures or expectations—translate into investment intentions.
This relationship aligns with the core constructs of TRA, which emphasizes the role of
attitudes and subjective norms in shaping behavioral intentions, and Prospect Theory,
which considers how individuals evaluate potential gains and losses in decision-making

(Harini & Subramanian).

Therefore, the important and mediating role of financial efficiency in the relationship
between subjective standards and investment intention can be highlighted because
through it, the accurate understanding of financial resource management can improve
performance and play a decisive role in influencing investors' intentions. This is
illustrated in the context of online trading, where financial efficiency affects investment
intentions by reducing the amount of risks that companies or investors can expect, which

leads to enhancing self-efficiency. Financial awareness generally has a significant
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moderating role in investment decisions. In the Palestinian context, it can be said that
faith efficiency associated with improved financial performance mediates the relationship
between asset utilization and market value, as it can be said that effective financial
efficiency can enhance market perceptions and investment intentions (Dwaikat,
Abdelbaset, & Queiri, 2023). However, although subjective criteria have not had a direct
and significant impact on investment intentions in many studies, results have been found
that financial efficiency can influence this dynamic by providing more objective,
informed, and trustworthy investment environments (Raut & Kumar, 2023). Therefore,
incorporating strategic management accounting practices can enhance investment
efficiency and thus indirectly affect investment intentions by improving the strategic use
of intellectual capital. In conclusion, financial efficiency acting as a mediator may
significantly increase the likelihood of investment by improving financial performance
and literacy, even if subjective standards by themselves would not significantly affect
investment intentions. This is particularly true in regions like Palestine, where improving

market value requires financial management strategies (Raut & Kumar, 2023):

Hm?7: The financial efficiency mediates the relationship between subject norms and

investment intention in the Palestinian investment sector.
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1.8.4 The Conceptual Framework of the Study

Figure (1.1)
Conceptual Framework of the Study (Direct Impact)
N\

Financial

Knowledge
N )

H
s N
Cybersecurity
Awareness NEE \
A Attitude
H
Information | H8 |/
Quality H4 Trust N A Investment
H9 Intention

- H5

. . — || Financial self- || 410

Risk - Taking H efficacy
d - /

4 N\

Subjective H7

Norms

- |
Figure (1.2)

Conceptual Framework of the Study (Indirect Impact)

. Attitude
( )
Financial
Knowledge .
. v
. 2 Hm5 .
a N Sw LHmM2 T Hme
Cybersecurity K B
Awareness | -
\ y S ——— N .
4 ] N S Trust - L Hma | Investrpent
Information-...}...~ _____{ ] - Intention
Quality 1 Hma -
/n -7
| Hmé .
Risk - Taking --{-....__ .
) R e e
Subjective Financial self-
Norms | el efficacy
- o W L




The study's primary objective is to evaluate the level of Investors' Awareness regarding
Cyber Security Risks and their consequential effect on the investment intentions of

Palestinian Investors .

It also aims to clarify the connections between investing intents and factors like risk
tolerance, financial literacy, cybersecurity awareness, subjective norms, attitudes, trust,
and financial self-efficacy. Additionally, the study explores how attitudes, trust, and
financial self-efficacy impact cybersecurity awareness, financial literacy, information
quality, risk appetite, subjective norms, and investment intents. Alongside these results is

the research's theoretical framework, bolsters the study's objectives.

A thorough literature review was conducted to find relevant studies that used features

similar to those in the current study project.

By analyzing these variables, the study will formulate recommendations to enhance
investment outcomes by fostering an understanding of Cyber Security Risk Awareness
and the interplay of the variables above and their implications for investment. The study
uses seventeen main hypotheses, ten of which are direct correlations and seven indirect

relationships.

1.8.5 Chapter Summary

The study's second chapter offers a theoretical framework, emphasizing the idea of the
independent variables, including risk-taking, cybersecurity awareness, financial
knowledge, information quality, and subjective standards. Furthermore, the mediating
factors include financial self-efficacy, trust, and Attitude. Additionally, the dependent

variable was displayed by the intention to invest.

The theoretical framework was developed based on the fundamental theories pertinent to
the investigation, examining their concepts and connections with the research issue.
Previous studies on the link between these variables are also examined. The suggested
plan for creating the theoretical framework is also presented in this chapter. The research

approach used in the study is covered in detail in the next chapter.
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Chapter Two
Research Methodology

2.1 Introduction

This chapter deals with a full description of the method and procedures carried out by the
researcher for data collection and sampling, questionnaire design, reliability and validity

testing, statistical approach, and research model to implement this study.

2.2 Data collection and sampling

First, this investigation aimed to examine the influence of independent variables—
namely, cybersecurity awareness, financial literacy, information quality, risk propensity,
subjective norms, attitudes, trust, and financial efficacy—on the investment intentions of
Palestinian investors within Palestine. The analysis elucidated the effects of these
variables on the investment intention, which is treated as the dependent variable, through
the hypotheses above. Data were acquired from both primary and secondary sources to
gain insights into the research problem, with primary data obtained via a quantitative
research instrument, specifically a structured questionnaire, while secondary data were
gathered from scholarly books, articles, and scientific journals pertinent to the thesis
subject, all of which can be referenced in the accompanying bibliography. Given the
significant challenges encountered by the researcher in delineating the population of
Palestinian investors due to the unavailability of precise information from relevant
authorities, combined with the prevailing political and security circumstances in Palestine
(comprising the West Bank and Gaza Strip), which render instability a primary deterrent
to investment, the sample for the study was determined utilizing the GPower software.
This program facilitated the identification of a sample size of 109 participants, as
indicated in Table (2.1). Consequently, the researcher distributed not merely the
calculated number of questionnaires but a total of 382, acknowledging the likelihood of
non-cooperation from numerous investors concerning the study's objectives, which may
result in incomplete responses, as well as the possibility that some participants might be
unable to provide accurate answers, thus rendering their data unsuitable for analytical
purposes. As a result, 260 questionnaires were retrieved that met the criteria for analysis.
The researcher employed a purposive sampling method in the distribution of the
questionnaires as a quantitative data collection tool, targeting a specific demographic

relevant to the study, wherein participants were selected based on their expertise or
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involvement in investment activities in Palestine, thereby optimizing time and resources
and enhancing data quality. Furthermore, the researcher defends the use of purposive
sampling due to the insufficient information regarding the overall population size of
Palestinian investors (Walke, 2022). Regarding the application of the GPower program,
various scientific and statistical rationales underpin its utilization by researchers. The
GPower software enables users to input relevant parameters and compute the requisite
sample size, ensuring that the study possesses adequate statistical power to identify
significant effects. This program proves advantageous for researchers and ethics
committees lacking extensive statistical expertise, as it simplifies the intricate process of
sample size estimation (Cunningham & Gardner, 2007). Such capabilities underscore
GPower's proficiency in delivering precise sample size calculations, which are vital for

informed decision-making and optimizing resource allocation in research endeavors.

Table (2.1)

Sample identification using G*Power

F tests Linear multiple regression: Fixed model, R* deviation from zero
Analysis: A priori: Compute required sample size
Input: Effect size 2 0.15
o err prob 0.05
Power (1-f err prob) 0.80
Number of predictors 8
Output: Noncentrality parameter A 16.3500000
Critical F 2.0323276
Numerator df 8
Denominator df 100
Total sample size 109
Actual power 0.8040987

2.3 Questionnaire design

The questionnaire is an important tool for collecting the quantitative data used in this
research, it was built mainly to meet the needs and answer questions of the research, then
the final version was distributed to construction supply chain management in West Bank.

It took 4 weeks from the beginning of distributing the questionnaire, collecting it, and
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returning back to the researcher, the total number of distributed questionnaires was 382,

and the researcher retrieved 260 questionnaires, 68% of the sample size.

The questionnaire consists of two parts, 5 general questions were used in the first part,
which related to the personal information of the respondents (Gender, Age, Qualification,
Experience, Inv. Type. Part two contains (36) statements distributed as: (Attitude (3)
statements, Cybersecurity Awareness (4) statements), (4) statements measure the level of
Financial Knowledge variable. (6) statements measure the level of Financial self-efficacy,
(3) statements Investment Intention, (5) Information Qual, (3) Risk taking, (3) Subjective
Norms, (5) Trust.

Respondents were asked to indicate their level of agreement using a five-point Likert
scale (from 5 which means strongly agree to 1 which indicates strongly disagree).
(Cicenaite, 2012) said that “Likert scale allows the respondent to choose the degree of
agree or disagree with each item in questionnaire when it comes to the stimulus purpose,
the different dimensions were measured on 5- point Likert scale to check the participant’s

degree of convenient with the statement or not, as below:
1. Strongly disagree (SD).

2. Disagree (D).

3. Neutral (Ne).

4. Agree (A).

5. Strongly Agree (SA).

2.3.1 Instrument Validation

Heale & Twycross (2015) define validity as a scientific method that a researcher employs
to determine the accuracy with which a concept is measured in a quantitative study. Three
primary types of validity exist. The first is content validity, which assesses whether the
tool encompasses the complete range associated with the variable or if it's tailored for
scaling. The second type, constructive validity, has three kinds of evidence to confirm the
research tool's constructive validity: homogeneity, convergence, and theoretical evidence.
The last validity measure is criteria validity, which is determined in three ways:
convergent, divergent, and predictive. The researcher presented the questionnaire to eight

experienced arbitrators from universities and pertinent institutions. These experts
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provided feedback on the study tool's sections. They ensured that the questionnaire's
content and topics aligned with the study's goals and variables. (Heale & Twycross, 2015)
emphasize that feedback from the arbitrators is crucial. Their observations and feedback
are then reviewed and matched with the study's areas. The researcher incorporated their

feedback, refining the questionnaire and finalizing the research methodology.

2.3.2 Instrument Stability

To verify the stability of the study tool, the researcher will use Cronbach's alpha equation
for the axes, where he will conduct an exploratory survey of several employees according
to the study sample. A value of 0.60 and above is considered acceptable for measurement

in judging the stability of the questionnaire item.

As for the data collected, Acharya, Prakash, Saxena, & Nigam (2013) indicated that there
are characteristics that must be available when collecting data while writing scientific
research. It is the researcher's ability to reach accurate and reliable results that he resorts
to using in scientific research. It should be noted that if the researcher uses a weak and
inaccurate tool in collecting information, the study results will be inaccurate, which leads

to wasting the efforts of the researcher and the failure of the research as well.

Heale & Twycross (2015) explained that what is meant by the accuracy of the scale in
science is the researcher's ability to realize the degree to which the scale can achieve
logical readings every time it is used, and the reliability of scientific research is calculated
in several different ways, but the most common of these methods is the measurement of

the coefficient of Alpha Cronbach.

Given the significant importance of the reliability coefficient for the study tool,
Cronbach's alpha equation is applied to each study section and subsequently to the total

section, which encompasses a set of fields.

Finally, Internal validity and reliability tests were used to ensure that respondents had no
problem understanding the questions, and dimensional analysis was used to establish
internal validity. Furthermore, it was sent for evaluation by a number of external raters,
where the rater reviews the questionnaire in terms of readability, clarity, and

comprehensiveness and provides a level of consensus on the items that should be included
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in the final questionnaire. Table (2.2) showed the loading, Cronbach’s alpha, and

composite reliability for the items of the questionnaire.

The data reveals that the 36 items associated with the nine variables, encompassing a total
of 36 items, exhibited loading values exceeding 0.60, thus indicating a significant
correlation between the questionnaire items and their corresponding variables (Child,
2006). Furthermore, reliability pertains to the consistency of the assessment and its
absence of error (Fraenkel & Wallen, 2003); that is to say, all items within the instrument
evaluate the same construct and assess the stability or consistency of the instrument, with
a statistical measure termed Cronbach's Alpha employed for this purpose. This measure,
developed by Lee Cronbach in 1951, is quantified as a numerical value ranging from 0 to
1; an alpha score exceeding 0.7 signifies that the questionnaire is deemed reliable,
whereas a score below 0.7 indicates that the questionnaire lacks reliability and

necessitates modifications (Fraenkel & Wallen, 2003).

2.4 Statistical approach

The construct validity of the questionnaire was rigorously assessed utilizing factor

analysis to ascertain its validity.

Cronbach's Alpha was used to assess the measurement tool's stability coefticient. Using
the statistical software program SPSS 23, the researcher attempted to ascertain the
arithmetic means and standard deviations for each item about the independent, dependent,

and mediating components.

The researcher meticulously dissected and examined the questionnaire using the
statistical program Smart PLS 4 and the structural equation modelling methodology.
Partial Least Squares Structural Equation Modelling (PLS-SEM), which is extensively
used in many different disciplines to analyse complicated interactions between latent
variables as assessed by observable variables, is the subject of the comprehensive

software package Smart PLS 4.

Both inexperienced and seasoned researchers can use the software because of its well-

known and user-friendly graphical user interfac (Sarstedt & Cheah, 2019).
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Tools for evaluating formative and reflective measuring methodologies are included in
Smart PLS 4.These tools include evaluating convergent validity, collinearity, and
statistical significance of weights for formative models; for reflective models, they
include evaluating indicator loadings, discriminant validity, convergent validity, and
internal consistency reliability (Subhaktiyasa, 2024). Furthermore, using tests like
PLSpredict, R square, Q square, VIF, significant value, collinearity, and SRMR, the
program makes it easier to evaluate structural models (Subhaktiyasa, 2024).For
academics and companies looking to use cutting-edge statistical methods for competitive

advantage and strategic insights, Smart PLS 4 is an essential tool (Subhaktiyasa, 2024).

The researcher described the most significant statistical methodologies that were
employed and that are consistent with the objectives and hypotheses of the investigation
after closely examining the primary programs used as analytical tools and considering the
Smart PLS 4 program as the most significant analytical tool in terms of its definition,
significance, and principal components. The study evaluated the hypotheses using the
Full Collinearity and Test for Normality tests. Furthermore, convergence and discriminant
validity were utilized to appraise the measurement model. The coefficient of
determination (R? value) and predictive quality (Q?) were also employed to evaluate the

structural model.

2.5 Conclusion

This chapter has identified the methodological approach selected for this thesis study, in
this part the researcher identified the research instrument that was applied to test the
hypothesis to reach the final results which illustrates the investors' awareness of cyber
security risk and its impact on the intention to invest, also in this chapter the researcher
identifies the internal validity and reliability of the questionnaire used. A factor analysis
testing was done and the results were used to make the necessary modifications on the
instrument. Moreover, in this chapter the researcher identified the population and the
targeted research sample. Finally, the researcher explained the procedures used to conduct

the data collection and analysis.
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Chapter Three
Data Analysis & Results

3.1 Introduction

In this chapter, the researcher presents analysis using SMARTPLS 4, to answer the
questions and reject or fail to reject the hypothesis. This chapter will be separated into 2
parts, the first one: demographic analysis, the second part tests, testing hypothesis of the
investors' awareness of cyber security risk and its impact on the intention to invest: using

path analysis and bootstrapping in SMARTPLS 4.

3.2 Demographic analysis

Table (3.1)
Demographic characteristics of respondents (n=260)

> &} Rm - &} R

5 Male 191 735 | , Lessthan 100000 § 113 43.5

—g Female 69 265 Tg 100000-500000§ 58  22.3

O Total 260 100.0 El More than 5000008 89  34.2
22 — less than 35 years 88 338 | T Total 260 100.0

) 35 — less than 50 years 133 51.2 Local Stocks 9%  36.9

< 50 year & more 39 15.0 Foreign Stocks 2 0.8

Total 260 100.0 | & Bonds 21 8.1

- Less than Tawjihi 11 4.2 3| Investment Funds 6 2.3

'% Diploma 23 8.8 E Cryptocurrencies 3 1.2

_zé’ Bachelor 179  68.8 other 132 50.8

E Post graduate 47 18.1 Total 260 100.0

4 Total 260 100.0 Economic 28 10.8

Less than 5 years 88  33.8 Financial 50 19.2

8 management

§ 5-and less than 10 years 118 454 | g Accounting 53 204

?‘;‘} 10 years or more 54 20.8 ‘é Engineering 54 20.8

&) Total 260 100.0 | S Information 38 14.6

8  Technology (IT)

3 Personal 231 888 | & Other 37 142

> Portfolio Manager for a specific 29  11.2 Total 260 100.0

El organization or entity.

= Total 260 100.0

Source: SMARTPLS4 outcome.
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Gender: the highest percentage is (73.5%) related to males' respondents, (26.5%)

females.

Age level: the age level for the sample was distributed as following:

(51.2%) 35- less than 50 years, (33.8%) 22-less than 35 years.

Qualification: the education level for the sample was distributed as following
(68.8%) bachelor's degree, (8.8%) diploma, (18.8%) Postgraduate level.

Experience: 5-and less than 10 years of experience has the highest percentage of the
sample size with (45.4%), (33.8%) Less than 5 years, while 10 years or more is the
lowest with (20.8%) of the sample size.

Investment Type: the majority of the sample working as personal investors with
(88.8%), while the least was Portfolio Manager for a specific organization or entity

with (11.2%) responses.

Investment _scale: the highest percentage is (43.5%) related to Less than 100000 $,
followed by More than 5000008 with (22.3%) of the sample size. While the lowest
related to 100000-500000 $ with (22.3%).

Investment _scope: The majority of the sample respondents have other responses
with (50.8%), while the lowest percentage of responses related Foreign Stocks with

(0.8%).

Specialization: The highest of the sample respondents related to engendering
specialization with (20.8%), while the lowest percentage of responses related

Economics with (10.8%).
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3.3 Assessment of measurement model

Figure (3.1)
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3.4 Testing the hypothesis

3.4.1 Full collinearity test

Full collinearity test assessment represents a diagnostic instrument employed within
structural equation modelling utilizing partial least squares (PLS-SEM) to detect various
collinearity complications, particularly within intricate models or limited sample sizes.
This assessment entails the computation of the variance inflation factor (VIF) values of
the constructs, which quantify the degree to which the variance of a construct is
augmented by associations with other constructs. The generally acknowledged threshold

for VIF is <5 (Hair, Black, Babin, & Anderson, 2019).

It may be posited herein that the evaluations pertaining to the predictors within the
structural model strive to uphold, to the greatest extent feasible, their independence while
simultaneously bolstering the robustness and longevity of the outcomes associated with

this processor.
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In scenarios where, for instance, the FEF surpasses a threshold of five, the appropriate
preparations and interventions—such as the eradication or amalgamation of structures
and the meticulous consideration or modification of the measurement model—may prove
to be of paramount necessity. This methodology significantly aids in the dependable
evaluation of the path coefficient and concurrently enhances the quality level of the

findings of this research.

Furthermore, to mitigate the prevalent bias inherent in this research methodology,
particularly when employing the partial squares method, one may utilize the complete
parallelism test, which is an efficacious technique, as this approach encompasses the
assessment of variance inflation factors to ascertain potential bias, thereby consistently
reflecting through its results a measurement that diverges from the genuine relationships
between the structures that either constitute or underpin the model (Kock, 2017).
Common method bias in models following conventional validity criteria and standardized
development may also be revealed by the complete collinearity test, which generates a
more accurate and trustworthy estimate than conventional approaches like the Harman

one-factor test (Aguirre-Urreta & Hu, 2019).

Furthermore, vulnerable to common technique bias are research initiatives and studies,
especially when self-reported measures are utilized and numerous variables are evaluated
using same approaches. Because social circumstances and reaction patterns vary, this may
lead to erroneous linkages. Many research has advised applying comprehensive rules to
reach methodological accuracy by means of numerous measuring techniques to address
these issues. Combining these methods can help researchers lower the impacts of
common methodological bias and raise the dependability of their results. The strategy
utilized to assess this construct is free of conventional method bias and other negative
symptoms of collinearity issues as all the variables used in this research have VIF values

less than five.

Table (3.2)

Shows the result VIF implies that all the values are less than 5

Cybersecurity  Financial Financial Information Investment Risk-
Awareness Knowledge self-efficacy Qual Intention taking

VIF  3.816 2.723 2.673 1.904 3.158 3.809  2.771 1.676 2.192

Attitude SN Trust

41



3.4.2 Convergent Validity and Composite Reliability of Each Construct

Calculated as the mean of the squared loadings for all concept-related measures, the
average variance extracted (AVE) is a key statistic for assessing convergent validity. The
account validity equation (AVE) shows how much the concept clarifies the fluctuations
in its indicators. Set at 0.50 or above, the AVE requirements help to explain at least half
of the variance in the construct-associated indicators. Calculating the average variance
extracted (AVE) helps one to assess the convergent validity of the general concept; this is
regarded statistically acceptable when it is 50% or above. This suggests that in terms of
AVE (Hair, Black, Babin, & Anderson, 2019), the variance among the variables connected
with the latent model shows success. For fair and well-founded composite dependability
(CR) ratings, the commonly agreed level is 60% or above (Kashif, Awang, Walsh, &
Altaf, 2015) (Kashif et al., 2016). Table (3.3) shows thus the values of CR and AVE for
every component derived from confirmatory factor analysis (CFA). For CR and AVE, the
findings reveal that all constructions satisfied the statistically needed threshold values of
50% and 60%, respectively; thus, the components were measured precisely using the

related basic constructions.
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Table (3.3)

Results of Average variance extracted (AVE)

. Cronbach's Composite Average variance
Constructs Items  Loadings alpha reliarl))ility extrafted (AVE)

Attitude ATT1 0.962 0.956 0.971 0919
ATT2 0.962
ATT3 0.951

Cybersecurity AW1 0914 0.955 0.967 0.880
Awareness AW?2 0.940
AW3 0.949
AW4 0.950

Financial FK1 0.833 0.829 0.885 0.659
Knowledge FK2 0.878
FK3 0.789
FK4 0.742

Financial self- FSE3 0.627 0.835 0.893 0.680
efficacy FSE4 0.899
FSE5 0.860
FSE6 0.883

Investment II1 0.969 0.957 0.972 0.921
Intention 112 0.948
113 0.962

Information Qual  Quall 0.933 0.965 0.973 0.878
Qual2 0.925
Qual3 0.954
Qual4 0.952
Qual5 0.920

Risk taking RTP1 0.730 0.776 0.868 0.687
RTP2 0.858
RTP3 0.890

Subjective Norms SN1 0.941 0.950 0.968 0.909
SN2 0.968
SN3 0.950

Trust Trustl 0.936 0.966 0.974 0.882
Trust2 0.969
Trust3 0.913
Trust4 0.961
Trust5 0915

Note: FSE1 and FSE2 have been deleted due to low loadings.

3.4.3 Discriminant Validity by conducting Heterotrait-Monotrait (HTMT) Ratio of

Correlation

In structural equation modelling (SEM), concept validity depends critically on

discriminant validity. It guarantees that the supposed variations in the structures are

indeed unique. One of the modern approaches applied to assess discriminant validity is

homogeneous trait-monomeric correlation (HTMT). Working similarly to cross-loadings

and Fornell-Larcker, it is a better substitute than more traditional methods. When
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comparing the average correlations across several constructions (homogeneous trait) with
the average correlations inside the same construct (monomeric trait), the heterogeneous
trait-monomeric correlation ratio is therefore especially useful for spotting deviations of
discriminant validity (Dirgiatmo, 2023). Claims that this method (HTMT) has
demonstrated to be successful and able to handle discriminant validity concerns, hence
providing appropriate answers to these concerns. Garcia-Machado, Papa, Carrassi, &
Barbadilla-Martin (2023) claim that this methodical approach is applied to correct
confidence interval distortions and improve discriminant validity test accuracy. Yusoff,
Peng, Razak, & Mustafa (2020) speculate that several experimental studies might
improve the validity and dependability of measurement model development, thereby
lowering the danger of bias in this framework. Since the HTMT approach offers a more
all-encompassing and reliable assessment than traditional criteria, it is a strong tool for

improving discriminant validity (Yusoff, Peng, Razak, & Mustafa, 2020).

In structural equation modelling, too, one may get the HTMT ratio by using a certain
statistical criterion. This ratio has to be less than 90% to show the originality of the
investigated structural components. Academic literature is well aware of this statistical
cutoff as a crucial criterion that ensures that the structural components of the model are
not identical; failure to achieve it may impair the discriminant validity of the (Roemer,
Schuberth, & Henseler, 2021). Furthermore, as covered in the section on bias-corrected
confidence intervals for HTMT value (Garcia-Machado, Papa, Carrassi, & Barbadilla-
Martin, 2023), adding confidence interval bias correction into the HTMT framework can
considerably improve the accuracy of discriminant validity evaluations. The HTMT
approach is considered better than other standard techniques such the Fornell-Larcker
Crite (Roemer, Schuberth, & Henseler, 2021) because of its dependability and accuracy
for discriminant validity. The argument is made that the statistically supported HTMT
threshold shouldn't be higher than 90%, considering that all nine variables examined and
emphasized in this study yielded values below 90% (which supports the research's
essential demonstration of the validity of discriminant validity). Researchers wishing to
prove the validity of structural equation models used in empirical research must meet this
criterion. The existence of discriminant validity is confirmed by Table (3.4), which shows

that all HTMT values are positive but fall below the 90% criterion.
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Table (3.4)

Heterotrait-Monotrait Ratio of Correlations (HTMT

Cybersecurity Financial

Financial

Information

Investment

Constructs Attitude Awareness Knowledge self-efficacy Qual. Intention Risk taking SN Trust
Attitude

Cybersecurity Awareness 0.379

Financial Knowledge 0.711 0.702

Financial self-efficacy 0.54 0.483 0.661

Information Qual 0.597 0.742 0.686 0.54

Investment Intention 0.867 0.335 0.643 0.524 0.573

Risk taking 0.586 0.707 0.698 0.738 0.796 0.612

SN 0.439 0.443 0.48 0.605 0.467 0.459 0.665

Trust 0.639 0.511 0.598 0.473 0.649 0.672 0.614 0.458
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3.5 Assessment of Structural Model
3.5.1 Coefficient of Determination (R? Value)

Based on the criteria established by statistical analysts, an R-squared value of 19% is
considered low, a value between 33% and 67% is considered moderate, and a value of

67% or above is considered substantial.

Table (3.5)

Results of coefficient of determination R? analysis
Dependent variables Coefficient of determination R? level
Attitude 0.476 Medium
Financial self-efficacy 0.419 Medium
Investment Intention 0.722 substantial
Trust 0.397 Medium

Table (3.5) illustrates that all coefficients associated with the R-square are more than 33%,
thereby suggesting that these values are statistically valid. This implies even more that

the variations of these values explain the independent variables.

3.5.2 Predictive Quality (Q?)

Crucially, the statistical analysis coefficient of determination (Q?*) relies on several
fundamental ideas like predictive model development, data integrity and evaluation, and
data collecting techniques, all of which have basic relevance. These components are
required to create models that offer reliable forecasts (Yang K. , 2023). The (Q?) statistic
is one approach to evaluate the predictions' correctness of regression models. Direct
influence of each observation helps to clarify the data quality even more. This metric is
particularly sensitive to outliers that can significantly alter its value as the sum of the
squares of the predictions forms the basis of it (Quan, 1988). Predictive statistics
emphasizes non-conventional predictors and values model predictive performance above

inferential results from more usual methods.

Moreover, evaluating the robustness and power of these models depends on validation in
great measure. This is particularly true when include quantitative structure-activity
relationships (QSAR) as several validation measures may be employed to assess the

models' predictive capacity, suitable fit, and robustness (Kar & Kar, 2015). Several risk
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classifications and strategies that may be applied to improve these criteria are also part of
predictive quality analysis systems, therefore preserving the accuracy and applicability of
these models. These elements underline the need for predictive quality in statistical
research by proving the accuracy of these models and their relevance to real-world
scenarios. While statistical analysis is not always constant, it must be significantly greater
than zero to show that the model explains a significant percentage of the data variance;
thus, the minimum acceptable value for (Q2) is regarded as a measure of model
dependability. The (Q?) metric is also essential for evaluating the model's prediction
performance, particularly when using QSAR approaches, as a comparison tool for
expected experimental results for test molecules. Table (3.6) below presents the Q? results

for the latent endogenous variables:

Table (3.6)

Below presents the Q7 results for the latent endogenous variables

Latent internal variables Q?predict
Attitude 0.448
Financial self-efficacy 0.398
Investment Intention 0.432
Trust 0.38

The results of Table (3.6) indicate that all Q* values for the endogenous variables are

greater than zero, indicating that the study model has sufficient predictive power.
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3.6 Testing hypothesis

Table (3.7) and (4.8) show the results of direct and indirect of investors' awareness of

cyber security risk and its impact on the intention to invest:

Table (3.7)

Direct path coefficient results of investors' awareness of cyber security risk and its impact
on the intention to invest

Standard T P

Hypothesis Relationship Coefficient Error  statistics values f-sqr

H1 Financial Knowledge -> 0.597 0.08 7.467 0 0.37
Attitude

H2 Cybersecurity Awareness -> -0.194 0.078 2.485 0.006 0.037
Attitude

H3 Cybersecurity Awareness -> 0.09 0.073 1.232  0.109 0.007

Trust

H4 Information Qual -> Trust 0.563 0.078 7.234 0 0.258

H5 Risk taking -> Attitude 0.298 0.09 3.307 0 0.093

H6 Risk taking -> Financial self-  0.453 0.078 5.79 0 0.237
efficacy

H7 SN -> Financial self-efficacy 0.27 0.075 3.584 0 0.084

H8 Attitude -> Investment 0.674 0.062 10.826  0.00 0916
Intention

H9 Trust -> Investment Intention 0.21 0.063 3.354 0 0.095

H10 Financial self-efficacy -> 0.056 0.034 1.639  0.051 0.008

Investment Intention

3.6.1 Direct effect

1. HI: Financial Knowledge has a significant relationship with attitude among
investors, depending on the (P-value=0.00) which is less than 0.05, and (T
statistics=7.467) which is greater than 1.96, we accept H1, (}=0.597) with a positive

value.

2. H2: (Cybersecurity awareness) has a significant relationship with attitude among
investors, depending on the (P-value=0.006) which is less than 0.05, and (T
statistics=2.485) which is greater than 1.96, we accept H2, (f=-0.194) with a negative

value

3. H3: (Cybersecurity Awareness) has a significant relationship with trust among
investors, depending on the (P-value=0.109) which is greater than 0.05, and (T
statistics=1.232) which is less than 1.96, we reject H3, (p=0.09) with a positive value.
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10.

H4: (Information Qual) has a significant relationship with Trust among investors,
depending on the (P-value=0. 0.000) which is less than 0.05, and (T statistics=7.234)
which is greater than 1.96, we accept H4, (p=0.563) with a positive value.

HS: (Risk taking) has a significant relationship with Attitude among investors,
depending on the (P-value=0.000) which is less than 0.05, and (T statistics=3.307)
which is greater than 1.96, we accept H5, (p=0.298) with a positive value

Hé6: (Risk taking) has a significant relationship with Financial self-efficacy among
investors, depending on the (P-value=0.000), which is less than 0.05, and (T
statistics=5.79) which is greater than 1.96, we accept H6, ($=0.543) with a positive

value

H7: (Subjective Norms) has a significant relationship with Financial self-efficacy
among investors, depending on the (P-value=0.000) which is less than 0.05, and (T
statistics=3.584) which is greater than 1.96, we accept Hln, (§=0.27) with a positive

value.

HS8: (Attitude) has a significant relationship with investment intention among
investors, depending on the (P-value=0.00) which is less than 0.05, and (T
statistics=10.826) which is greater than 1.96, we accept HS, (f=0.674) with a positive

value.

HO: (Trust) has a significant relationship with Investment Intention among investors,
depending on the (P-value=0.000) which is less than 0.05, and (T statistics=3.354)
which is greater than 1.96, we accept H9, (p=0.21) with a positive value.

H10: (Financial self-efficacy) has a significant relationship with Investment Intention
among investors, depending on the (P-value=0. 0.051) which is greater than 0.05,
and (T statistics=1.639) which is less than 1.96, we reject H10, (p=0.056) with a

positive value
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Table (3.8)

Indirect path coefficient results of investors' awareness of cyber security risk and its
impact on the intention to invest

. . . . Standard T P

Hypothesis Relationship Coefficient Error  statistics values

Hml Financial K_n()wledge -> Attitude -> 0.402 0.067 6.046 0.000
Investment Intention

Hm2 Cybersecurity Awareness -> Attitude ~ -0.131 0.056 2327  0.010
-> Investment Intention

Hm3 Cybersecurity Awareness -> Trust ->  0.019 0.017 1.119  0.132
Investment Intention

Hm4 Information Quahty -> Trust -> 0.118 0.04 2.929 0.002
Investment Intention

HmS5 Risk taking -> Attitude -> Investment ~ 0.201 0.067 3.011  0.001
Intention

Hm6 Risk taking -> Financial self-efficacy ~ 0.025 0.017 1.521  0.064

-> Investment Intention

Hm?7 SN -> Financial se]f_efﬁcacy > 0.015 0.01 1.54 0.073

Investment Intention

3.6.2 Indirect path

1.

Hm1l: (Attitude) is a significant mediator in the relationship between Financial
Knowledge and investment intention, depending on the (P-value=0.000) which is less
than 0.05, and (T statistics=6.046) which is greater than 1.96. we accept Hml,
(B=0.402) with a negative value.

Hm?2: (Attitude) is a significant mediator in the relationship between Cybersecurity
Awareness and investment intention, depending on the (P-value=0.010) which is less
than 0.05, and (T statistics=2.327) which is greater than 1.96. we accept Hm2, (p=-

0.131) with a negative value.

Hm3: (Trust) is a significant mediator in the relationship between Cybersecurity
Awareness and investment intention, depending on the (P-value=0.132) which is
greater than 0.05, and (T statistics=1.119) which is less than 1.96. we reject Hm3,

(B=0.019) with a positive value.

Hm4: (Trust) is a significant mediator in the relationship between information quality
and investment intention, depending on the (P-value=0.002) which is less than 0.05,
and (T statistics=2.929) which is greater than 1.96. we accept Hm4, (f=0.118) with

a positive value.
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5. HmS: (Attitude) is a significant mediator in the relationship between Risk-taking and
investment intention, depending on the (P-value=0.001) which is less than 0.05, and
(T statistics=3.011) which is greater than 1.96. we accept Hm5, (=0.201) with a

positive value.

6. Hm6: (Financial self-efficacy) is a significant mediator in the relationship between
Risk-taking and investment intention, depending on the (P-value=0.064) which is
greater than 0.05, and (T statistics=1.521) which is less than 1.96. we reject Hm6,
(B=0. 0.025) with a positive value.

7. Hm7: (Financial self-efficacy) is a significant mediator in the relationship between
Subjective Norms and investment intention, depending on the (P-value=0.073) which
is greater than 0.05, and (T statistics=1.454) which is less than 1.96. we reject Hm7,
(B=0. 0.015) with a positive value

Figure (3.2)
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Chapter Four

Discussion of Result, conclusion and recommendation

5.1 Introduction

The assumptions and conceptual framework introduced in Chapter Two, as well as the
data analysis results from the previous chapter, are covered in this chapter. The study,
which attempts to emphasise investors' awareness of cyber security risk and its impact on
their intention to engage in the Palestinian investment sector, is briefly summarised at the
beginning of this chapter. The main ideas of the thesis are further covered in this chapter.
This chapter concludes by analysing the study's limitations and potential research

directions. The chapter ends with a summary of the study.

4.2 Background Context

Through this study, the researcher sought to shed light on investors' awareness of
cybersecurity risks and how this awareness affects investors' encouragement, which
affects their intention to invest in Palestine. Through the gaps in previous studies and
research, the study focused on three main objectives, the first of which was: studying the
extent of investors' awareness of the risks that may result from the low level of awareness
related to cybersecurity faced by Palestinian companies. The second objective: examine
the impact of Palestinian investors' awareness of the risks associated with cybersecurity
on the investment intentions of those investors. The third objective: is to study the
mediating role played by trust between investors' awareness of cybersecurity and their
intention to invest in Palestine. To achieve the objectives set by the study, three main
questions had to be answered, and these questions are: First: What is the extent of
investors' awareness of the risks that may be faced if investors' awareness of cybersecurity
is not at the required level? Second: How does investor awareness of cybersecurity risks
affect investor investment decisions? Third: How does trust act as a mediator between
investors’ awareness of cybersecurity and their intention to invest? The advent of the
Internet has rendered cybersecurity a crucial and central element in evaluating the
competencies of Palestinian society, particularly concerning economic matters, as it has
catalyzed numerous stakeholders in Palestine and beyond to cultivate substantial
defensive measures to counter cyber-attacks. The COVID-19 pandemic has served as a
catalyst that expedited the process of digital integration accumulation, thereby

exacerbating existing vulnerabilities, as numerous institutions and organizations maintain
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extensive electronic repositories of information pertinent to business proprietors and
institutions. This circumstance has amplified the significance of elucidating the risks
associated with cyberattacks, particularly in light of the Securities and Exchange
Commission’s consultation in 2011, which has influenced the modalities and
methodologies through which investment decisions are formulated (Li, et al., 2018).
Investigative inquiries and empirical research underscore that the anticipated advantages
of frameworks categorized under the umbrella of cybersecurity, in conjunction with the
quality of services and levels of awareness, exert a positive influence on investor
confidence and intentions, with trust in websites serving as a mediating variable (Yang,
et al., 2020). Within the Middle East region, inclusive of Palestine, as well as North
Africa, infamous cyber incidents and breaches substantiate the rationale for establishing
cybersecurity assessments pertinent to the region, with nations such as the Kingdom of
Saudi Arabia classified as high-risk environments (Yang, et al., 2020). Consequently,
significant research gaps persist, particularly concerning the intricate relationships
between cybersecurity awareness and trust as they relate to investment intentions in
emerging economies, necessitating that decision-makers formulate comprehensive
frameworks and methodologies designed to enhance cybersecurity awareness while
simultaneously bolstering trust and transparency in reporting (L1, et al., 2018). In light of
the aforementioned, the global challenge posed by cyber breaches and attacks necessitates
collaborative efforts and cooperation from all stakeholders to effectively address these
breaches and promote investment and economic development. This research employed
data analysis using SMARTPLS4, which encompassed descriptive statistics and
reliability analysis in addition to demographic data and correlations of variables, whereby

the study delineated both direct and indirect relationships among the variables.

4.3 Discussion of the Findings

In general, the research findings are meant to show that the study's research objectives
are attainable. By finding the answers to the research questions, these study objectives
were met. In addition, the acceptance or rejection of hypotheses will measure the
fulfilment of the study's aims. Here, the hypotheses will be investigated to ascertain the

results and satisfy the aims of the research as well as to solve problems.
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4.3.1 Discussion of the study hypotheses related to direct relationships between

variables
1. Discussion of the first hypotheses:

HI: There is a significant positive relationship between Financial Knowledge and

Attitude.

The awareness of cyber security risk among Palestinian investors and its influence on
intention to invest is the main emphasis of this paper. Examining hypothesis H1—which
forecasts a notable positive link between financial knowledge and attitude in the
investment sector—allows the study to reach its goal. The idea is validated by results
showing a notable positive correlation between attitude and financial understanding. The
study found a coefficient of 0.597, with t = 7.467 over the threshold of 1.96 and a p-value
less than (0.001), therefore determining the relevance of this observed influence regarding
the relationship between financial knowledge and attitude. This suggests that a one-point
rise in the financial knowledge score produces a 0.597-point change in the investment
attitude. This study concludes that financial literacy greatly influences investment
attitudes in Palestine by addressing the main research question and supporting proof for
the first hypothesis (H1). Higher literate investors are therefore more suited to evaluate
risks, boost their confidence, and identify prospects. Helping them grasp and control risks
motivates investors to make investments despite obstacles, which is especially crucial in
a setting where political and economic instability are very prevalent. Financial literacy
fosters long-term planning by combining individual financial objectives with more broad

economic growth goals, such as aiding local enterprises and infrastructure.

Moreover, experienced investors often steer clear of hasty and ill-considered choices in
investment-related matters by using a methodical strategy anchored on reason and logic.
The results of this research complement several studies supporting the affirmative and
strong relationship between attitude and financial aptitude. For instance, studies by
(Nadiyani & Lubis, 2024) highlight this relationship's crucial role in influencing financial
behaviour. These studies demonstrate that financial literacy significantly enhances
administrative and financial processes, prudent decision-making, and investment changes
when paired with a positive outlook. The conclusions drawn by (Mutlu, Cevik, & Celebi
Boz, 2024), also suggest that financial knowledge mediates and modifies relationships,

potentially amplifying the influence of attitudes on behaviour. Current data indicate the
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necessity of integrating financial knowledge and attitudes because financial knowledge
alone may not affect behaviour that can directly influence investment intentions, but it
may lead to developing attitudes that enhance sound negligent management. Therefore,
it can be noted that in the Palestinian context, many studies have focused on these
relationships and the roles that financial knowledge plays in influencing investment
intentions, such as the study conducted by (Novandalina, Ernawati, & Adriyanto, 2022)
and Madi and (Dharma, Puteh, Widodo, Alfaqih, & Yahya, 2024), which indicated the
utmost importance of financial zakat and financial education in enhancing and
strengthening correct financial attitudes, in addition to the ability of this integration to
integrate financial knowledge and attitudes in enhancing financial inclusion and refining
individuals working in this field with the necessary skills to deal with financial decisions

that can lead to improving investment intentions and economic development.

2. Discussion of the second hypothesis:

H2: There is a significant positive relationship between Cybersecurity Awareness and

Attitude.

Moreover, the results of the second hypothesis of the current research endeavor illuminate
the correlation between Cybersecurity Awareness and Attitude, characterized by a
coefficient of -0.194, accompanied by a t-value of 2.485 that exceeds the critical threshold
of 1.96 and a p-value that is below 0.006.

This suggests that there is an inverse link between cybersecurity awareness and attitude,
with a one-unit increase in cybersecurity awareness translating into a 0.194% decrease in
attitude toward investment. This result may be explained by increased awareness of cyber
threats, including data breaches, cyberattacks, and inadequate cybersecurity frameworks,
reducing confidence in digital systems and increasing prudence among prospective
investors. Additionally, it highlights the extra costs related to protection investments and
exposes cybersecurity legal flaws, lessening the investment climate's allure. Investors
may, therefore, be less inclined to invest in such an environment if they believe the risks

outweigh the possible rewards.

The study's findings, which indicate a negative relationship between cybersecurity

awareness and investment attitude, contradict those of prior research that focused on the
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advantages of cybersecurity awareness. Studies like those by (Nurse, 2021) and (Yousuf,
Al-Emran, & Shaalan, 2023) emphasize the significance of cybersecurity awareness in
enhancing preparedness and resilience, fostering confidence in digital systems, and

encouraging involvement in investment environments.

Similarly, research by (Salem, Moreb, & Rabayah, 2021; Kuraku, Dinesh, & Samaah,
2023) shows that more awareness reduces vulnerability to cyber threats, raises self-
esteem, and lessens anxiety associated with cyber-dependent activities such as digital
investments. The Theory of Planned Behavior, which demonstrates a strong link between
awareness and constructive cybersecurity activities, lends more credence to these

findings. It stands to reason that this would promote participation in safe settings.

However, the apparent unfavorable correlation may be due to contextual factors unique
to Palestine. These include the belief that cybersecurity measures are ineffectual, a lack
of trust in digital infrastructure, or legal and policy loopholes that fail to adequately

address cyber threats.

Such factors could amplify perceived risks among individuals with heightened
cybersecurity awareness, undermining investment attitudes and contributing to the

observed deviation from broader literature.

3. Discussion of the third hypothesis:

H3: There is a significant positive relationship between Cybersecurity Awareness and

Trust.

The third hypothesis (H3) posits that Cybersecurity Awareness exhibits a positive
correlation with trust. The empirical findings do not substantiate the proposed hypothesis,
suggesting the absence of a positive association between Cybersecurity Awareness and
trust. To evaluate the significance of this observed effect, the research calculated a
coefficient -0.09, accompanied by a t-value 1.123 < 1.96 and a p-value 0.109 > 0.05,
regarding the relationship between Cybersecurity Awareness and trust. The lack of a
direct correlation between cybersecurity awareness and trust in the context of Palestine
can be attributed to a myriad of socio-political, cultural, and technological factors.
Consequently, the deficiency of cyber sovereignty, resulting from external control over
network infrastructure, intensifies skepticism regarding the security of digital systems
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(Cristiano, Romaniuk, & Manjikian, 2020). Also, the cultural propensity towards
conventional oral communication practices further undermines the perceived imperative
to establish trust in digital platforms, even when cybersecurity awareness is present.
(Fandy, 2000). Despite initiatives aimed at enhancing awareness, the perception of
cybersecurity measures as inadequate and poorly enforced perpetuates a continuous
distrust in digital communications. Economic constraints and an insufficient
technological infrastructure within Palestine hinder the development of robust
cybersecurity systems, thereby exacerbating uncertainties concerning the efficacy of
digital protections (Amro, 2018). Concerns regarding the security of electronic payments,
particularly in relation to data misuse and breaches, amplify users' distrust despite the
growing awareness (Fernandes, 2013). Nevertheless, the progressive enhancement of
cybersecurity education and infrastructure could gradually augment trust in digital
systems by bridging the existing gap between awareness and confidence. Furthermore,
prior studies indicate that individual ignorance significantly elevates the likelihood of
security breaches and the erosion of confidence in online platforms (Salem, Moreb, &
Rabayah, 2021) Additionally, Enterprises in this context are more inclined to focus on
sectors such as online banking (Sarstedt & Cheah, 2019), where consumers exhibit lower
levels of awareness concerning cybersecurity issues. Particularly for users of social
networks, the incidence of cybercrimes is escalating, underscoring the critical role of
information in fostering trust during online engagement. Palestinian authorities have
enacted legislation and initiated public programs aimed at enhancing trust and
understanding of cybersecurity threats. have underscored the significance of collective
efforts in bolstering confidence in digital services among both institutions and
individuals. Although the findings of the study may reflect specific local challenges,
research indicates that augmenting cybersecurity education is vital for establishing trust

in digital ecosystems and stimulating investments in Palestine.

4. Discussion of the fourth hypothesis:
H4: Trust and the quality of information are strongly positively correlated.

Developed to forecast the link between information quality and confidence, the fourth
hypothesis is that the results demonstrate a positive relationship between information
quality and trust, with a positive coefficient of (0.563) and t-value = (3.71) at the p <
(0.000) level. This implies that building investor confidence calls for accurate, relevant,
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timely, and full information, described as high-quality. Providing investors with precise
and clear information helps to lower uncertainty and increase their trust in the investment
surroundings. On the other hand, inaccurate or delayed information erodes confidence

and heightens fears of danger.

Because of issues like political unpredictability, a poor technology infrastructure, and lax
enforcement of laws, high-quality information is especially important in the Palestinian
setting. Ensuring the accuracy of information through disseminating superior financial
reports and data via markets and communication channels will help navigate these
difficulties and strengthen confidence in the investment sector. Because trust and
information quality are believed to have a strong association with other factors that
eventually influence investment choices, our results are consistent with many previous
research that have examined and illuminated the Palestinian investing environment.
Considering its clear impact on investment decision-making processes, the research by
(Awwad & Razia, 2021) confirms, for example, the complex and deep connection
between trust and the quality of information coming from the Palestinian investment
business. Awwad & Razia (2021) assert that complete and accurate information may
address the problem of inconsistent information, encourage efficiency in stabilizing or
making investment choices, and increase investors' confidence in financial accounts.
Investment efficiency may be enhanced by better accounting procedures, according to
(Khoufi, 2021), who argues that this might lead to more open and honest decision-
making. It is not surprising that (Djaenudin & Prastowo, 2024) also look at the impact of
digital platforms on the efficacy of investment decisions since both studies fully examine
how the security and quality of information directly influence the trust and decision-
making capacities of investors. The researchers underlined the relationship between the
utilization of digital platforms and the creation of high-quality information as a way by
which investors might have trust in their investment decisions. (Zhang, 2020) work
supports this perspective by showing how civil engineering companies may increase
corporate investment efficiency through the interchange of high-quality data, hence
lowering under and over-investment. These findings taken together emphasize the need
for reliable information systems and good governance policies in fostering confidence

and facilitating informed decisions. Adopting new projects and increasing the general
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efficacy of the investment sector in the Palestinian environment depends on the

relationship between trust and the quality of the information.

5. Discussion of the fifth hypothesis:
HS5: There is a significant positive relationship between Risk-taking and Attitude.

The study evaluated hypothesis HS, according to which risk tolerance and attitude have a
positive correlation. With a t-value of 3.307 and a coefficient of 0.298 at a significance
level of p <0.000, the results demonstrate a substantial positive connection. This suggests
that investment attitude is successfully increased by 0.298 for every unit increase in risk
tolerance. In other words, one could argue that risk tolerance dictates internal opinions in
the Palestinian investment environment, influencing confidence levels and decision-
making processes. In tough economic times, investors who take risks—whether by
wholeheartedly believing in them or by meticulously managing their exposure to them—
are more likely to be active and enthusiastic, which benefits the companies they back by
spurring innovation and expansion. Nevertheless, a lack of adequate risk management
procedures and an overall atmosphere of ambiguity may lead to hesitancy and distrust.
This might have a detrimental effect on the expansion of investment options and capacity.
Establishing a logical framework for risk tolerance calls for efficient strategies backed by
market research to boost investor confidence and forward the development of the
investing environment. In line with earlier studies, this one revealed that in the investing
environment, investment behavior and risk attitudes provide some insight into the
relationship between attitude and risk management (Shehzad, Qureshi, Saeed, & Ali,
2022). The results indicate that financial risk attitude (FRA) positively influences
investment-oriented behavior; financial satisfaction (FS) moderates the association and
self-efficacy (FSE) mediates the effect. In line with this, (Santoso & Liu, 2023) contend
that exercise of caution and avoidance of needless risks would help to enhance investment
decisions. This is so because a positive attitude toward money helps one to make
intelligent investing selections. (Novandalina, Ernawati, & Adriyanto, 2022) emphasize
the need for confidence and risk attitude in high-stakes events like the stock markets,
where the need to invest and engage in risk-taking might impair decision-making owing
to increased risk expectations. Examining the relationship between risk attitudes and
entrepreneurial goals, (Kester, 2018) finds that people who are naturally daring and have
a high-risk tolerance are likewise more likely to be creative and successful in business.
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Investment biases like herd mentality and loss aversion affect investment results; (Chen
& Handley-Schachler, 2016) also undertake an in-depth investigation, concentrating on
how risk-prone personality traits contribute to these biases. It follows that one's risk
tolerance and financial outlook are two of the most important determinants of investing

success or failure in the financial markets.

6. Discussion of the sixth hypothesis:

H6: There is a significant positive relationship between Risk-taking and financial self-
efficiency.

The results of the hypothesis, which demonstrate a strong and positive correlation
between the excitement of taking chances and self-assurance in one's financial abilities,
are supported by a coefficient of 0.453 and a t-value of 5.79 (p < 0.000). This indicates
that individuals' financial self-efficacy, which impacts their investment behavior, is

favorably impacted by rising risk.

Financial self-efficacy, concerning Palestinian investments, is the conviction that one can
effectively control his financial decisions. This view sometimes motivates people to take
measured risks. Investors need great degrees of financial self-efficacy if they are to
flourish in a society where structural issues and economic instability abound. This will
help them to control hazards and balance potential against likely losses. If additional
resources were made accessible and education was given to improve financial self-
efficacy, the outcome of risk management and investment may be significantly improved
in the Palestinian investment arena. The findings of this study coincide with those of
earlier studies on the Palestinian investing scene and the correlation between financial
efficiency and risk-taking. Affecting this intricate link are market efficiency, strategies for
risk management, and dependability of financial data. Studies undertaken in
underdeveloped countries like Palestine have demonstrated that accurate financial
reporting is essential to motivating efficient investment, particularly for businesses with
limited resources that are ready to take measured risks (Khan, Mahmood, & Younas,
Impact of financial knowledge and investor’s personality traits on investment intention:

Role of attitude and financial self-efficac, 2024)

Two other inefficiencies that limit market earnings on the Palestinian Stock Exchange

(PSE) (Awwad & Razia, 2021) are the absence of liquidity indicators and the erratic
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nature of stock price movements. If Palestine's SMEs are to flourish over time, they have
to give strategic planning and effective risk management top priority. The lack of
appropriate risk management techniques influences the operational efficiency and
resilience of SMEs, therefore addressing an issue that many of them still deal with
(Makkawi, 2023). Furthermore, the relationship between risk-sharing and investment
efficiency shows that although it is possible to improve investment efficiency by
analyzing market price, hazards define investors' capacity to lower risk (Banerjee, Breon-
Drish, & Smith, 2021).Financial efficiency of the investment sector in the Palestinian
Authority is highly connected with market inefficiencies, a tendency for risk-taking, and

the intentional use of successful risk-management techniques.

7. Discussion of the seventh hypothesis:

H7: There is a significant positive relationship between subject norms and Financial self-
efficacy.

Concerning the relationship between subject norms and Financial self-efficacy, the
findings about the hypotheses of the present research endeavor illuminate the complex
interplay between subject norms and Financial self-efficacy, representing the hypothesis
(H7). The results indicate a substantial positive correlation between subject norms and
financial self-efficacy, exhibiting a coefficient of 0.674 (t-value = 3.584 > 1.96) at the
p =0.000 < 0.05 significance level .

These results suggest that the relationship between subjective norms and financial self-
efficacy i1s shaped by social expectations and societal approval, which influence
individuals’ confidence in financial decision-making. In the Palestinian investment
context, positive social support from family, friends, or networks can enhance financial
self-efficacy by encouraging sound financial planning and proactive behavior, while

societal skepticism may lead to more conservative financial choices.

These findings align with several studies exploring the relationship between subjective
norms and financial behaviors. According to (Alleyne & Broome, 2010), people's views
of what is considered appropriate behavior within their social and professional circles—
which is influenced by subjective norms—the perceived social pressure to engage in or
refrain from specific behaviors—shape investment intentions. According to (Harahap,

Rahayu, & Lestari, 2024), who also indicate that these elements are rather important in
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promoting responsible financial decision-making, young entrepreneurs' subjective norms,

attitudes, and self-efficacy greatly impact financial behavioral intentions.

As Koonce, Miller, & Winchel (2015) underline the importance of standards in investor
reactions to financial tactics like derivative usage, adherence to industry standards may
either positively or negatively affect investor judgments in either a good or bad sense.
Although these studies do not specifically examine the Palestinian investment sector, they
do offer some intriguing results that could assist in clarifying how arbitrary criteria affect
financial efficiency in Palestine. This emphasizes the possibility of using subjective
standards to increase Palestinian financial efficiency and investment choices by means of

improvement in investment selections.

8. Discussion of the seventh hypothesis:
HS8: There is a significant positive relationship between Attitude and Investment Intention.

The present investigation scrutinizes hypothesis HS, which posits the existence of a
correlation between Attitude and Investment Intention. The results reveal substantial
positive correlations at the p < 0.00 significance level, accompanied by a coefficient of
0.27 (t-value = 10.826 > 1.96). This affirmative and statistically significant influence
implies that a heightened favorable attitude towards investment will likely engender a
considerable increase in investment intention. In other terms, while the correlation
between attitude and investment intention is fundamental, a constructive appraisal of
investment behavior, characterized by assurance in returns, adept risk management, and
financial acumen, amplifies the intention to invest, whereas adverse attitudes impede it.
Within the Palestinian investment landscape, cultivating aftfirmative attitudes through
financial education, market stability, and institutional trust is essential to surmount

economic obstacles and foster investment activities.

These results align with earlier research that used the Theory of Planned Behavior to
examine the connection between attitude and investment intention. In various situations,
attitude is regularly shown to be a powerful predictor of investment intention (Adil,
2023), for instance, discovered that a favorable outlook strongly influences investment
intentions in crowdfunding platforms, real estate, and stock markets. Similarly, (Khan,
Mahmood, & Younas, Impact of financial knowledge and investor’s personality traits on

investment intention: Role of attitude and financial self-efficac, 2024) showed that
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optimism and financial self-efficacy affect stock market investment choices, suggesting
that investing is more likely when one has confidence in their financial abilities. Singh,
Kumar, Goel, & Johri (2024) claim that attitude mediates the real estate market, affecting
characteristics including financial self-efficacy and expected returns as well as investment
intentions and elements. Furthermore, (Yulandreano & Rio, 2023) found that attitude and
perceived behavioral control favorably impact investment intentions in crowdfunding.
Research on millennials lends credence to the importance of this connection in general;
for example, (Laurency & Zainul Arifin, 2022) note that financial views significantly
impact investing goals. Consistent with global trends, our results suggest that promoting
an optimistic outlook on investment may boost plans to put money into the Palestinian

economy.

9. Discussion of the seventh hypotheses:
HY: There is a significant positive relationship between Trust and Investment Intention.

Based on previous research, this study's results support hypothesis 9 and highlight the
strong positive correlation between trust and investment intention (r = 0.21, t-value =
3.354, p < 0.00). An essential factor in determining investing actions is trust, which is
characterized as faith in the dependability and honesty of monetary systems. Low trust,
frequently caused by corruption or a lack of transparency, discourages investment
activity, while high trust strengthens investment intentions by reducing perceived risks

and increasing investor confidence.

These results are in line with those of (Ronny, 2023), who described trust as a moderator
of the effects of subjective norms and perceived behavioral control on the desire to invest
in mutual funds. Trust, which is influenced by the reputation of the platform and social
influence, favorably affects investment intentions and behaviors in peer-to-peer lending,
as (Soeta, Sembel, & Malau, 2023) also showed. The peculiar political and economic
challenge the Palestinian environment presents makes the necessity of trust all the more
critical. Diaspora investors are reluctant to contribute their money to the local economy,
since they doubt the infrastructure of the area and feel it has too many challenges and
inadequate social support. Aren, Aren, & Nayman Hamamci (2023) emphasized the
influence of trust on both conscious and inadvertent decision-making, hence further

examining the mediating effects of trust on hazardous investments.
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These results highlight the importance of establishing trust via transparency,
responsibility, and robust legal institutions in order to inspire investment and increase the

economy, especially in difficult areas like Palestine.

10. Discussion of the seventh hypotheses:

HI0: There is a significant positive relationship between Financial self-efficacy and

Investment Intention.

This research tests Hypothesis H10, which states that financial self-efficacy and investing
intention are significantly correlated. This hypothesis was refuted by the study's results,
which show that there is no significant positive link between financial self-efficacy and
the investing mechanism (coefficient value of 0.056; t-value = 1.639; p < 0.051). This
result shows that the absence observed for a relationship between financial self-efficacy
and the investment mechanism may be due to many factors preventing investors from
translating their confidence into practical experiences. Despite the high levels of self-
efficacy, the size of the expected risks and fluctuations experienced by the market and the
lack of confidence in financial institutions may lead to reducing or preventing investment
activities. Also, external obstacles and impediments such as scarce and insufficient
resources, as well as weak and insufficient knowledge of the conditions of the investment
market, as well as social and cultural influences, can all hinder the processes of issuing
investment decisions. However, the results of the current study differ from many studies
that confirmed the existence of a relationship between self-efficacy Finance and
investment as a study by (Kim, Lee, & Paik, 2024), who confirmed that variables such as
financial constraints, financial awareness, and the quality of financial reporting can play
a major role in influencing investment efficiency and decision-making models. These
external determinants have the potential to overshadow an individual's financial
confidence, culminating in a lack of genuine investment intention despite elevated self-
efficacy levels. For instance, financial constraints and market inefficiencies, as articulated
by (Awwad & Razia, 2021), may dissuade investment behaviors even in the presence of
confidence in financial decision-making capabilities. Moreover, the studies illuminate the
intricate interplay between financial knowledge, literacy, and leverage, which can
significantly impact investment intentions and efficiency, suggesting that financial self-
efficacy in isolation is inadequate for fostering investment intention without addressing
the broader economic and institutional contexts.
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On the other hand, the Israeli occupation's influence on financial confidence in investment
action in Palestine is multifaceted, deeply impacting the economy and investor sentiment.
Economic stagnation, structural bottlenecks, and dependency on the Israeli economy have
limited independent growth and weakened investment prospects. Political instability
further exacerbates these challenges, creating a high-risk environment that deters both
domestic and foreign investment. (Aljamal & Al-Sharawi, 2022).Infrastructure
restrictions, such as the segregation wall, and limited resource access critically hinder
economic sectors like renewable energy (Banerjee, Breon-Drish, & Smith, 2021).
Additionally, the conflict heightens financial market volatility, making the Palestinian
market less attractive to investors. Although peacebuilding efforts and strategies for
economic independence are proposed to enhance resilience and investor confidence
(Ibrahim, 2024), these initiatives face significant obstacles without a resolution to the

political conflict.

4.3.2 Discussion of the study hypotheses related to indirect relationships between

variables

1. Hml: There is a mediating role of Attitude the relationship between Financial

Knowledge and investment intention:

The first hypothesis of this study predicted that Attitude mediated the relationship
between Financial Knowledge and investment intention. The findings of this study
demonstrated that there is a significant indirect effect of Financial Knowledge on
investment intention through Attitude (B = 0.597, t = 7.467 > 1.96, p-value = 0.001).
which means that Attitude has a significant mediating role in the relationship between
Financial Knowledge and investment intention. Considering that the direct and indirect
effects are statistically significant, the study concluded that Attitude has a partial
mediation effect on the relationship between Financial Knowledge and investment
intention. The present inquiry delves into the significance of attitude within the intricate
dynamics connecting financial acumen and investment strategies, echoing the findings of
(Khan, Mahmood, & Younas, Impact of financial knowledge and investor’s personality
traits on investment intention: Role of attitude and financial self-efficac, 2024), who
explored the interplay among attitude, financial knowledge, and investment ambitions. A
favorable attitude toward investing raises the possibility of actual investment action,
claim (Khan, Mahmood, & Younas, Impact of financial knowledge and investor’s
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personality traits on investment intention: Role of attitude and financial self-efficac,
2024).This suggests that attitude moderates by affecting the likelihood that financial
knowledge will be put to use in investment objectives. (Dharma, Puteh, Widodo, Alfaqih,
& Yahya, 2024) who showed that risk attitude moderates the relationship between culture,
financial knowledge, and investment decisions, so underlines the relevance of religious
knowledge and ethical concerns in forming investment intents or judgments. (Hassan,
Aisyah, Ab, & Imna, 2024) also focused on the part attitude plays as a mediator of the
connection between Islamic financial knowledge and investment and intention decisions.
The growing efficiency of self-financial technology clarifies this link by showing how
technical development might favorably affect investing objectives. Though little research
on the matter in the Palestinian context exists, the general ideas found in these systems
might nevertheless be relevant. This suggests that the development and encouragement
of financial education and good attitudes toward investment can help Palestine to become
more inclined for investments. Particularly in developing nations, attitudes toward
investment and the financial ethos help to close the disparity between active and non-

participation in these growing economies. (Mutlu, Cevik, & Celebi Boz, 2024)

2. Hm2: There is a mediating role of Attitude in the relationship between

Cybersecurity Awareness and investment intention

The present studies help to clarify Hypothesis Hm2, which holds that attitude moderates
the relationship between cybersecurity awareness and investment intentions. With
a coefficient of 0.131, attitude is revealed to mediate this link notably and vitally at the
p <0.001 level (t-value = 2.327 > 1.96). These results, together with many others, amply
demonstrate how important attitude is as a mediator between investment intentions and
cybersecurity awareness in Palestine. Kok et al. (2020) underlined the need of attitude—
especially the emotional and cognitive components of attitude—in forming behavioral
intentions. According to their research, the emotional component is more important even
if both factors favorably affect the intention to engage in cybersecurity practices. This
result implies that an investor's attitude toward cybersecurity might influence their view
of risks and advantages, therefore moderating their investment intention. In line with this
(Gongalez & Mariano, 2023) showed that the perceived advantages of cybersecurity
systems significantly influence investment intentions, thereby suggesting that a good

attitude toward these systems improves investment judgments. Essential in shaping these
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viewpoints, according to (Nurse, 2021), cybersecurity knowledge—that is, awareness of
cyber risks and self-defence techniques—defines oneself. Cybersecurity knowledge
directly influences attitudes, which in turn influence the intentions to participate in

security-related activities, according to (Nguu & Musuva, 2024).

These studies underline the importance of increasing cybersecurity education in Palestine
and supporting a positive mindset as well as of changing behavior. By means of this
strategy, the relationship between knowledge and investment intention might be
efficiently mediated, thereby motivating investors to give cybersecurity top priority

during their decision-making process.

3. Hm3: There is a mediating role of Trust in the relationship between

Cybersecurity Awareness and investment intention

The current study examines hypothesis Hm3, which asserts that Trust serves as a
mediating variable in the relationship between Cybersecurity Awareness and investment

intention.

The findings of the current study, which indicate that trust does not mediate the
relationship between cybersecurity awareness and investment intention (p-value = 0.132
> (.05, coefficient = 0.019, t-value = 1.119 < 1.96), contradict previous studies. Earlier
research highlights trust as a significant mediating factor in various contexts, including
cybersecurity awareness and investment decisions. For instance, (Kulal, et al., 2024)
emphasize trust's role in enhancing investor confidence and decision-making, while
(Poudel & Acharya, 2023)demonstrate trust's partial mediation between security concerns
and usage intention. (Fleischman, Valentine, Curtis, & Mohapatra, 2022) find trust crucial
in cybersecurity investment decisions, particularly when ethical and societal
considerations are involved. In Palestine, (Salem, Moreb, & Rabayah, 2021)) note that
trust overcomes barriers in online shopping and positively affects willingness to engage,
which parallels investment intentions in cybersecurity. Similarly, (Alhelaly, Dhillon, &
Oliveira, 2023)show that trust reduces perceived risks, boosting confidence in security
measures and enhancing investment intentions. Possible causes of the discrepancy
include variances in context, different ways of measuring trust and associated variables,

or issues with the methodology, such as the size of the sample or the statistical power.
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The lack of mediation by trust in the present study, in contrast to consistent results in

earlier work, highlights the need for more investigation into this discrepancy.

4. Hm4: There is a mediating role of Trust in the relationship between information

quality and investment intention

Hypothesis Hm4, which states that Trust mediates the relationship between information
quality and investment intention, is the focus of the current inquiry. The results of the
present inquiry substantiate that trust mediates the association between information
quality and investment intention (p-value = 0.002 < 0.05, coefficient = 0.118, t-value =
2.929>1.96). The outcomes of this research align with antecedent studies that underscore
the mediating role of trust in the correlation between information quality and investment
intention (Lin & Huang, 2021) elucidated trust's mediating function in online peer-to-
peer lending, evidencing that trust acts as a conduit between source credibility and
argument quality, both of which are instrumental in shaping investment intentions. In a
similar vein, (Chuang & Fan, 2011)identified that trust mediates the relationship between
e-retailer quality—comprising system and service quality—and consumers' intentions to
engage in online shopping, despite the fact that information quality itself did not exert a
direct influence on trust or shopping intentions. Within the Palestinian milieu, (Baidoun
& Salem, 2023) highlighted the significance of trust in online shopping behaviors,
particularly amid the COVID-19 pandemic. Their investigation revealed that trust
moderates the relationship between website quality and shopping intentions among
millennials, accentuating its ability to alleviate perceived risks and enhance behavioral
intentions. Furthermore, emphasized trust's significance in financial decision-making,
asserting that financial recommender systems can bolster investor confidence by
transferring trust from conventional investment methodologies to these systems.
Collectively, these findings bolster the proposition that trust functions as a crucial
mediator between information quality and investment intention, diminishing perceived
risks and augmenting the perceived value of information in the investment decision-

making processes, particularly in Palestine.
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5. HmS: There is a mediating role of Attitude the relationship between Risk-taking

and investment intention

The hypothesis HmS, according to which attitude acts as a mediating variable in the
association between risk-taking and investment intention, is examined in this study. The
current study's findings support the idea that attitude mediates the relationship between
investment intention and information quality (p-value = 0.001 <0.05, coefficient =0.201,
t-value = 3.011 > 1.96). The results of this study are consistent with other research that
emphasizes how attitude functions as a mediating factor in the link between investment
intention and risk-taking, especially in Palestine. (Wang, Hu, & Chen, 2024) showed that
attitude plays a major role in mediating the link between perceived ESG investment
success and investment intention in the case of ESG investments in China. Cultural

elements like government support and future orientation are also important.

Conversely, (Sobaih & Elshaer, 2023) found that personal attitude does not greatly
mediate the relationship between financial knowledge and risky investment intention in
Saudi Arabia, a culturally ingrained risk-averse mindset that values subjective norms and
perceived behavioral control more highly. Attitude greatly mediates the association
between financial knowledge, personality factors, and stock market investing intentions
(Khan, Mahmood, & Younas, Impact of financial knowledge and investor’s personality
traits on investment intention: Role of attitude and financial self-efficac, 2024) who
examined the Pakistani setting find. This result highlights the need of a good attitude and
financial self-efficacy in advancing investing objectives. Furthermore, (Breuer, von
Nitzsch, Salzmann, & Kollath, 2016) underlined via cross-cultural research employing
the DOSPERT scale that perceived risk rather than expected rewards mostly shapes risk-
taking propensity; cultural aspects including individuality against collectivism help to

explain this.

Further bolstering these results were (Khan, Shafiq, & Shah, 2023), who found risk-taking
behavior as a partial mediator between financial literacy and self-efficacy—two important
determinants of investing intention. This underscores the potential for enhancing
investment intentions by improving financial knowledge and self-efficacy. Collectively,
these studies reinforce the intricate interplay between attitude, risk-taking behavior, and
cultural factors in shaping investment intentions, aligning with this study’s findings

within the Palestinian context.
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6. Hm6: There is a mediating role of Financial self-efficacy the relationship

between Risk-taking and investment intention

The findings of the current study, which indicate that financial self-efficacy does not
mediate the relationship between risk-taking and investment intention (f = 0.025, t =
1.521 < 1.96, p-value = 0.064), do not align with previous research that emphasizes the
significant role of financial efficiency and self-efficacy in shaping investment decisions.
Studies by (Khan, Mahmood, & Younas, Impact of financial knowledge and investor’s
personality traits on investment intention: Role of attitude and financial self-efficac,
2024) and (Kim, Lee, & Paik, 2024) highlight that financial efficiency improves
investment efficiency, particularly in markets with financial constraints and risk-taking
behavior, while (Khan, Shah, & Shafiq, Effect of financial literacy and financial self-
efficacy on individuals' investment intention: The mediating role of risk-taking behavior,
2023)show that risk-taking mediates the relationship between financial self-efficacy and
investment intention. (Dwaikat, Abdelbaset, & Queiri, 2023) also note that in Palestine,
financial performance mediates the link between market value and asset utilization,
suggesting financial efficiency is crucial for better investment decisions. The current
study's results, however, show no significant mediating effect, with a low coefficient, a t-
value indicating statistical insignificance, and a p-value greater than the threshold for
significance. This discrepancy may be explained by contextual differences, variations in
the measurement of key concepts such as financial self-efficacy and risk-taking, or
methodological factors such as sample size and analytical power. These findings
contradict the established literature and suggest a need for further research to explore the
factors that contribute to the lack of significant mediation in this study and to better
understand how financial self-efficacy and risk-taking affect investment intention in

various contexts.

7. Hm7: There is a mediating role of Financial self-efficacy the relationship

between Subject Norms and investment intention

In contrast to earlier research that highlights the mediating role of financial efficiency in
influencing investment intentions, the current study's findings (p = 0.015, t = 1.454 <
1.96, p-value = 0.073 > 0.05) show that financial self-efficacy does not mediate the
relationship between subjective norms and investment intention. In alignment with earlier
studies such as the investigation by (Raut & Kumar, 2023), the realms of financial triumph
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and financial literacy intertwine with fiscal effectiveness, playing a pivotal role in
diminishing anticipated risks by bolstering self-efficacy, thereby illuminating how
investment aspirations are distinctly influenced by these elements. (Raut & Kumar, 2023)
further illustrated that financial literacy and fiscal performance, intrinsically connected to
financial effectiveness, significantly contribute to mitigating foreseeable risks by
amplifying that effectiveness, ultimately casting a positive light on investment
motivations. Within the Palestinian landscape, (Dwaikat, Abdelbaset, & Queiri, 2023)
observed that superior financial performance serves as a bridge between the utilization of
a company’s assets and the market valuation of those assets, thereby enriching and
fortifying investment aspirations. Moreover, as (Raut & Kumar, 2023) show, the synergy
of financial efficiency alongside these subjective measures has the potential to shape the
complex dynamics guiding the investment decisions of beneficiaries, even while
subjective measures in isolation may lack a clear direct influence on investors’ intentions
to allocate their resources. By means of strategic optimization of intellectual capital, the
combination of strategic management accounting techniques may also improve
investment efficiency and influence investment orientations. It can be said that these
results highlight that while subjective criteria alone may not significantly affect
investment intentions, the mediating role of financial efficiency can develop and
encourage investors to invest by focusing on enhancing their financial performance as
well as their financial awareness, especially in the Palestinian markets that are going
through and living exceptional circumstances due to the financial, political and cultural
complexities surrounding them. In contrast, the results of this current study contradict this
perspective, indicating that there is an urgent need to conduct more research to explore
the conditions and reasons under which financial self-efficiency may mediate the

relationship between subjective criteria and investment intention.
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Table (4.1)

Summary of Results Hypotheses Direct Relationships

. Beta* (t- p-
Hypothesis Path () value) value Result
H1 Financial Knowledge -> Attitude 0.597 7.467 0.00 Supported
H2 Cybersecurity Awareness -> Attitude  -0.194 2.485 0.006  Supported
H3 Cybersecurity Awareness -> Trust 0.09 1.232  0.109 Not Supported
H4 Information Qual -> Trust 0.563 7.234  0.00 Supported
H5 Risk taking -> Attitude 0.298 3.307 0.00 Supported
H6 Risk taking -> Financial self-efficacy  0.453  5.79 0.00 Supported
H7 SN -> Financial self-efficacy 0.27 3.584 0.00 Supported
HS Attitude -> Investment Intention 0.674 10.826 0.00 Supported
H9 Trust -> Investment Intention 0.21 3.354 0.00 Supported
H10 Financial self-efficacy -> Investment ~ 0.056  1.639  0.051 Not Supported
Intention
Table (4.2)
Summary of Results Hypotheses Indirect Relationships
. Beta*  (t- p-
Hypothesis Path () value) value Result
Hml Financial Knowledge -> Attitude ->  0.402 6.046 0.000  Supported
Investment Intention
Hm?2 Cybersecurity Awareness -> Attitude -> -0.131 2.327 0.010  Supported
Investment Intention
Hm3 Cybersecurity Awareness -> Trust ->  0.019 1.119 0.132 Not Supported
Investment Intention
Hm4 Information Quality -> Trust -> 0.118 2.929 0.002  Supported
Investment Intention
Hm5 Risk taking -> Attitude -> Investment  0.201 3.011 0.001  Supported
Intention
Hm6 Risk taking -> Financial self-efficacy -> 0.025 1.521 0.064 Not Supported
Investment Intention
Hm7 SN -> Financial self-efficacy -> 0.015 1.454 0.073 Not Supported

Investment Intention
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4.4 Conclusion

This study aims to identify the level of investors' awareness of cybersecurity risks and
their impact on investment intentions in the Palestinian environment by studying the
direct effect of the independent study variables (financial knowledge, cybersecurity
awareness, information quality, risk, subject criteria, attitude, confidence, and financial
self-efficacy) on investment intention, in addition to the mediating role of each (attitude,
confidence, and financial self-efficacy) in the relationship between financial knowledge,
cybersecurity awareness, information quality, risk, subject criteria, and investment
intention. This research provides valuable theoretical and practical perspectives on the
reality of investment in Palestine from the perspective of the study sample, which
represents a group of investors, by focusing on the level of awareness of these investors
of what is called cyber awareness and the rest of the variables mentioned on the intention
to invest. According to the results of this study, it was found that there is a direct effect
of the study variables represented by (financial knowledge, awareness of cyber security,
information quality, risk, subject criteria, position, trust) on the intention to invest, as
financial culture emerges as a decisive factor as it has been consistently proven to
positively affect investment intentions by enhancing individuals' understanding and
confidence in financial decisions. Moreover, the integration of information technology
and investment knowledge works to amplify interest in investment by facilitating access
to information and financial resources. Trust also plays a pivotal role, as financial culture
helps mitigate perceived risks, thus enhancing investors' confidence in the Palestinian
economic and financial reality and encouraging them to establish factories and economic
institutions. However, expected risks can negatively affect optimism and confidence,
which emphasizes the importance of cyber security awareness in protecting investments.
Additionally, it is critical to have high-quality financial and non-financial data since it
influences investment decisions by directing investor behavior via reliable signals.
Aspects of the theory of planned behavior pertaining to attitudes and subjective norms
bolster the correlation between financial literacy and investing intentions. This
emphasizes the importance of psychological factors in investing decision-making and the
need for comprehensive financial education and trustworthy information platforms to
assist Palestinians in making educated investment choices. Investors' financial self-
efficacy does not affect their investing intentions, according to the results. Financial self-

efficacy does not affect investment goals, the research found, because of the Israeli
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occupation's influence on the local political and economic climate. Similarly, cyber
awareness did not directly affect investor confidence due to other concerns, such as
economic and political stability. The cultural environment also plays a role in determining
the extent to which individuals consider cybersecurity as an influential factor in building
trust. In addition to the lack of sufficient information or strategies that highlight the
relationship between cyber awareness and confidence in the investment field, awareness

does not have a direct impact.

On the other hand, the results indicated the mediating role of the attitude variable in the
relationship between Financial Knowledge, Cybersecurity Awareness, Risk-taking with
investment intention. In addition, the mediating role of Trust in the relationship between.
In addition, the information quality and investment intention. while the results indicated
that there is no mediating role of Trust in the relationship between Cybersecurity
Awareness and investment intention. Also, Financial self-efficacy doesn't mediate the
relationship between Risk-taking, and Subject Norms with investment intention. There
are several reasons why mediating functions are absent from these interactions. In the
Palestinian setting, rather than personal understanding of cybersecurity policies, trust is
sometimes molded by outside events such governmental stability and economic
difficulties. Likewise, financial self-efficacy does not mediate the link between risk-
taking and investment intention as risk-taking is more dependent on natural personality
qualities and market conditions, therefore avoiding the impact of self-efficacy. Moreover,
in collectivist countries such as Palestine, where social forces define investment intents,
subjective standards—which mirror society demands and expectations—may supersede
internal financial certainties. Two other examples of the more general political and
economic issues influencing trust and self-efficacy to affect investment decisions are
uncertainty and a lack of market options. Internal factors like trust and self-efficacy have
little effect on investing intentions as cultural standards encourage risk aversion and
careful financial behavior. These findings highlight the need of trust and attitude in some
contexts, but they also suggest that the particular psychological, cultural, and financial

dynamics in Palestine can restrict their mediating effects .

Moreover, the findings help to clarify how the attitude variable moderates the correlation
among financial knowledge, cybersecurity awareness, risk-taking, and investment
intention. The findings of this study brilliantly clarify the significance of friends as a
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dynamic link in this chain by demonstrating that investment intentions are much
influenced by the quality of the information. The results revealed that trust did not show
any mediation between cybersecurity awareness and investment intentions. Furthermore,
financial self-efficacy is not a mediator in the interplay between risks and subjective
standards for investment intentions. Regarding the Palestinian context, political and
economic events influence trust more than personal awareness of cybersecurity norms.
Ignoring self-efficacy, innate personality qualities and market conditions largely define
risk-taking, so mediating the relationship between risk-taking and investment intention is
not possible as in financial self-efficacy. Moreover, in collectivist societies like Palestine,
where socio-cultural elements significantly influence investment intentions, subjective
norms—which include society pressures and expectations—may trump inherent financial
stability. Examples of more general political and economic difficulties that lower the
influence of trust and self-efficacy on investment decisions are uncertainty and restricted
market options. Because of cultural paradigms that emphasize risk aversion and careful
financial practices, internal factors like self-efficacy and trust are restricted in their
capacity to impact investment intentions. Although in certain cases attitude and trust are
crucial, as these findings reveal the particular cultural, economic, and psychological

dynamics that present in Palestine might limit their mediating benefits.

4.5 Recommendations

The current work aims to provide a variety of important suggestions that try to address
the results of the research while keeping congruent with the ideas derived from antecedent
studies, so strengthening the investment culture in settings like Palestine. The following

lists the top recommendations:

1. Create specific financial literacy programs meant to increase people's understanding
of investing techniques and help to close the difference between personal standards
and investment ambitions. These projects should highlight how often financial ideas

are used practically.

2. Within social and cultural settings especially, implement awareness efforts meant to
influence subjective norms, stressing how positive social forces and norms may

support wise investment decisions.
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10.

Create mentoring and coaching initiatives that inspire people's confidence in their
capacity for financial decision-making, therefore fostering self-efficacy even in the

lack of strong subjective standards

Use instruments and techniques that improve financial efficiency in educational
initiatives to help people to balance the discrepancy between their social

surroundings and their investing practices.

Strengthening Palestinian digital infrastructure and cyber so implementation of
specialized Palestinian legislation pertaining to data protection and cybersecurity,
thereby fostering investor confidence and ensuring a secure digital investment

landscape.

Designing comprehensive cyber awareness programs for investors, by focusing on
concentrate on the genuine cyber threats confronting the Palestinian market and
should be articulated in a manner that is accessible and considers the cultural and

social milieu.

Create tools and resources especially for the Palestinian market to handle special
issues like market volatility, ownership concentration, and poor corporate

governance.

Enhancing public-private sector cooperation to build a sustainable cybersecurity
system through the establishment of strategic alliances focused on the exchange of
information regarding digital threats and the promotion of local cybersecurity
enterprises, which will contribute to the development of a more stable economic
environment conducive to attracting investment in the face of prevailing political

challenges.

Encourage further academic research to find other factors—such as financial
knowledge, risk perception, or cultural influences—that could moderate the

interaction between subjective standards and investing intention.

Make sure that easily available and clear information about investment possibilities
and related dangers is provided so that people may participate in wise decisions

independent of personal standards.
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11.

12.

13.

Foster community investment groups and cooperatives to amplify the impact of
positive subjective norms and collective decision-making on individual investment

intentions.

Partner with banks and financial service providers to develop products and services
that correspond with the financial confidence levels of the populace, thereby

rendering investment more appealing and manageable.

Advocate for policy measures that bolster financial efficiency and governance within
the market, thereby creating an environment where subjective norms and financial

self-efficacy collaboratively enhance investment intentions.

77



References

Acharya, A., Prakash, A., Saxena, P., & Nigam, A. (2013). Sampling: Why and how of it.
Indian Journal of Medical Specialties, pp. 330-333.

Adil, M. (2023). Analysis of investment decisions in MSMEs through securities
crowdfunding: An approach using the theory of planned behavio. (p. CSEFB). 2(3),
467-480.

Aguirre-Urreta, M., & Hu, J. (2019). Detecting common method bias: Performance of
Harman's single-factor test. ACM Transactions on Management Information
Systems, pp. 50(2), 45-70.

Akhtar, F., & Das, N. (2019). Predictors of investment intention in Indian stock markets:
Extending the theory of planned behaviour. International Journal of Bank Marketing,
pp. 37(1), 97-119.

Alhelaly, Y., Dhillon, G., & Oliveira, T. (2023). When expectation fails and motivation
prevails: The mediating role of awareness in bridging the expectancy-capability gap
in mobile identity protection. Computers & Security, pp. 66-87.

Aljamal, S., & Al-Sharawi, R. (2022). The impact of political instability on economic
development/ Acase study of Palestine compared to international rankings during the
years (2010-2021). Majalat Altatwir Aleilmii, pp. 54-69.

Alleyne, P., & Broome, T. (2010). An exploratory study of factors influencing investment
decisions of potential investors.

Amro, B. (2018). Cybercrime as a matter of the art in Palestine and its effect on

individualS. International Journal of Wireless and Microwave Technologies, pp.
8(5), 19-26.

Aren, S., Aren, S., & Nayman Hamamci, H. (2023). The mediating effect of self-
confidence on the impact of conscious and unconscious processes on risky
investment intention. FIIB Business Review, pp. 1002-1034.

Awwad, B., & Razia, B. (2021). Impact of efficiency indicators and its related aspects on
the market return: An applied study on Palestine Stock Exchange. Investment
Management & Financial Innovations, pp. 18(3), 94-103.

Baidoun, S., & Salem, M. (2023). The moderating role of perceived trust and perceived
value on online shopping behavioral intention of Palestinian millennials during
COVID-19. Competitiveness Review: An International Business. Journal
Incorporating Journal of Global Competitiveness, pp. 168-205.

Banerjee, S., Breon-Drish, B., & Smith, K. (2021). Risk sharing, investment efficiency,
and welfare with feedback effects. Social Science Research Networ, pp. 188-195.

Bellova, J., & gpirkové,, T. (2021). The Theory of Planned Behaviour as a Research Tool
in Connection with Tax Law and Economics. Financial Law Review, pp. 1-15.

78



Breuer, W., von Nitzsch, R., Salzmann, A., & Kollath, J. (2016). The assessment of risk
behavior: A cross-cultural analysis using the DOSPERT scal. Social Science
Research Network, pp. 99-121.

Brummer, K., & Oppermann, K. (2024). Prospect Theory. In Handbook of Economic
Psychology. doi.org, pp. 195-21.

Chen, C., & Handley-Schachler, M. (2016). Investigation of variation between risk
attitude and investment biases. International Review of Financial Consumers, pp.
1(1), 57-80.

Child, D. (2006). The essentials of dimension analysi (Vol. 3rd edn). New York:
Continuum.

Chuang, H., & Fan, C. (2011). The mediating role of trust in the relationship between e-
retailer quality and customer intention of online shopping. African Journal of
Business Management, pp. 5(22), 9522-9529.

Cicenaite, A. (2012). Advanced diagnostics for multiple regression. Multivariate Data
Analysi (Vol. 7). Pearson Prentice Hall Publishing.

Cristiano, F., Romaniuk, S., & Manjikian, M. (2020). Palestine 1 : Whose cyber security
without cyber sovereignty? Routledge., pp. 418—42.

Cunningham, J., & Gardner, E. (2007). Power, effect, and sample size using GPower:
Practical issues for researchers and members of research ethics committees. Nursing
Times Research, pp. 5(4), 132—136.

Delshad, M., Hidarnia, A., & Pourhaji, F. (2024). A Theory of Reasoned Action-based
study predicting factors of chronic back pain sufferers' physical activity behavior to
exercise.

Dharma, y., Puteh, a., Widodo, R., Alfaqih, L., & Yahya, A. (2024). The influence of
financial literacy and Islamic business ethics on investment in Islamic financial
instruments: The mediating role of risk attitude and the moderating role of religious
knowledge. Journal of Ecohumanism, pp. 3(8), 264-282.

Dirgiatmo, Y. (2023). Testing the discriminant validity and heterotrait-monotrait ratio of
correlation (HTMT): A case in Indonesian SMEs. Infernational Symposia in
Economic Theory and Econometrics, pp. 157-170.

Djaenudin, M., & Prastowo, S. (2024). The influence of digital platform quality and
security on decision and satisfaction through trust in the DANA digital wallet.
International Journal of Business, Law, and Education, pp. 5(2), 2314-2323.

Dwaikat, N., Abdelbaset, 1., & Queiri, S. (2023). Mediation effects of financial
performance between assets utilization and the market value of Palestinian listed
firms. Global Business and Finance Review, pp. 28(5), 99-108.

79



Faizza, T., & Roostika, R. (2024). The Role of Product Information Quality and Streamer
Credibility in Building Trust and Purchase Intention. Petra International Journal of
Business Studie, pp. 7(2), 185-192.

Fandy, M. (2000). Information technology, trust, and social change in the Arab world.
Middle East Journal, pp. 54(3), 378-394.

Fleischman, G., Valentine, S., Curtis, M., & Mohapatra, P. (2022). The influence of ethical
beliefs and attitudes, norms, and prior outcomes on cybersecurity investment
decisions. Business & Society, pp. 62(3), 488-529.

Fraenkel, J., & Wallen, N. (2003). How to design and evaluate research in education.
New York: MacGraw-Hil.

Galleguillos, C., Ayala Figueroa, R., Borger, A., Letelier, B., & Juarez, C. (2024). Factors
that influence the intention and behavior in cybersecurity of the workers of a mining
company: An approach through the Theory of Planned Behavior. Communications of
International Proceedings, pp. 100-145.

Garcia-Machado, J., Papa, M., Carrassi, M., & Barbadilla-Martin, E. (2023).
Discriminant validity (HTMT): Confidence interval bias corrected [Table IV].
Figshare.

Godewatta, N., Phang, S., Prasad, A., & Xiao, X. (2024). Investors’ reactions to
cybersecurity incidents: The joint effects of disclosure tone, critical audit matters,
and IT knowledge. European Accounting Review, pp. 26, Article €2445692.

Gongalez, L., & Mariano, A. (2023). Cyber risks and investments: How cybersecurity
perception affects investor decision-making. Proceedings of CISTI, pp. 1-6.

Haapamaiki, E., & Sihvonen, J. (2019). Research on International Standards on Auditing:
Literature synthesis and opportunities for future research. Journal of International
Accounting, Auditing and Taxation, pp. 37-56.

Hagger, M. (2019). The Reasoned Action Approach and the Theories of Reasoned Action
and Planned Behavior.

Hair, J., Black, W., Babin, B., & Anderson, R. (2019). Multivariate Data Analysis (Vol.
8th ed). Cengage Learning.

Harahap, R., Rahayu, S., & Lestari, M. (2024). Young entrepreneurs' financial compass:
How attitudes, norms, and self-efficacy direct financial intentions and actions. (pp.
Jurnal Ekonomi, Manajemen, Akuntansi dan Keuangan). 5(4), 100-135.

Harini, B., & Subramanian, S. (n.d.). The Mediating Role of Risk Tolerance in
Realtionship Between Heusrtic and Prospect Theory and Investment Performance.
2024, pp. 100-132.

Hassan, N., Aisyah, A., Ab, H., & Imna, M. (2024). What factors affecting investment
decision? The moderating role of fintech self-efficacy. PLOS ONE, pp. 19-31.

80



Heale, R., & Twycross, A. (2015). Validity and reliability in quantitative studies.
Evidence-based nursing, pp. 18(3), 66-67.

Ibrahim, M. (2024). The determinants of foreign direct investment in conflict-prone
environments: A case study of Palestinian territories. Journal of Social Economics
Research, pp. 11(4), 416—434.

Kar, R., & Kar, S. (2015). How to judge predictive quality of classification and regression-
based QSAR models. In Understanding the basics of OSAR for applications in
pharmaceutical sciences and risk assessment, pp. 71-120.

Kashif, M., Awang, Z., Walsh, J., & Altaf, U. (2015). I’'m loving it but hating US:
understanding consumer emotions and perceived service quality of US fast food
brands.. British Food Journal, pp. 117 (9), 2344 - 2360.

Kester, M. (2018). The relationship between an individual's risk attitude and the desire to
become an entrepreneur. Jurnal Ilmiah Universitas Batanghari Jambi, pp. 1025-
1041.

Khan, S., Mahmood, F., & Younas, S. (2024). Impact of financial knowledge and
investor’s personality traits on investment intention: Role of attitude and financial
self-efficac. Journal of Social Sciences, pp. 120-134.

Khan, S., Shafiq, M., & Shah, S. (2023). Effect of financial literacy and financial self-
efficacy on individuals' investment intention: The mediating role of risk-taking
behavior. Global Economics Review, pp. 5-40.

Khan, S., Shah, S., & Shafiq, M. (2023). Effect of financial literacy and financial self-
efficacy on individuals' investment intention: The mediating role of risk-taking
behavior. Global Economics Review, pp. 8(3), 40-51.

Khoufi, n. (2021). Accounting information quality and investment decisions. /ntechOpen,
pp- 101-128.

Kim, T., Lee, B., & Paik, D. (2024). The relationship between financial constraints and
investment efficiency. Journal of Corporate Accounting & Finance, pp. 88-108.

Kock, N. (2017). Common method bias: A full collinearity assessment method for PLS-
SEM. Latan & R. Noonan (Eds.), Partial least squares path modeling: Basic concepts,
methodological issues and applications.

Koonce, L., Miller, J., & Winchel, J. (2015). The effects of norms on investor reactions
to derivative use. Contemporary Accounting Research, pp. 32(4), 1529-1554.

Kshetri, N. (2013). Cybercrime and Cybersecurity in the Middle East and North African
Economies. Cybercrime and Cybersecurity in the Global South, pp. 119-134..

Kulal, A., Rahiman, H., Panakaje, N., Parvin, S., Kambali, U., Madhura, K., & Abhishek,
N. (2024). Impact of trust-building strategies on investment decisions: Mediating role

of the financial advisor-client relationship. Investment Management & Financial
Innovations, pp. 21(4), 254-266.

81



Kuraku, S., Dinesh, K., & Samaah, F. (2023). Navigating the link between internet user
attitudes and cybersecurity awareness in the era of phishing challenges. International
Advanced Research Journal in Science, Engineering and Technology, pp. 195-250.

Kuraku, S., Dinesh, K., & Samaah, F. (2023). Navigating the link between internet user
attitudes and cybersecurity awareness in the era of phishing challenges. International
Advanced Research Journal in Science, Engineering and Technology, pp. 2022-2042.

Laurency, J., & Zainul Arifin, A. (2022). The influence of financial attitude, financial self-
efficacy, and risk perception on investment intention. Jurnal Manajerial dan
Kewirausahaan, pp. 4(3), 617-626.

Li, J., Mo, P, Lau, J., Su, X., Zhang, X., Wu, A.,... Chen, Y. (2018). The results from a
large-scale prospective cohort study in Chinese adolescents. Journal of Behavioral
Addictions, pp. 686—696.

Lin, C., & Huang, H. (2021). Modelling investment intention in online P2P lending: An
elaboration likelihood perspective. International Journal of Bank Marketing, pp.
39(7), 1134—-1149.

Liu, X. (2018). Financial leverage, growth and investment efficiency. Journal of
Financial Economics, pp. 130(1), 45-60.

Madnick, S., Jalali, M., Siegel, M., Lee, Y., Strong, D., Wang, R., & Ang, W. (2017).
Measuring stakeholders’ perceptions of cybersecurity for renewable energy systems.
Lecture Notes in Computer Science (including subseries Lecture Notes in Artificial
Intelligence and Lecture Notes in Bioinformatics). 10097 LNAIL: , pp. 67-77.

Mabhastanti, L. (2011). Faktor-Faktor Yang Dipertimbangkan Investor Dalam Melakukan
Investasi. Jurnal Manajemen Teori dan Terapan| Journal of Theory and Applied
Management, pp. 37-51.

Makkawi, H. (2023). The influence of risk management and strategic planning on
sustainable business performance of SMEs: The case of Palestine. Proceedings of the
International Conference on Business Excellence, pp. 812—821.

Mutlu, U., Cevik, F., & Celebi Boz, F. (2024). Mediating and moderating variable effect
of financial knowledge on the relationship between financial attitude and financial
behavio. International Journal of Management Economics and Business, pp. 222-
241.

Nadiyani, P., & Lubis, K. (2024). Implications of financial understanding and attitude in
the context of financial management MSMEs. Jurnal Manajemen dan Sains, pp.
1401-1401.

Nguu, J., & Musuva, P. (2024). Determining the efficacy of cybersecurity awareness
programs on enhancing WiFi security behaviour. IST-Africa 2024 Conference
Proceedings, pp. 321-350.

Novandalina, A., Ernawati, F., & Adriyanto, A. (2022). Risk attitudes, mental accounting,
and overconfidence in investment placement decisions during and post-COVID-19.

82



International Journal of Economics, Business and Accounting Research, pp. 6(1),
395-498.

Nurse, J. (2021). Cybersecurity awareness. arXiv: Cryptography and Security, p. 1596.

Pandurugan, V., & Al Shammakhi, B. (2024). Modelling the theory of planned behaviour
to evaluate the investment intention of generation Z in the speculative market: stocks.
Forex and cryptocurrencies, pp. 2023-0319.

Poudel, O., & Acharya, P. (2023). Trust and security in financial technology: How much
does it matter?. International Research Journal of MMC, pp. 77-94.

Quan, N. (1988). The prediction sums of squares as a general measure for regression
diagnostics. Journal of Business & Economic Statistics, pp. 6(4), 501-504.

Qusa, H. (2014). Collaborative defence for distributed attacks (case study of Palestinian

information systems). International Journal of Network Security & Its Applications,
pp. 6(6), 31-37.

Raut, R., & Kumar, S. (2023). An integrated approach of TAM and TPB with financial
literacy and perceived risk for influence on online trading intention. Digital Policy,
Regulation and Governanc, pp. 2023-2045.

Roemer, E., Schuberth, F., & Henseler, J. (2021). HTMT2- An improved criterion for
assessing discriminant validity in structural equation modelling. Industrial
Management and Data Systems, pp. 121(12), 2637-2650.

Ronny, R. (2023). The effect of theory of planned behavior and customer relationship
marketing on mutual fund investment intentions. Jurnal Ekonomi Manajemen dan
Akuntansi, pp. 19(1), 87-102.

Salem, Y., Moreb, M., & Rabayah, K. (2021). Evaluation of information security
awareness among Palestinian learners. Proceedings of the International Conference
on Information Technology (ICIT), pp. 21-26.

Santoso, 1., & Liu, H. (2023). The Influence of Herding Behavior, Risk Aversion on
Investment Decisions with Financial Attitude as a Moderating Variable. Jurnal
Ilmiah Universitas Batanghari Jambi, pp. 23(1), 137-158.

Sarstedt, M., & Cheah, J. (2019). Partial least squares structural equation modeling using
SmartPLS: A software review. Journal of the Market Research Society. pp. 7(3), 196—
202.

Sharif, Z., Abumandil, M., & Obaid, T. (2018). Centralization and complexity moderating
the relationship between information quality and decision-making effectiveness: A
study of banks in Palestin.

Shehzad, A., Qureshi, F., Saeed, M., & Ali, S. (2022). The impact of financial risk attitude
on objective-oriented investment behavior. International Journal of Financial
Engineering, pp. 1204-1229.

&3



Singh, A., Kumar, S., Goel, U., & Johri, A. (2024). Predictors of investment intention in
real estate: Extending the theory of planned behavio. International Journal of
Strategic Property Management, pp. 349-368.

Sobaih, A., & Elshaer, I. (2023). Risk-taking, financial knowledge, and risky investment
intention: Expanding theory of planned behavior using a moderating-mediating
model. MathematicS. Industrial Management and Data Systems, pp. 11(2), 453-496.

Soeta, R., Sembel, R., & Malau, M. (2023). The effect of social influence and platform
reputation toward trust, investment intention, and actual investment on SMEs with
peer-to-peer lending platform. Keynesia, pp. 2(1), 88-121.

Subhaktiyasa, P. (2024). PLS-SEM for multivariate analysis: A practical guide to
educational research using SmartPLS. Journal of Education and Learning Innovatio,
pp- 4(3), 353-365.

SUWADII, L. (2024). The influence of financial attitude, financial knowledge, personal
income, and education level on financial behavior. Balance, pp. 5(1), 1-16.

Tagawa, K., & Orito, Y. (n.d.). Prospect theory-based formulation of portfolio
optimization problem using loan and its solution by multi-start local search. In
Proceedings of the International Conference on Business and Industrial Research,
pp. 291-296.

Tunney, R. (2024). Prospect Theory, and Heuristics and Biases. In Advances in
Behavioral Economics. doi.org, pp. 21-4.

Walke, 1. (2022). Haphazard intentional sampling in survey and allocation studies on
COVID-19 prevalence and vaccine efficacy. Entropy, pp. 24(2), 225-234.

Wang, S., Hu, C., & Chen, S. (2024). Exploring the mediating role of attitude in ESG
investment intentions: Insights from the Fogg behavior model. Industrial
Management and Data Systems, pp. 102-167.

Yang, K. (2023). Predictive quality, In Handbook of predictive analytics. Wiley, pp. 161—
197.

Yang, Y., Ren, W., Tao,, B., Liang, L., Ruane, A., Fisher, J.,... Tian, Q. (2020).
Characterizing spatiotemporal patterns of crop phenology across North America
during 2000-2016 using satellite imagery and agricultural survey data. ISPRS
Journal of Photogrammetry and Remote Sensing, pp. 156—173.

Yousuf, H., Al-Emran, M., & Shaalan, K. (2023). Evaluating Individuals’ Cybersecurity
Behavior in Mobile Payment Contactless Technologies: Extending TPB with
Cybersecurity Awareness. pp. 542—-554.

Yulandreano, E., & Rio, R. (2023). Investment decisions on the crowdfunding platform
based on the theory of planned behavior. Jurnal Manajemen Bisnis, pp. 14(1), 36-52.

84



Yusoff, M., Peng, F., Razak, F., & Mustafa, W. (2020). Discriminant validity assessment
of religious teacher acceptance: The use of HTMT criterion. Journal of Physics:
Conference Series, p. 1529(4).

Zhang, L. (2020). A study of the impact of information disclosure quality on the efficiency

of corporate investment—Based on civil engineering listed companies. E3S Web of
Conferences, pp. 198-210.

85



Juihagl) Lo} daala
Lad) csbaad, 21 4305

s oyiilig cf‘)‘.-)*‘m Yl halia ugJM‘ =3
MQQMML“‘JJ :laiiud) A

das)

i)
sl 2 23] .

Ciluhal) A0S o Jugall) B ialall Balgd o J guanll cobalbiial YlaSind Al 036 cuadd
Lol — Alagl) i) daaly B Llal)
2025



Ao oniliy Abmed) a1 Jhlday o) o9
Calaaadd b G palinall duadaa Ay @ jLalia) 4
Aas)

R aldd mali teaa

.
&

il
Agad) ae aS) L0

el 13 iy had) e¥) i oyl e (30 paaT ) duadaidall duhal) sl Caags
& LAY (& il dn e 55 Al dalgall s e duball S5 .4l aabls e
el gl aga s Grie (and DS e lldy ¢ hlaal o bl jUa) (pana dlain dais
sl Ay ) ALYl L) pallss e el 13a AT andiy cdpilacddll IS, aslg )
Alasinl 5 Ayl Calaal sl L LY Ay Shmall GaYL el o A 8 2B Jaa
calalai¥ly Lalal) Calily ccbilball Jold jasd local Ldgisadl sty duiagll cilelasy)
Sl bl ading il 2y Llee ol ) Aaaia clalinin) (DAl clua il ladl
Glsrall hlai il aas 20810 GFPOWER gelin e dlae¥) 2y L ouidacddl) o el
Aladl) aadlael GuCen ) dada) cleban) Gl ¢Guidacldl) G paied) dae aaaty dadiyall
Ao yaad o5 bl 28 i) ae g Ailany) bl Cals ) gelindl lgedd 3 ilual) Tad g
leia 260 & lajial o3 Bluia) 382 aajgh &8 cculilall &8s yjanly . cpuiidacdd (o yaiiee 109 5 il
) 8laf caled 5 L UL ais (b dpadl) Al Qg Gl aadial S . Jdaill dallea
bl Jadas 235 Adhesanll Chunall Qula) Al 8 ) ALY sl 36 e GsSe Gl
J<a o cplaals & jléna) 4 of miball aiaSs SPSS. s SMARTPLS 4 aelin aladiuly

e ga cllly ALl Adpeally ¢l eIl eslly ¢ Sllaally ccasally (AU ulaally S



DAY Jas g AR o i) iy L Ll Gha ateag AR a3 & Lygne Teate Al dala
GG e slls Byhalaall awin¥) o AR (el Janssy Loty L) Ly lasbeall 5252 O
A o Aalug so gl AR Vs Ll A8 el el Al celld mag Al Abjeally Shyuad)
bl by« L) Ay Shmall 0¥l el G Yy sl uladly Bhlaall e Sy La|
A1) ulaally Alal) ASUED 3 il Aadlae DA (e Cpacds 8 008 Lt A8lE 30 duaal
Tl dae g Chleny cdgage (o aled ihalie 285 1 awd)l) Slaaglll (G ey <451 Bl
GByuall Liarad deacan 3y lsdl ydsi duall 75 LS. Wl LAl Sl 8 A8 el dpald]
o Bl dpedine 4l ilegana ounliy QL) ek Jos Aad lagleas diadanddl
Ol gall pa Cgleil) uian ) Lad duhall se iy AaSonll ey pud) il (o claal)
Lylein) bl AADY dach A B3 Jal e AW 5ol auat I Cangd Cilalie (g A

(A5 dyely

JLA:\:\.&.M‘}!‘ z\:u ‘@Ld\ z\tﬁ\ﬂ‘ 5o <) d)j:a\;.aﬂ



